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2.2 Informative References

This document uses the following informative references:

[IANA-L2TP] IANA, Layer Two Tunneling Protocol (L2TP) Parameters.”

[1SO8802-2] ISO/IEC 8802-2: 1994 (IEEE Std 802.2: 1994) - Information technology —

Telecommunications and information exchange between systems - Local and
metropolitan area networks - Specific requirements - Part 2: Logical link control.

[RFC 3140] IETF RFC 3140, Per Hop Behavior Identification Codes, June 2001.°
[VCCV] IETF draft-ietf-pwe3-vcev-10.txt, T Nadeau, Pseudo Wire Virtual Circuit

Connectivity Verification (VCCV), June 2006.

2.3 Reference Acquisition

Cable Television Laboratories, Inc., Internet: http://www.cablelabs.com /;
http://www.cablemodem.com/specifications/

The Institute of Electrical and Electronics Engineers, Inc, Internet: http://standards.ieee.org
Internet Engineering Task Force (IETF), Internet: http://www.ietf.org
Internet Assigned Numbers Authority, IANA, Internet: http://www.iana.org

European Telecommunications Standards Institute, ETSI, http://www.etsi.org

2 L2TP added per DEPI-N-0307-2, 11/26/06, PO.
® RFC3410 adder per DEPI-N-0347-2, 12/3/06, PO.

CableLabs® 02/23/07



CM-SP-DEPI-105-070223 Data-Over-Cable Service Interface Specifications

6 DEPIARCHITECTURE

This section is normative.

6.1 DEPI Data Path*!
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Figure 6-1 - Downstream EQAM Block Diagram

A simplified logical block diagram of the internal data path of the EQAM is shown in Figure 6-1.

It is recognized, but not specified by this document, that the EQAM may receive non-DOCSIS MPEG elementary
streams which have been encapsulated in MPEG packets and placed in a UDP datagram. This specification does not
define requirements for transport of this type of traditional MPEG video. However, it is recognized that M-CMTS
EQAM implementations may (and likely will) be capable of transporting traditional MPEG video (either interleaved
with DOCSIS traffic on a single QAM channel, or on separate QAM channels within the same EQAM chassis).

The M-CMTS Core MUST support PSP mode, D-MPT mode, or both. The EQAM MUST support PSP mode, D-
MPT mode, or both.

Within a session, the M-CMTS Core MUST support either one priority level of D-MPT or at least two priority
levels of PSP, where each priority level would have a different DSCP. The M-CMTS Core MUST provide a
mechanism to map DOCSIS traffic to the multiple priority levels of PSP. The M-CMTS Core MUST NOT attempt
to establish a session which includes both PSP and D-MPT flows.

Within a session, the EQAM MUST support either one priority level of D-MPT or at least two priority levels of
PSP, where each priority level would have a different DSCP. The EQAM is not intended to simultaneously support
D-MPT and PSP within a single session, and MUST reject any attempt to establish such a session. Each priority
level for each DEPI type, maps to one or more DEPI flows. The EQAM MUST support the establishment of a single

1! Revised the title of this section per ECN DEPI-N-05.0259-3 on 11/11/05.
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DEPI flow per priority level. The EQAM MAY support the establishment of more than one DEPI flow per priority
level. The mapping of individual flows to priority levels (QoS Queues) is vendor-specific (see Figure 7-3). The
mapping of flows will be done through the local EQAM Command Line Interface (CLI) configuration.

For both D-MPT and PSP modes, the EQAM MUST insert null MPEG packets when it has no data to send. The
EQAM SHOULD NOT insert a null MPEG packet if it has data to send. Note that MPEG null insertion should take
place prior to the correction of the DOCSIS SYNC message (refer to Section 6.1.1).

6.1.1 DOCSIS D-MPT Data Path

The DEPI DOCSIS D-MPT flows contain DOCSIS frames using the format as described in Section 8.2. All
DOCSIS frames, including packet based frames and MAC management based frames, are included within the one
D-MPT flow. The EQAM searches the D-MPT payload for any DOCSIS SYNC messages and performs SYNC
corrections as described in Section 6.1.3.2. It then forwards the D-MPT packet to the RF interface.

The intent of D-MPT mode is that MPEG packets can be received by the EQAM and forwarded directly to the RF
interface without having to terminate and regenerate the MPEG framing. The only manipulation of the D-MPT
payload is the SYNC correction.

6.1.2 PSP Data Path

The Packet Stream Protocol (PSP) is a layer-3 convergence layer protocol, which allows packets to be consecutively
streamed together and fragmented at arbitrary boundaries. The intent of the PSP mode is to facilitate Quality of
Service. This mode is to be used for transporting traditional DOCSIS data and signaling messages which use one or
more DSCP values. For example, in order to reduce Request-Grant latency, MAP MAC management messages may
be sent using a different DSCP on a different PSP flow than the rest of the DOCSIS channel. Refer to Section 6.2.1
for more information. The EQAM MUST support a minimum of two PSP receivers per QAM modulator. The intent
of two receivers is to permit the implementation of a higher latency PSP flow and a lower latency PSP flow.

Each PSP flow is terminated, and the DOCSIS Frames within the flow are extracted. The DOCSIS frames are placed
into corresponding output QoS queues. The output of the QoS queues go to a Packet Scheduler, which decides
which queue is to be serviced based upon the PHB (negotiated between the M-CMTS Core and EQAM) of the PSP
flow, which carried the DOCSIS frames. The Packet Scheduler is also responsible for inserting DOCSIS SYNC
messages within the time interval specified by the DOCSIS SYNC Control AVP (see Figure 7-31). The Packet
Scheduler SHOULD support a strict priority scheduler. The Packet Scheduler MAY support other queue scheduling
disciplines.

The phrase "packet scheduler" is a general term that describes a method of applying priorities to different queues as
packets are moved from different input queues to the output queue. An example of a typical Packet Scheduling
algorithm would be Weighted Fair Queuing (WFQ) where some streams are given priority over other streams, but
only up to some limit. This should not be confused with the more complex DOCSIS upstream scheduler, which
deals with requests and grants.

The output of the Packet Scheduler goes to a Transmission Convergence engine which places the DOCSIS frames
into MPEG packets according to the requirements in [DRFI]. This includes the insertion of stuffing bytes and the
DOCSIS SYNC message as described by Section 6.1.3. The output of Transmission Convergence (TC) engine is
sent to the RF Interface.

PSP mode primarily provides acceleration of MAPs through the network, in an attempt to reduce Request Grant
latency. The PSP mode is most useful when all or most traffic has migrated to DOCSIS, and therefore, marking
MAPs with higher QOS, when compared to other DOCSIS traffic that is needed in order to provide lower latency
for MAPs, when traversing a fully subscribed network. Therefore, PSP has value in the long term and is included to
address the case where most or all traffic is carried to the home via DOCSIS.
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6.1.3 DOCSIS SYNC Message™
6.1.3.1 SYNC Message Format™*

The DOCSIS Time Synchronization (SYNC) MAC message is transmitted by a Modular CMTS system at a periodic
interval to establish MAC sublayer timing in cable modems. This message MUST use an FC field with FC_TYPE =
MAC Specific Header and FC_PARM = Timing MAC Header. This MUST be followed by a Packet PDU in the
format shown in Figure 6-2.

0 7 15 23 31

FC MAC PARM LENGTH DOCSIS
Header
HCS (6 bytes)

DOCSIS
DA SA MAC
Management
Message
Header
(20 bytes)

Message Length DSAP SSAP

Control DOCSIS Version DOCSIS Type Reserved

Payload

Timestamp } (4 bytes)

CRC
CRC } (4 bytes)

Figure 6-2 - Format of a DOCSIS SYNC MAC Message

The fields MUST be as defined below:

FC, MAC PARM, LEN, HCS: Common MAC frame header with FC_PARM field to indicate a timing header —
refer to [RFI2.0] for details.™

Destination Address (DA): Set to the DOCSIS MAC multicast address of 01-E0-2F-00-00-01.

Source Address (SA): The MAC address of the M-CMTS Core. In PSP Mode, the EQAM learns the appropriate
M-CMTS Core MAC address via explicit signaling during L2TPv3 session setup.

Msg Length: Length of the MAC message from DSAP to the end of the payload.
DSAP: The LLC null destination SAP (00) as defined by [ISO8802-2].

SSAP: The LLC null source SAP (00) as defined by [ISO8802-2].

Control: Unnumbered information frame (03) as defined by [ISO8802-2].
DOCSIS Version: Setto 1.

DOCSIS Type: Setto 1 to indicate a SYNC message.

CMTS Timestamp: The count state of an incrementing 32 bit binary counter clocked with the 10.24 MHz master
clock derived from [DTI].

The CMTS timestamp represents the count state at the instant that the first byte (or a fixed time offset from the first
byte) of the Time Synchronization MAC Management Message is transferred from the Downstream Transmission
Convergence Sublayer, to the Downstream Physical Media Dependent Sublayer, as described in [DRFI].

12 Removed Timestamp Jitter from spec per ECN DEPI-N-06.0332-1 by GO on 1/15/07.
13 Revised this section title per ECN DEPI-N-05.0259-3 on 11/11/05.
14 Revised this statement per ECN DEPI-N-05.0246-3 on 10/28/05.
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6.1.3.2 Correction and Insertion®

The EQAM MUST derive a local DOCSIS timestamp from the DTI Client, specified in [DTI]. In the D-MPT mode,
the EQAM must be capable of correcting all embedded SYNC messages in the DOCSIS stream. For the DOCSIS
PSP mode, the EQAM MUST be capable of inserting DOCSIS SYNC messages based upon its internal timestamp
into the downstream MPEG-TS stream. In PSP Mode, the EQAM MUST insert the SYNC message starting at the
6" byte of the MPEG-TS frame (the fifth byte would be the MPEG pointer_field). When referencing a timebase to
use for SYNC timestamp insertion or correction, the EQAM MUST utilize a timebase that is delayed by no less than
0 and no more than 100 clock cycles (approximately 10 ps) of the master clock (10.24 MHz) compared to the time
communicated via the DTI Client Test Port output.

This time difference between the time communicated via the DTI Client Test Port output and the time reference
applied by an EQAM is expected to be essentially constant. All timing and jitter requirements that exist in this
specification and [DRFI] still apply. The requirements here do not preclude an EQAM from taking longer than 100
clock cycles to process the DTI conveyed time, but in that case, the EQAM would need to internally adjust the
applied timebase such that it is delayed between zero and 100 clock cycles from the DTI conveyed timebase.

When using the D-MPT mode, the M-CMTS Core MUST generate SYNC messages and include them in the D-
MPT payload. The M-CMTS Core MUST insert the SYNC message starting at the 6th byte of the MPEG-TS frame
(the fifth byte would be the MPEG pointer_field). This is intended to simplify the EQAM implementation by
allowing the EQAM to check only the payload_unit_start_indicator bit and the fifth and sixth byte (which together
will contain 0x00CO0) of the MPEG-TS packet to locate a DOCSIS SYNC message. Note that the CMTS Timestamp
in the SYNC messages generated by the M-CMTS core is not required to accurately reflect the current timestamp
received via a DTI Client in the M-CMTS Core. For example, it is permissible for the M-CMTS Core to use a value
of zero for the CMTS Timestamp in all SYNC messages. When using the DOCSIS PSP mode, the M-CMTS Core
MUST NOT generate SYNC messages as part of the PSP payload.

6.1.4 Latency and Skew Requirements
6.1.4.1 Latency

For PSP DEPI sessions, latency is defined as the absolute difference in time from when the last bit of a DEPI packet
containing the last bit of a single DOCSIS MAC frame enters the EQAM DEPI port to the time that the first bit of
the DOCSIS MAC frame exits the EQAM RFI port. For D-MPT DEPI sessions, latency is defined as the absolute
difference in time from when the last bit of a DEPI packet enters the EQAM DEPI port to the time that the first bit
of the first MPEG packet contained within said DEPI packet exits the EQAM RFI port. At the EQAM input, the last
bit of the arriving DEPI packet is used because the EQAM's layer 2 interface (e.g., GigE Ethernet port) must receive
the entire packet before the EQAM can begin processing. At the EQAM output, the first bit of the first MPEG
packet (in D-MPT mode) or DOCSIS frame (in PSP mode) inside the DEPI packet is used to guarantee that the data
complies with the definition of "isolated packets" (see next paragraph). If this were not done, the measurement could
be corrupted by delays incurred due to queuing of data behind other packets destined for the same RF interface. The
EQAM SHOULD allow enough buffer memory per QAM channel to buffer at least 20 ms worth of traffic across all
L2TPv3 sessions destined for that QAM channel.

In PSP DEPI sessions, the multiple flows supported in the EQAM provide for prioritized access to the modulator. In
the absence of higher priority traffic, and regardless of load of lower priority traffic, the EQAM MUST forward
isolated packets in each DEPI flow with a latency of less than 500us plus the delay of the interleaver. Isolated
packets are spaced such that, at the nominal downstream data rate, the EQAM would complete transmission of the
current packet before the arrival of the next packet.

6.1.4.2 Skew

Skew is defined as the difference between the maximum latency and the minimum latency through the EQAM, as
measured from two reference bits on the network interface to the same bits on two separate RF outputs. Skew is to
be measured with the PHY parameters set equal on the QAM Channels under measurement.

15 Revised this section per ECN DEPI-N-05.0258-1 on 11/10/05.
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The skew between any two bonded QAM Channels within an EQAM MUST be less than 500 usec. The skew
requirements for the EQAM are implicitly met when the EQAM meets the latency requirements set out above in
Section 6.1.4.1. This requirement is intended for the transmission of skew sensitive traffic such as bonded traffic.

6.2 Networking Considerations
6.2.1 Per Hop Behavior Usage

The IETF has defined a number of Per Hop Behaviors (PHBs) to be used for offering network-based QoS. DEPI
supports use of the 6-bit Expedited Forwarding (EF) PHB as described in [RFC 3246], Assured Forwarding (AF)
PHBs as described in [RFC 2597], and best effort forwarding as described in [RFC 2597]. DEPI negotiates six-bit
Per-Hop Behavior Identifiers (PHBIDs) between the M-CMTS Core and the EQAM. Note: the term PHBID, as
defined in this specification, while consistent with the purpose of PHBIDs defined in [RFC 3140], does not conform
to the format of PHBIDs defined in [RFC 3140]. The term "PHBID" in this specification is equivalent to the term
"recommended DSCP value" in [RFC 3140]. The M-CMTS Core MUST support the Expedited Forwarding PHBID
for PSP mode. The M-CMTS Core MUST support the best effort PHBID for both DEPI modes. The EQAM
MUST support the EF PHBID for PSP mode. The EQAM MUST support the best effort PHBID for both DEPI
modes. Table 6-1 lists the PHBs explicitly supported by the DEPI specification. Note: This specification does not
preclude support for other PHBs not defined in Table 6-1.%°

Table 6-1 - PHBs and recommended DSCP values

PHB PHB ID(s) and recommended DSCP value(s)
EF 46

AF (multiple levels) 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, 38
Best effort 0

The DEPI interface supports multiple traffic types including DOCSIS MAC and DOCSIS data traffic. Within both
traffic types, there may be different levels of priority. For PSP operation, the M-CMTS Core SHOULD provide a
mechanism to map traffic of different priorities to DEPI flows with different PHB values. The M-CMTS Core
SHOULD NOT use the same PHB across multiple DEPI flows within a session.

The CIN should provide the appropriate Per Hop Behavior for the differentiated traffic types. The level of
granularity provided for differentiated traffic is determined by the network operator, but at a minimum, it would be
expected that DOCSIS MAP messages and VVolP data traffic are prioritized over best effort data traffic.

The EQAM uses the PHB signaled in the establishment of the DEPI flow when scheduling multiple DEPI PSP flows
onto one QAM Channel as described in Section 6.1.2.

6.2.2 DiffServ Code Point Usage

Differentiated Services (DiffServ) is a mechanism for tagging IP packets with defined PHBs. DiffServ uses the first
6 bits of the ToS Byte in DiffServ Field of the IP Header. The PHB values encoded into the DiffServ Field are
referred to as DiffServ Code Points (DSCPs). The DSCP of the L2TPv3 packet SHOULD be assigned at the egress
of the M-CMTS Core to provide Quality of Service for DEPI traffic within the CIN. The M-CMTS Core SHOULD
use the DSCP values corresponding to the PHBs identified in Table 6-1. The DSCP MAY be used at the ingress of
the EQAM. ¥

The M-CMTS Core MUST tag all packets within a DEPI flow of an L2TPv3 session with the same DSCP.

DOCSIS frames encapsulated in L2TPv3 packets may contain IP packets which also have a DSCP assigned. The
EQAM is not required to schedule packets based upon the original DSCP contained within the DOCSIS frame.

This paragraph modified, and following table added per ECN DEPI-N-0300-2, 11/22/06 PO.
7 This paragraph modified per ECN DEPI-N-06.0300-2, 11/22/06 PO.
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7.3 Control Message Format

The format of a DEPI Control Packet, as shown in Figure 7-4 and Figure 7-5, is based on [RFC 3931], with
extensions for DOCSIS. The fields which are common with the DEPI Data Packet are described in Section 8.1.
Fields which are used differently or are new are described below. Unless otherwise indicated, all values are shown
in decimal notation.

The choice of using or not using a UDP header is done through system configuration and is not a negotiated DEPI
parameter. The UDP version of DEPI is intended for systems which use the UDP port to map flows to a QAM
Channel within an EQAM. The non-UDP version of DEPI is intended for systems which use the L2TPv3 Session ID
to map flows to a QAM Channel within an EQAM.

The M-CMTS Core MUST support DEPI directly over IP. The M-CMTS MAY support DEPI over UDP. The
EQAM MUST support DEPI directly over IP. The EQAM MAY support DEPI over UDP. %

2 para modified per DEPI-N-06.0311-2, 11/26/06, PO.
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Control Message with a UDP Header

802.1Q
} Optional

7.3.1
0 7 15 23 31
DA
DA SA
SA
Length/Type
PlrJics)?i:y EI VLAN ldentifier MAC Client Length/Type
Version IHL DS Field |ECN Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum

Source IP Address

Destination IP Address

Ethernet
802.3
Header
(14 bytes)

Ethernet

Header
(4 bytes)

IPv4
Header
(20 bytes)

Source Port Destination Port
Length Checksum
TIL|X|X[S|X|X|X[X|X|X|X| Ver Length
Control Connection ID
Ns Nr
H| Resv Length Vendor ID
Attribute Type Attribute Value ...

... (until length is reached)

CRC

Figure 7-4 - DEPI Control Packet with UDP

UDP
Header
(8 bytes)

L2TPv3
Control Header
(12 bytes)

List of AVPs
N *(6+ bytes)

} CRC

(4 bytes)
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7.3.2 Control Message without a UDP Header

0 7 15 23 31
DA
Ethernet
DA SA 802.3
Header
A
S (14 bytes)
Length/Type
Ethernet
User [C 802.1Q
o VLAN ldentifier MAC Client Length/Type Optional
Priority |FI
Header
(4 bytes)
Version IHL DS Field |ECN Total Length
Identification Flags Fragment Offset
IPv4
Time to Live Protocol = 115 Header Checksum Header
(20 bytes)
Source IP Address
Destination IP Address
Session ID =0
TIL|X|X[S|X|X|X[X|X|X|X| Ver Length L2TPv3
Control Header
Control Connection ID (16 bytes)
Ns Nr
M|H| Resv Length Vendor ID
) . List of AVPs
Attribute Type Attribute Value ... N *(6+ bytes)
... (until length is reached)
CRC } CRC

(4 bytes)

Figure 7-5 - DEPI Control Packet without UDP

7.3.3 Common Headers for Control and Data Messages

7.3.3.1 Ethernet 802.3 Header

The Ethernet header is defined by [IEEE-802.3]. The Ethernet Destination Address is an individual address.
Operation with DEPI over Ethernet group addresses is not specified at this time. The Ethernet Destination Address
may be locally or globally administered.

Upon transmission of this frame by the M-CMTS Core, the Ethernet Destination Address will be the Ethernet
address of the EQAM or of the next hop router. Upon reception of this frame by the EQAM, the Ethernet Source
Address will be the Ethernet address of the output port of the M-CMTS Core or of the previous hop router.

If the networking interface is Ethernet, the M-CMTS Core MUST support the Ethernet header. If the networking
interface is Ethernet, the EQAM MUST support the Ethernet header. If another physical layer interface is used
instead of Ethernet, then the Ethernet headers would be replaced with the header format pertaining to that physical
layer.
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Attribute | Control, Description Required Not
Type Session Required
64 S Remote Session ID .
65 S Assigned Cookie .
66 S Remote End ID .
68 S Pseudowire Type .
69 S L2-Specific Sublayer .
70 S Data Sequencing .
71 S Circuit Status .
72 C Preferred Language .
73 c Control Message Authentication .
Nonce
74 S Tx Connect Speed .
75 S Rx Connect Speed .

Conventional AVPs whose usage is specific to DEPI are described below. A more complete description as well as
requirements for the conventional AVPs is in [RFC 3931].

7.5.1.1 Message Type (All Messages)

0 7 15 23 31
M[{H| Resv Length =8 Vendor ID =0
Attribute Type =0 Message Type

Figure 7-12 - Message Type AVP

This identifies the particular L2TPv3 Control Message. It is always the first AVP.
7.5.1.2 Result Code (StopCCN, CDN)

0 7 15 23 31
M{H| Resv Length = 8+N Vendor ID =0

Attribute Type = 1

( )

( )

Figure 7-13 - Result Code AVP

This message contains results codes, optional error codes, and optional error messages when tearing down a Control
Connection or a Session.
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7.5.1.3 Host Name (SCCRQ, SCCRP)

0 7 15 23 31
M{H| Resv Length = 6+N Vendor ID =0
Attribute Type =7 Host ...
... Name ...

Figure 7-14 - Host Name AVP

The host name is typically the fully qualified domain name (FQDN) of each device.
7.5.1.4 Vendor Name (SCCRQ, SCCRP)

0 7 15 23 31
M{H| Resv Length = 6+N Vendor ID =0
Attribute Type =8 Vendor ...
... Name ...

Figure 7-15 - Vendor Name AVP

The M-CMTS Core SHOULD identify itself with an ASCII Vendor ID string during the SCCRQ message. The
EQAM SHOULD identify itself with an ASCII Vendor ID string during the SCCRP message. Note that this is an
optional AVP in [RFC 3931].

7.5.1.5 Serial Number (ICRQ, OCRQ)

0 7 15 23 31
M{H| Resv Length = 10 Vendor ID =0
Attribute Type = 15 Serial ...
... Number

Figure 7-16 - Serial Number AVP

This number is assigned by the originator of the message and is similar in concept to a transaction ID. Its main use is
to aid in debugging message flows.

7.5.1.6 Router ID (SCCRQ, SCCRP)

0 7 15 23 31
M{H| Resv Length = 10 Vendor ID =0
Attribute Type = 60 Router ...
.. ID

Figure 7-17 - Router ID AVP
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The Router ID is an opaque number that uniquely identifies the sending LCCE. It may be the IP address of the
sending LCCE, but this cannot be assumed.*®

7.5.1.7 Assigned Control Connection ID (SCCRQ, SCCRP, StopCCN)

0 7 15 23 31
M|H| Resv Length = 10 Vendor ID =0
Attribute Type = 61 Control Connection ...
.. 1D

Figure 7-18 - Control Connection ID AVP

This is the control connection ID for DEPI. During SCCRQ, the M-CMTS Core uses this AVP to inform the EQAM
what value of Control Connection ID to use in the L2TPv3 Control Header for control messages originated by the
EQAM. During SCCRP, the EQAM uses this AVP to inform the M-CMTS Core what value of Control Connection
ID to use in the L2TPv3 Control header for control messages originated by the M-CMTS Core. Since the M-CMTS
Core has not been informed by the EQAM prior to the first SCCRQ message, the M-CMTS core uses a value of 0
for the control connection ID in the L2TPv3 Control Header of the SCCRQ message.

7.5.1.8 Pseudowire Capabilities List (SCCRQ, SCCRP)*

15 23 31
M‘ H‘ Resv ‘ Length =6 + 2N Vendor ID =0
Attribute Type = 62 Pseudowire Type 1
Pseudowire Type 2 Pseudowire Type N

Figure 7-19 - Pseudowire Capabilities List AVP

The Pseudowire Capabilities List indicates the capabilities of the M-CMTS Core and EQAM. There are two PW
Types defined for DEPI.

Table 7-4 - Pseudowire Types>>*°

Pseudowire Type Mnemonic Value
MPT Pseudowire MPTPW 0x000C*
PSP Pseudowire PSPPW 0x000D*

The M-CMTS Core MUST indicate its support for PSP and D-MPT mode by including one or both of the DEPI PW
Types in the Pseudowire Capabilities List. The EQAM MUST indicate its support for PSP and D-MPT mode by
including one or both of the DEPI PW Types in the Pseudowire Capabilities List.

% DEPI-N-0307-1, 11/26/06, PO.

% pseudowire types modified per DEPI-N-06.0307-1, 11/26/06, PO

% Revised this table and added a table footnote per ECN DEPI-N-05.0257-2 on 11/21/05.
% Removed note following table per DEPI-N-06.0273-1 on 7/10/06.
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7.5.1.9 Local Session ID (ICRQ, ICRP, ICCN, CDN, SLI)

0 7 15 23 31
M{H| Resv Length = 10 Vendor ID =0
Attribute Type = 63 Local Session ...
.. ID

Figure 7-20 - Local Session ID AVP

When a session is established, the M-CMTS Core and EQAM each choose their own Session ID and advertise it to

each other with this AVP. This means that a single session setup sets up two uni-directional sessions, one in each
direction.

7.5.1.10 Remote Session ID (ICRQ, ICRP, ICCN, CDN, SLI)
0 7 15 23 31
M|H| Resv Length = 10 Vendor ID =0
Attribute Type = 64 Remote Session ...
.. 1D

Figure 7-21 - Remote Session ID AVP

When the M-CMTS Core or EQAM send a session message to each other, the Remote Session ID is set to the
session ID learned previously from the Local Session ID. If the Remote Session ID is not yet known, it is set to 0.

7.5.1.11 Remote End ID (ICRQ)
0 7 15 23 31
M{H| Resv Length =8 Vendor ID =0
Attribute Type = 66 Remote ID = TSID

Figure 7-22 - Remote End ID AVP

DEPI uses the TSID from the QAM Channel as the Remote End ID. The TSID is an unsigned two octet integer and
is used to bind a session to a QAM Channel.

7.5.1.12 Pseudowire Type (ICRQ)
0 7 15 23 31
M|{H| Resv Length = 8 Vendor ID =0
Attribute Type = 68 Pseudowire Type

Figure 7-23 - Pseudowire Type AVP

DEPI uses the Pseudowire Type values defined in Table 7—4 to indicate the type of DEPI session requested.’

% Cross-ref modified per DEPI-N-06.0307-1, PO 11/26/06.
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7.5.1.13 L2-Specific Sublayer (ICRQ, ICRP, ICCN)*®
0 7 15 23 31
M{H| Resv Length = 8 Vendor ID =0
Attribute Type = 69 L2-Specific Sublayer Type

Figure 7-24 - L2-Specific Sublayer AVP

The M-CMTS Core MUST include the L2-Specific Sublayer AVP in the ICRQ and ICCN message, indicating the
L2-Specific Sublayer Header Type consistent with the Pseudowire type for the DEPI flow. The EQAM MUST
include the L2-Specific Sublayer AVP in the ICRP message, indicating the L2-Specific Sublayer Header Type
consistent with the Pseudowire type for the DEPI flow.

Table 7-5 - L2-Specific Sublayer Types39

L2-Specific Sublayer Type Value
MPT Specific Sublayer 3*
PSP Specific Sublayer 4*
7.5.1.14 Data Sequencing (ICRP)
0 7 15 23 31
M{H| Resv Length =8 Vendor ID =0
Attribute Type = 70 Data Sequencing Level = 2

Figure 7-25 - Data Sequencing AVP

The EQAM MUST include the Data Sequencing AVP in the ICRP message, indicating Data Sequencing Level 2 is
required (all incoming data packets require sequencing).

7.5.1.15 Circuit Status (ICRQ, ICRP, ICCN, SLI)
0 7 15 23 31
M|{H| Resv Length =8 Vendor ID=0
Attribute Type = 71 Reserved N|A

Figure 7-26 - Circuit Status AVP

N 1 bit — The New bit indicates whether the status indication is for a new DEPI session (1) or an existing
DEPI session (0). The New bit SHOULD be set the first time the DEPI session is established after
provisioning.

A 1 bit — The Active bit indicates whether the DEPI session is up (1) or down (0). Once the M-CMTS Core is
aware that the DEPI session is down, the M-CMTS Core MUST NOT attempt to pass data traffic on the
DEPI session.

% Added the following two sections per ECN DEPI-N-05.0257-2 on 11/21/05.
% Removed note following table per DEPI-N-06.0273-1 on 7/10/06.
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DEPI uses the Circuit Status AVP to indicate whether the DEPI session is up and able to pass data traffic, or down
and unable to pass data traffic. The Circuit Status ID does not control the RF output of the QAM Channel. Note that
the Circuit Status AVP is sent by both the M-CMTS Core and the EQAM.

7.5.2 DEPI Specific AVPs

The AVP types defined specifically for DEPI are shown in Table 7—6. The range of Attribute Types from 0-99 is
reserved for DEPI Session Specific AVPs. These AVPs are only used in L2TP session messages.

Table 7-6 - DEPI Defined General Session APVs

Attribute Type Description

o

Reserved
DEPI Result Code
DEPI Resource Allocation Request

DEPI Resource Allocation Reply
DEPI Local MTU

DOCSIS SYNC Control

EQAM Capability Bits

DEPI Remote MTU

DEPI Local UDP Port

O NI~ |W|IN|F

7.5.2.1 DEPI Result Code (CDN, SLI)

0 7 15 23 31
M|{H| Resv Length = 8+N Vendor ID = 4491
Attribute Type =1 Result Code
Error Code (Optional) Error Message ...
... Error Message (Optional)

Figure 7-27 - DEPI Result and Error Code AVP

M 1 bit. The Mandatory bit MUST be set to a 0.
Length 10 bits. 8 bytes plus any additional bytes required for the Error Code and Error
Message.
Attribute Type 2 bytes. Setto 1.
Result Code 2 bytes. Mandatory field. The values are as follows:
Result Code Result Description
0 Session not established - Bad DEPI AVP Reference
1 Session not established - Bad PHY AVP Request
2 Session not established or disconnected for the reason indicated in Error
Code.
Error Code 2 bytes. This field is optional. The values are as follows:
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Error Code Error Description

Device is not yet ready or configured properly.

Attempt to modify a locked PHY Parameter

Attempt to modify PHY Parameter failed — out of range value
Requested PSP Flow PHBIDs not supported

Incorrect pseudowire type used in session

AlWIN|FPL|O

Note: One cause of Error Code 0 would be if the EQAM did not have the values of M and N configured for
the QAM Channel Symbol Rate.

Error Message Variable length. This field is optional.

The format of the field of this AVP is identical to the field in the standard L2TPv3 result and error code AVP except
that the Vendor ID field has the value of 4491 rather than 0. The Result and Error Codes for this AVP are unique to
DEPI, Samd are in addition to the standard Result and Error codes in the L2TPv3 Result and Error Code AVP Section
6.2.1.°

7.5.2.2 DEPI Resource Allocation Request (ICRQ)

0 7 15 23 31
M|{H| Resv Length = 6+N Vendor ID = 4491
Attribute Type = 2 X|X| PHBID1 |X|X| PHBIDN

Figure 7-28 - DEPI Resource Allocation Request AVP

M 1 bit. The Mandatory bit MUST be setto a 1.

Length 10 bits. 6 bytes plus one additional byte for each flow that is requested.
Attribute Type 2 bytes. Set to 2.

Each flow request entry consists of:

PHBID 6 bits. Per Hop Behavior Identifier being requested by the M-CMTS Core. Per hop behaviors identifiers are
defined in Section 6.2.1.

In the ICRQ message, the M-CMTS Core requests for a number of flows for a session. Each byte in the attribute
payload represents a request for one unique flow. Each request contains the PHBID that will be used for that flow.
For D-MPT mode operation, the M-CMTS Core MUST request a single flow.

7.5.2.3 DEPI Resource Allocation Reply (ICRP)

0 7 15 23 31
M|{H| Resv Length = 8+4*N Vendor ID = 4491
Attribute Type =3 Reserved
X|X| PHBID1 | Reserved '|:|'3°‘4V UDP Destination Port 1
XX| PHBIDN | Reserved | /1OF UDP Destination Port N

Figure 7-29 - DEPI Resource Allocation Reply AVP

“0 This section modified per DEPI-N-06.0308-1, 11/26/06, PO.
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M 1 bit. The Mandatory bit MUST be setto a 1.
Length 10 bits. 8 bytes plus 4 additional bytes for each flow.
Attribute Type 2 bytes. Setto 3.

Each flow response entry consists of:

PHBID 6 bits. Per Hop Behavior Identifier that was request by the M-CMTS Core. Per hop behaviors identifiers are
defined in Section 6.2.1.

Flow ID 3 bits. This is the flow ID assigned by the EQAM. The flow ID is unique within a session.

UDP Dest Port 2 bytes. This is the UDP Destination Port as specified by the EQAM that the M-CMTS Core
MUST use for the session header if the M-CMTS and EQAM have been configured to use a UDP
header with L2TPv3. This value MUST be unique for each session. This value MAY be unique
for each flow. If L2TPv3 has been configured to not use UDP headers, then this field MUST be
set to all 0’s by the EQAM and MUST be ignored by the M-CMTS Core.

In the ICRP message, the EQAM responds by creating flows that match the flows requested. The
EQAM specifies the Flow ID and the UDP Destination Port for each flow. The PHBID is
unchanged from the flow request field. If the EQAM does not support a PHBID referenced in the
request from the M-CMTS Core, the EQAM can signal that by not including the PHBID in this
response. If the EQAM cannot support any of the PHBIDs requested by the M-CMTS Core, then
the EQAM MUST tear down the session by issuing a CDN message.

7.5.2.4 DEPI Local MTU (ICRQ)*

0 7 15 23 31
M|{H| Resv Length =8 Vendor ID = 4491
Attribute Type = 4 DEPI Local MTU

Figure 7-30 — DEPI Local MTU AVP

M 1 bit. The Mandatory bit MUST be set to a 1.%2
Length 10 bits. Set to 8.
Attribute Type 2 bytes. Set to 4.

DEPI Local MTU 2 bytes. In the ICRQ message, this is the MTU (Maximum
Transmission Unit) that the M-CMTS can receive from the
EQAM on the CIN interface.

The MTU is Layer 3 payload of a Layer 2 frame. For DEPI, the MTU would include the L2TPv3 header and
payload, the UDP header if present, and the IP header, but would not include the Ethernet Header or CRC. For
example, a 1518 byte Ethernet frame (1522 bytes if VLAN tags are present) would support an MTU of 1500 bytes.

! Revised this section per ECN DEPI-N-05.0256-4 on 11/21/05.
“2 Line added per ECN DEPI-N-06.0308-1 11/26/06, PO.
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7.5.2.5 Downstream QAM Channel DOCSIS SYNC Control (ICRQ, SLI)43

0 7 15 23 31
M{H| Resv Length = 14 Vendor ID = 4491
Attribute Type =5 E DOCSIS SYNC Interval
MAC SA
MAC SA

Figure 7-31 - DOCSIS SYNC AVP

M 1 bit. The Mandatory bit MUST be setto a 1.

Length 10 bits. Set to 14.

Attribute Type 2 bytes. Set to 5.

E 1 bit. SYNC Enable. Operation is described below.

Interval 15 bits. Nominal interval between SYNC messages in 200 usec steps.
MAC SA 48 bits. IEEE 802 MAC address to be used in the source address field

This AVP is used differently for D-MPT Mode and PSP Mode.

In D-MPT Mode, if E=0, then the EQAM MUST NOT maodify the timestamp values in DOCSIS SYNC

messages. If E=1, then the EQAM MUST find and correct timestamp values in SYNC messages. The DOCSIS
SYNC Interval field is set to all zeros by the M-CMTS Core and ignored by the EQAM. The M-CMTS Core
SHOULD set the MAC SA field of this AVP to the MAC address of the DOCSIS interface it has associated with the
session. The MAC SA field is ignored by the EQAM.

In PSP Mode, if E=0, then the EQAM MUST NOT transmit a DOCSIS SYNC message. If E=1, then the EQAM
MUST insert and send a DOCSIS SYNC message at a nominal interval specified by the Interval field and with a
source MAC address specified by the MAC SA field. The EQAM MUST support DOCSIS SYNC Interval values
between 0xX000A (2 msec) and 0x03E8 (200 msec). Although the measured time between any two SYNC messages
might vary depending on traffic, the measured time MUST be within £2.5 ms of the nominal value, and MUST
NOT exceed the maximum value defined in Annex B. The M-CMTS Core SHOULD set the MAC SA field of this
AVP to the MAC address of the DOCSIS interface it has associated with the session. The EQAM MUST use the
address in the MAC SA field as the source address in the MAC management header for all subsequent SYNC
messages.

The M-CMTS Core MUST use this AVP to convey the treatment of DOCSIS SYNC messages by the EQAM.
7.5.2.6 EQAM Capabilities (ICRP)*

Figure 7-32 - EQAM Capabilities AVP

3 Revised this section per ECN DEPI-N-05.0246-3 on 10/28/05.

4 Revised this section per ECN DEPI-N-05.0246-3 on 10/28/05; title changed to ICRP per DEPI-N-06.0307-1; AVP removed
from title per DEPI-N-06.0308-1 11/26/06 PO; Revised Figure 7-32 and subsequent text per ECN DEPI-N-06.0349-2 by GO on
1/16/07.
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M 1 bit. The Mandatory bit MUST be set to a 1.*

Length 10 bits. Set to 8.

Attribute Type 2 bytes. Set to 6.

Capabilities 2 bytes. EQAM Capabilities Field. Default value of all bits is 0.

e Bit0 ("D"): A"1" indicates that the EQAM supports DLM-EE-RQ and DLM-EE-RP packets. A "0"
indicates the EQAM does not support these two DLM packets.

¢ Bits 1 through 15: Reserved. Sender must set to 0. Receiver must ignore.

7.5.2.7 DEPI Remote MTU (ICRP)*°

0 7 15 23 31
M|/H| Resv Length =8 Vendor ID= 4491
Attribute Type =7 DEPI Remote MTU

Figure 7-33 - DEPI Remote MTU Max Payload AVP

M 1 bit. The Mandatory bit MUST be setto a 1.*’

Length 10 bits. Set to 8.

Attribute Type 2 bytes. Set to7.

DEPI MTU 2 bytes. In the ICRP message, this is the MTU that the EQAM can receive from the
M-CMTS Core on the CIN interface. The MTU is Layer 3 payload of a Layer 2
frame.

7.5.2.8 Local UDP Port (ICRQ) “®

0 7 15 23 31
M|/H| Resv Length =8 Vendor ID = 4491
Attribute Type =8 Local UDP Port

Figure 7-34 — Local UDP Port AVP

M 1 bit. The Mandatory bit MUST be set to a 1.%

Length 10 bits. Set to 8.

Attribute Type 2 bytes. Set to 8.

Connect Speed 16 bits. UDP port to be used for session packets that are being sent to the local LCP.

The M-CMTS Core would issue this AVP during the session setup if UDP is enabled and if the M-CMTS Core

wants a data session to use a different UDP port for sending session packets from the EQAM to the M-CMTS Core
other than the UDP port that was negotiated during the Control Connection setup.

The M-CMTS Core MAY support the Local UDP Port AVP. The EQAM MAY support the Local UDP Port AVP.

“ Line added; Att type modified per DEPI-N-06.0308-1 11/26/06 PO.
46 Added this section per ECN DEPI-N-05.0246-3 on 10/28/05.

" Line added; Att type modified per DEPI-N-06.0308-1 11/26/06 PO.
8 Added this section per ECN DEPI-N-05.0246-3 on 10/28/05.
“Line added per DEPI-N-06.0308-1 11/26/06 PO.
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7.5.3 QAM Channel PHY AVPs

The QAM Channel Physical Layer specific AVP types defined for DEPI are shown in Figure 7-5. The range of
Attribute Types from 100-199 is reserved for QAM Channel PHY AVPs. These AVPs are only used in L2TP
session messages.

Table 7-7 - DEPI Defined QAM Channel PHY AVPs

Attribute Description
Type
100 Downstream QAM Channel TSID Group
101 Downstream QAM Channel Frequency
102 Downstream QAM Channel Power
103 Downstream QAM Channel Modulation
104 Downstream QAM Channel J.83 Annex
105 Downstream QAM Channel Symbol Rate
106 Downstream QAM Channel Interleaver Depth
107 Downstream QAM Channel RF Block Muting®

These AVPs define the generic PHY parameters for a QAM Channel. These AVPs are sent from the EQAM to the
M-CMTS Core to inform the M-CMTS Core of the EQAM current configuration and which values are allowed to be
changed. This AVP is then sent from the M-CMTS Core to the EQAM to configure selected PHY level parameters.

The following fields have a common meaning across this group of AVPs, and are described once here:
M 1 bit. The Mandatory bit MUST be set to a 1 for both ICRP and ICCN (if applicable).

L 1 bit. Lock bit. This bit allows the EQAM to indicate which elements of the configuration have been locked
down in configuration. For ICRP (from EQAM to M-CMTS Core), a value of 0 indicates the parameter
described in the Attribute Value field is Read-Only. A value of 1 indicates the parameter is Read/Write. For
ICCN (M-CMTS Core to EQAM), this value is set to 0 by the M-CMTS Core and ignored by the EQAM.

TSID Group ID 7 bits. If the referenced attribute is common to other QAM Channels, this field is set to a TSID
Group as defined by a TSID Group AVP. Otherwise, this field is set to all zeros.

The AVP programming options listed below in this specification may not be available in all EQAM products. To be
considered compliant to the DEPI Specification, an M-CMTS Core or an EQAM MUST support a particular QAM
Channel AVP attribute only if that attribute represents a feature available on that particular platform. *! For example,
if an EQAM does not support J.83 Annex C as a feature, then it does not have to support the QAM Channel AVP
Annex C attribute value.

7.5.3.1 Downstream QAM Channel TSID Group (ICRP)

0 7 15 23 31
M|H| Resv Length = 8+2N Vendor ID = 4491
Attribute Type = 100 L| TSID Group ID Reserved
TSID #1 TSID #2
TSID #3 TSID #N

Figure 7-35 - TSID Group AVP

0 ECN DEP-N-06.0309-2 modified last line, 11/26/06, PO.
! ECN DEPI-N-06.0307-1 changed a to an, 11/26/06, PO.
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Length 10 bits. Variable. Set to (8 + 2*number of TSID entries).
Attribute Type 2 bytes. Set to 100.
L 1 bit. Lock bit. Not used. Set to 0.

TSID Group ID 7 bits. This is the TSID Group ID that the TSIDs in this list belong to.
TSID #1-N 16 bits. List of TSIDs.

Some PHY level attribute types may be common to more than one QAM Channel. As such, changing that attribute
on one QAM Channel may change that attribute on other QAM Channels. The EQAM indicates this dependency by
defining TSID groups. This AVP MAY be repeated to define more than one TSID Group. Each TSID group is
associated with one or more PHY level parameters by including the TSID Group ID within the PHY parameter
AVP.

7.5.3.2 Downstream QAM Channel Frequency (ICRP, ICCN, SLI)

0 7 15 23 31
M|{H| Resv Length =12 Vendor ID = 4491
Attribute Type = 101 L| TSID Group ID Reserved
Frequency

Figure 7-36 - Frequency AVP

Length 10 bits. Set to 12.
Attribute Type 2 bytes. Set to 101.
Frequency 4 bytes. This specifies the downstream frequency of a QAM Channel. This is the center frequency

of the downstream channel in Hz stored as a 32-bit binary number.

7.5.3.3 Downstream QAM Channel Power (ICRP, ICCN, SLI)

0 7 15 23 31
M{H| Resv Length =10 Vendor ID = 4491
Attribute Type = 102 L| TSID Group ID Reserved
Power

Figure 7-37 - Power AVP

Length 10 bits. Set to 10.
Attribute Type 2 bytes. Set to 102.
Power 2 bytes. TX Power in dBmV (unsigned 16-bit, 0.1-dB units)

7.5.3.4 Downstream QAM Channel Modulation (ICRP, ICCN, SLI)

0 7 15 23 31
M{H| Resv Length =8 Vendor ID = 4491

Modula-
tion

Attribute Type = 103 L| TSID Group ID Resv

Figure 7-38 - Modulation AVP
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Length 10 bits. Set to 8.
Attribute Type 2 bytes. Set to 103.

Modulation 4 bits. This indicates the modulation type of the downstream QAM Channel. The values of this
field are:
0 =64 QAM
1 =256 QAM
2-15 = reserved

7.5.3.5 Downstream QAM Channel J.83 Annex (ICRP, ICCN, SLI)

0 7 15 23 31
M{H| Resv Length =8 Vendor ID = 4491

J.83

Attribute Type = 104 L| TSID Group ID Resv Annex

Figure 7-39 - J.83 Annex AVP

Length 10 bits. Set to 8.
Attribute Type 2 bytes. Set to 104.
J.83 4 bits. This indicates the Annex of [ITU-T J.83] to be used on the downstream QAM Channel. The

J.83 Annex defines the values of:

e Alpha (which in turn is dependent upon the choice of modulation)
e Forward Error Correction Frame Sync on/off

e Forward Error Correction Parity Bytes

e Trellis Coding enabled/disabled

The values of this field are:
0 =Annex A/ DVB EN-300429
1=Annex B
2=Annex C
3-15 = reserved

Note that a particular EQAM might only support a subset of the attribute values listed above. For more information,
refer to [DRFI].

7.5.3.6 Downstream QAM Channel Symbol Rate (ICRP, ICCN, SLI)

0 7 15 23 31
M|H| Resv Length = 8+4*N Vendor ID = 4491
Attribute Type = 105 L| TSID Group ID Reserved
M N
M N

Figure 7-40 - Symbol Rate AVP

Length 10 bits. Set to 8 plus 4 times the number of M/N pairs.
Attribute Type 2 bytes. Set to 105.
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M 2 bytes. Numerator of frequency to symbol co-efficient.

N 2 bytes. Denominator of frequency to symbol co-efficient.

The downstream symbol rate is set by choosing the appropriate values for M and N such that:
Symbol Rate (Msps) =10.24 MHz*M /N

In the ICRP message, the EQAM MUST list all the M and N value pairs that it has been configured to support. The
EQAM MAY include a M/N pair, each with a value of OXFFFF, to indicate that the EQAM has a variable symbol
rate capability. In that case, the M-CMTS Core can request a value of M and N that the M-CMTS Core has been
configured to use. Note that the lock bit is asserted when the M/N values are pre-configured, and de-asserted when a
variable symbol rate capability is indicated.

If the EQAM has not been configured with M and N values and does not support a variable symbol rate option, then
the EQAM MUST reject the session setup, and return the appropriate error code.

In the ICCN message, the M-CMTS Core MUST select one of those M and N pairs to indicate to the EQAM what
symbol rate to use. The M-CMTS Core will subsequently use the values of M and N in the UCD MAC management
message.

It should be noted that in operational scenarios where multiple downstreams may be used as sources of
synchronization for CMs that drive a common upstream, that those multiple downstreams will have to provide the
same M/N values since the single M-CMTS Core upstream receiver can only operate with one M/N value.

7.5.3.7 Downstream QAM Channel Interleaver Depth (ICRP, ICCN, SLI)

0 7 15 23 31
M|H| Resv Length = 10 Vendor ID = 4491

Attribute Type = 106 L| TSID Group ID Reserved

I J

Figure 7-41 - Interleaver Depth AVP

Length 10 bits. Set to 10.

Attribute Type 2 bytes. Set to 106.

| 1 byte. This indicates the | value of the interleaver depth of the downstream QAM Channel.
J 1 byte. This indicates the J value of the interleaver depth of the downstream QAM Channel.

7.5.3.8 Downstream QAM RF Block Muting (ICRP, ICCN)>

Figure 7-42 - RF Mute AVP

Length 10 bits. Set to 8.
Attribute Type 2 bytes. Set to 107.

2 ECN DEP-N-06.0309-2 modified tile and QUAM def, 11/26/06, PO; Revised Figure 7-42 and subsequent text per ECN DEPI-
N-06.0349-2 by GO on 1/16/07.

50 CableLabs® 02/23/07



Downstream External PHY Interface Specification CM-SP-DEPI-105-070223

QAM Ch Status 1 byte. Bit 0 ("U") = 0 to unmute the RF output of an entire block of QAM Channels. Bit 0 = 1 to
mute the RF output of an entire block of QAM Channels. Bits 7-1 are reserved. They should be set
to 0 when transmitted and ignored when received. The block of QAM Channels affected by this
command corresponds to the TSID Group indicated in this AVP.
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8 DEPI FORWARDING PLANE

Note: This section is normative.

The DEPI protocol uses the L2TPv3 protocol over IP either with or without a UDP header. The choice of whether to
use a UDP header is based upon system configuration and is the same choice for both the control messages and data
messages.

Within the L2TPv3 payload, there are two types of payloads used for DEPI. The first is a MPEG Transport Stream
(D-MPT) based format and the second is a Packet Streaming Protocol (PSP) based format. The choice of which
format to use is based upon the type of traffic being carried and the capabilities negotiated between the M-CMTS
Core and the EQAM.

8.1 L2TPv3 Transport Packet Format

This section describes the various fields of the L2TPv3 packet as it applies to DEPI. The outer encapsulation of the
L2TPv3 datagram is shown with a UDP header in Figure 8-1 and without a UDP header in Figure 8-2.
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8.1.1 Data Message with a UDP Header
0 7 15 23 31

DA

Ethernet
DA SA 802.3

Header
(14 bytes)

Length/Type
Ethernet

User |C
Priority|FI

802.1Q
VLAN Identifier MAC Client Length/Type } Optional
Header
(4 bytes)

Version IHL DS Field |ECN Total Length

Identification Flags Fragment Offset
IPv4

Time to Live Protocol Header Checksum Header
(20 bytes)

Source IP Address

Destination IP Address

Source Port Destination Port UDP
Header
Length Checksum (8 bytes)

TIX| XXX XXX XX XX Ver Reserved L2TPv3
Data Header

Session ID (8 bytes)

L2TPv3
Sublayer
Header
(x bytes)

L2TPv3 Sub-Layer Header

L2TPv3

DEPI Payload Payload
(x bytes)

CRC
CRC } (4 bytes)

Figure 8-1 - L2TPv3 Data Packet Outer Encapsulation with UDP

02/23/07 CableLabs® 53



CM-SP-DEPI-105-070223 Data-Over-Cable Service Interface Specifications

8.1.2 Data Message without a UDP Header

0 7 15 23 31

DA

Ethernet
802.3
Header
(14 bytes)

DA SA

Length/Type
Ethernet

User |C 802.1Q
S VLAN Identifier MAC Client Length/Type Optional
Priority|FI Header

(4 bytes)

Version IHL DS Field |ECN Total Length

Identification Flags Fragment Offset

IPv4
Time to Live Protocol =115 Header Checksum Header
(20 bytes)

Source IP Address

Destination IP Address

L2TPv3
Data Header
(4 bytes)

Session ID

—

L2TPv3
Sublayer
Header
(x bytes)

L2TPv3 Sub-Layer Header

L2TPv3
DEPI Payload Payload
(x bytes)

CRC
CRC } (4 bytes)

Figure 8-2 - L2TPv3 Data Packet Outer Encapsulation without UDP

8.1.3 Specific Headers for Data Messages
8.1.3.1 L2TPv3 Data Header
The L2TPv3 fields as defined by [RFC 3931] are used as follows:

T Transport bit. 1 bit. Set to 0 to indicating that this is a data message

X Reserved bits. 11 bits. Set to 0 by M-CMTS Core; ignored by EQAM.

Version Version Field. 4 bits. Set to 3.

Reservation Reserved field. 16 bits. Not used. Set to 0 by M-CMTS Core; ignored by EQAM.
Session ID Session Identifier. 32 bits. This value is negotiated by the L2TPv3 control plane.
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The L2TPv3 cookie field is not required to be supported in DEPI.
The M-CMTS Core MUST support the L2TPv3 data header. The EQAM MUST support the L2TPv3 data header.

8.1.3.2 L2TPv3 DEPI Sub-Layer Header

DEPI supports two pseudowire types. The first type, known as D-MPT, is used for transporting MPEG packets. The
second type, known as PSP, is used for transporting DOCSIS frames. Each pseudowire type has a unique L2TPv3
DEPI sub-layer header format. The fields of these sub-layer headers are defined in Sections 8.2 and 8.3.
Additionally, both pseudowire types support a latency measurement sub-layer header, the fields of which are defined
in Section 8.4.

The M-CMTS Core MUST use the appropriate DEPI Sub-layer header for the pseudowire type of the DEPI
session.

The EQAM MUST accept packets from the M-CMTS Core that contain the appropriate DEPI sub-layer header for
the negotiated pseudowire type. The EQAM MUST send a CDN message to tear down a session in which packets
are received with the wrong pseudowire type. The EQAM MUST ignore packets received that do not comply with
these L2TPv3 DEPI sub-layer header definitions.

8.1.3.3 DEPI Payload

The payload contains one or more segments. In D-MPT mode, each segment is a 188 byte MPEG packet. In PSP
mode, a segment contains either a full DOCSIS frame or a partial DOCSIS frame.

8.2 DOCSIS MPT Sub-Layer Header>?

DEPI MPT
0 7 15 23 31 L2TPV3
DEPI MPT
V|S| H | Flow
ol1l0 0l D X Reserved Sequence Number } Sub-Layer
Header
(4 bytes)
MPEG-TS Header
MPEG-TS Payload
1toN
° MPEG-TS
° Packets
(188 to N*188
MPEG-TS Header bytes)
MPEG-TS Payload
Figure 8-3 - DOCSIS MPT Sub-layer Header and Payload
V 1 bit. VCCV bit. Set to 0. Reserved for compatibility with [VCCV].
S 1 bit. Sequence bit. Set to 1 to indicate that the sequence number field is valid. Set to 0 to indicate
that the sequence field is not valid.
H 2 bits. Extended Header bits. Set to ‘00’ to indicate a DEPI sub-layer header which matches the
current active pseudowire type (either D-MPT or PSP).
X 1 bit. Reserved bit. Set to all zeros at the transmitter, ignored at the receiver.

Flow ID 3 bits. Flow lIdentifier.

%3 Title and text following H modified per DEPI-N-06.0207-1, 11/26/06, PO.
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Reserved 1 byte. Reserved field. Set to all zeros at the transmitter, ignored at the receiver.

Seqg Num 2 bytes. Sequence Number. The sequence number increments by one for each data packet sent,
and may be used by the receiver to detect packet loss. The initial value of the sequence number
SHOULD be random (unpredictable).

The M-CMTS Core MUST NOT put stuffing bytes between the UDP header and the first MPEG-TS header or
between consecutive MPEG-TS packets. The M-CMTS Core MUST support all bits in the MPT sub-layer header.

The EQAM MUST accept one to seven MPEG-TS packets in a L2TPv3 payload when the path MTU is 1500 bytes
in length. The length of an Ethernet frame containing seven MPEG-TS packets with L2TPv3 with a D-MPT
L2TPv3 sublayer, UDP, IPv4, 802.1Q headers is 1378 bytes. If the EQAM, the M-CMTS Core, and the network
between them all allow larger MTU sizes, the M-CMTS Core MAY increase the total number of MPEG-TS packets
transmitted per L2TP packet. **

The M-CMTS Core MAY insert null MPEG packets into the D-MPT stream. A null MPEG packet is 188 bytes in
length with a reserved PID value of OX1FFF as defined in [ISO 13818]. The EQAM MAY discard these null MPEG
packets. The EQAM is only required to support one flow for MPT mode.

8.3 PSP Sub-Layer Header*

0 7 15 23 31
L2TPv3
\6/ % OHO FII%W X|X| Segment Count Sequence Number DEPI PVSP
Sub-Layer
B|E Segment Length B|E Segment Length Header
B|E Segment Length (4+ 2* segment
count) bytes

Segment X
DEPI
PSP
Segment X+1 Payload
(M bytes)
Segment X+Y
Figure 8-4 - DEPI PSP Sub-layer Header and Payload
\ 1 bit. VCCV bit. Set to 0. Reserved for compatibility with [VCCV].
S 1 bit. Sequence bit. Set to 1 to indicate that the sequence number field is valid. Set to O to indicate
that the sequence field is not valid.
H 2 bits. Extended Header bits. Set to ‘00’ to indicate a DEPI sub-layer header which matches the
current active pseudowire type (either D-MPT or PSP).
X 1 bit. Reserved bit. Set to all zeros at the transmitter, ignored at the receiver.
Flow ID 3 bits. Flow Identifier.

Segment Count 7 bits. This is the number of segments in the DEPI PSP Payload, and this is also the number of 2
byte entries in the PSP Segment Table.

** Revised the first requirement in this paragraph per ECN DEPI-N-05.0256-4 on 11/21/05.
% Title and text following H modified per DEPI-N-06.0207-1, 11/26/06, PO.
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Seqg Num 2 bytes. Sequence Number. The sequence number increments by one for each data packet sent,
and may be used by the receiver to detect packet loss. The initial value of the sequence number
SHOULD be random (unpredictable).

B Begin bit. 1 bit. Set to a 1 to indicate that the PSP Frame contains the beginning of a DOCSIS
frame. Otherwise, set to 0.
E End bit. 1 bit. Set to a 1 to indicate that the PSP Frame contains the end of a DOCSIS frame.

Otherwise, set to 0.
Segment Length 14 bits. Length of DEPI segment in bytes.

The Packet Streaming Protocol can take a series of DOCSIS frames, assemble them into a stream of back to back
DOCSIS frames, and then split that stream up into PSP PDUs. In doing so, the first and last DOCSIS frame of a PSP
PDU may be split into segments across PSP PDUs. DOCSIS frames which are not the first or last frame in a PSP
PDU will not be split. A DOCSIS frame may be split into more than two segments and therefore may be spread
across more than two PSP PDUs.

The Segment Table provides information on the contents in each of the subsequent PSP frames. This includes
signifying if the frame is the beginning, middle, end, or an entire DOCSIS frame.

8.4 DEPI Latency Measurement (DLM) Sub-Layer Header

The DEPI Latency Measurement (DLM) Sub-Layer Header is used by the M-CMTS Core and the EQAM to
measure the delay and latency of the CIN. This measurement is important as the transition network has the potential
to affect the latency budgets already established in [RFI2.0] for legacy DOCSIS 1.x and 2.0 devices. To perform this
measurement, a packet is sent using the DEPI Latency Measurement Sub-Layer Header (shown in Figure 8-5) to
which the receiver responds. This sub-layer header is designed to be used within any active L2TPv3 session between
the M-CMTS and the EQAM. It may be used with both MPT and PSP Pseudowire types. It is anticipated that this
particular message exchange may occur between hardware mechanisms at either end of the DEPI interface.

0 7 15 23 31
_O_S 0—H1 Fllgw X Reserved Code Field Transaction ID Dlég;rféféncy
. M t
DOCSIS Timestamp Start Siabsqu;a)r;;?n
. Header
DOCSIS Timestamp End (12 bytes)
Figure 8-5 - DLM Sub-Layer Header*®
V 1 bit. VCCV bit. Set to 0. Reserved for compatibility with [VCCV].
S 1 bit. Sequence bit. Set to 0.
H 2 bits. Extended Header bits. Set to ‘01’ to indicate the presence of the latency measurement sub-
layer header. *'
X 1 bit. Reserved bit. Set to all zeros at the transmitter, ignored at the receiver.
Flow 1D 3 bits. Flow Identifier.
Reserved 1 byte. Reserved field. Set to all zeros at the transmitter, ignored at the receiver.

Code Field 1 byte. The permitted values are described below:

% Revised this figure per ECN DEPI-N-05.0246-3 on 10/28/05.
5" ECN-DEPI-N-06.0307-1, 11/26/06, PO.
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o A value of 0 indicates a DLM-EI-RQ (DLM EQAM Ingress Request) packet originated by the M-CMTS
Core requesting a measurement to be made at reference point adjacent to the DEPI ingress port of the
EQAM.

o Avalue of 1 indicates a DLM-EI-RP (DLM EQAM Ingress Reply) packet originated by the EQAM with a
Timestamp End value calculated at reference point adjacent to the DEPI ingress port of the EQAM.

e A value of 2 indicates a DLM-EE-RQ (DLM EQAM Egress Request) packet originated by the M-CMTS
core requesting a measurement to be made at reference point adjacent to the DEPI egress port of the
EQAM.

o A value of 3 indicates a DLM-EE-RP (DLM EQAM Egress Reply) packet originated by the EQAM with a
Timestamp End value calculated at reference point adjacent to the DEPI egress port of the EQAM.

o The values of 4 through 255 are reserved.

Transaction ID 1 byte. This is a unique ID assigned by the sender and returned by receiver. The transaction
ID is unique per transaction.>®

Timestamp Start 4 bytes. Timestamp sent by sender.
Timestamp End 4 bytes. Timestamp existing at the receiver.

The M-CMTS Core MUST support the sending of a DLM-EI-RQ packet and the receiving of a DLM-EI-RP packet.
The M-CMTS Core MAY support the sending of a DLM-EE-RQ packet and the receiving of a DLM-EE-RP
packet. The CMTS Core (Sender) MUST send the DLM packet to the EQAM on an existing DEPI Session flow
(either PSP or MPT). The M-CMTS Core MUST set the proper DSCP values for the DLM packet based on the
DEPI Session being measured. The M-CMTS Core MUST provide a configuration mechanism to set the sampling
interval through the M-CMTS Core MIB.

The M-CMTS Core MUST report delta measurements that exceed a configured threshold through the M-CMTS
Core MIB. The M-CMTS Core MUST NOT send a DLM-EI-RQ or DLM-EE-RQ packet to a particular DEPI
session, if there is already a DLM-EI-RQ or DLM-EE-RQ outstanding for that session, or if a DOCSIS frame on
that flow has been segmented and the complete DOCSIS frame has not been sent. The M-CMTS Core MUST place
the current DOCSIS 32-bit timestamp value in the Timestamp Start field of the message. The M-CMTS Core
SHOULD use a timestamp value that is accurate to within a 100 us of the current timestamp as derived from DTI.

The EQAM MUST support the receiving of a DLM-EI-RQ packet and the sending of a DLM-EI-RP packet. The
EQAM MAY support the receiving of a DLM-EE-RQ packet and the sending of a DLM-EE-RP packet. The
EQAM MUST support the use of the DLM packet within any active DEPI session. The EQAM is not required to
support more than one concurrent latency measurement per session. The EQAM MUST ensure that timestamp value
inserted in the Timestamp End field is accurate to within 100 ps of the current timestamp used for SYNC
insertion/correction.

For DLM-EI-RQ packets, the EQAM MUST perform the Timestamp insertion prior to queuing the DEPI frame on
the MPT or PSP QoS queues. For DLM-EE-RQ packets, if supported, the EQAM MUST perform the Timestamp
insertion at the point where the SYNC message is originated. This is outlined in Figure 6-1. The EQAM MUST
send the completed Latency Measurement Packet back to the M-CMTS Core that originated the measurement
request, and do so with the EQAM DLM Timer value specified in Annex B.

An EQAM that does not support a DLM-EE-RQ packet MUST silently discard the DLM packet without generating
a response packet. *°

° ECN-DEPI-N-06.0307-1, 11/26/06, PO.
% Editorially separated the previous paragraphs for ease of use per ECN DEPI-N-05.0259-3 on 11/11/05.
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8.5 M-CMTS Core Output Rate

It is possible that if the M-CMTS Core was to send at data rate which exactly equaled the payload rate of the
downstream QAM, and those packets were subject to jitter, that the EQAM would insert an MPEG-TS Null. Once
the packets from the M-CMTS Core arrived, there would be an output queue delay that would equal the worst case
jitter present at the DEPI input of the EQAM. That queuing delay would not be removed until the input to the
EQAM was interrupted and the internal queue was drained. Further, the rate at which this delay is removed is related
to the amount of jitter the input stream has, the peak input rate, and the maximum burst size of the input stream.

The M-CMTS Core MUST be able to rate limit the aggregate of all DEPI flows, including any null MPEG packets
that the M-CMTS Core may have inserted, that are destined to the same QAM Channel within an EQAM. ®° The
peak rate of this aggregate MUST be configurable to be a percentage of the QAM Channel payload. The burst size
of this aggregate MUST be configurable. The default burst size of the aggregate MUST be the equivalent of three
frames per DEPI session. (For a frame size of 1522 bytes, this would be 4566 bytes).

0 ECN-DEPI-N-06.0307-1, 11/26/06, PO.
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Annex A DEPI MTU®

A.1 L2TPv3 Lower Layer Payload Size

Typically an interface calculates its default maximum payload size by asking the interface below it in the interface
column what its maximum payload size and considering its own encapsulation. For example, by default, Ethernet
has a frame size of 1518 (without VLANS). The Ethernet encapsulation is 18 bytes, leaving 1500 bytes of payload
(MTU) to its upper layer. IP then subtracts the IP header size (typically 20 bytes) to arrive at 1480 bytes available to
its upper layer. As an example of D-MPT over UDP, UDP must then subtract the UDP header size of 8 bytes,
arriving at a payload of 1472 bytes. L2TPv3 must subtract the L2TPv3 Data Session Header size in bytes (8), the
L2SS D-MPT header of 4 bytes, and calculate its payload as the remainder (typically1460). This remainder is the
defined maximum payload size for an L2TPv3 session that would exist over Ethernet/IP/UDP/L2TPv3. For D-MPT
without UDP, the remainder becomes 1472 bytes, because there is no UDP header and the L2TPv3 Data Session
Header i§24 bytes. For PSP, the PSP header including the maximum PSP segment table size needs to be taken into
account.

A.2 Maximum Frame Size for DEPI

This Annex documents the maximum frame size of DEPI when a PSP Pseudowire is used without fragmenting or
concatenation.

Table A-1 - MTU of DEPI

Field Size
Ethernet Header 14 bytes
802.1Q Header 4 bytes
IPv4 Header* 20 bytes
UDP Header** 8 bytes
2 L2TPv3 Header** 8 bytes
=2 P DEPI-PSP Header*** 6 bytes
E i @ DOCSIS Header**** 6-246 bytes
o a S | Ethernet Header 14 bytes
g 802.1Q Header 4 bytes
o] Ethernet PDU 1500 bytes
e Ethernet CRC 4 bytes
Ethernet CRC 4 bytes
Total with PSP, no UDP, IPv4, no VLAN 1570 to 1862
Total with PSP, UDP, IPv4, no VLAN 1582 to 1874

* Currently, this specification only requires support for IPv4. If IPv6 were to be used for transport, then value should
be increased by an additional 20 bytes plus the length of any IPv6 Extension Headers.

** The higher values correspond to the use of a UDP Header, and the lower values to the lack of a UDP
encapsulation.

*** A PSP header is 4 bytes plus 2 bytes for each segment. Only one segment is shown. (A D-MPT header is 4
bytes.)

®! Revised this Annex per ECN DEPI-N-05.0256-4 on 11/21/05.
82 Revised this paragraph per ECN DEPI-N-06.0305-2, 11/22/06, PO
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***x A typical DOCSIS header with BPI and no other extended headers is 11 bytes.

Only one PSP segment is included in the above calculations for simplicity. Additional segments would be needed
when PSP is concatenating or fragmenting. Note that a 1500 byte payload in a PSP frame could contain as many as
20 uncompressed TCPs ACKs (64 byte Ethernet packets plus 6 to 11 bytes of DOCSIS OH) which could create as
many as 22 segments (first and last packets are fragmented) which would create a segment table size of 44 bytes, in
addition to the standard 4 byte PSP header. For other payload types such as VolP packets with high codec
compression and with PHS enabled, or with larger MTUs, the number of segments could be even higher.®®

A.3 Path MTU Discovery

Path MTU Discovery relies on the fact that the network elements between the M-CMTS Core and the EQAM all
support this protocol [RFC 1191]. If these network elements do not support Path MTU Discovery then this
mechanism cannot be used and the static configuration option should be used instead.

Path MTU Discovery (PMTUD) works when the IP path MTU between the M-CMTS Core and the EQAM is less
than the total IP datagram size generated when using the payload size negotiated during L2TPv3 session
establishment, and the Don't Fragment (DF) bit is set in the IP header. In this circumstance, when the M-CMTS
Core sends packets larger then the network can support, then network elements between the M-CMTS Core and the
EQAM may generate an ICMP Destination Unreachable message with the code "fragmentation needed and DF set"
(ICMP Type 3 code 4, also referred to as "Datagram Too Big" message), as per [RFC 791], toward the source of the
tunneled packet, if ICMP unreachables are allowed.

This ICMP error message includes at least the IP header and the next 8 bytes of the IP data (corresponding to the
UDP header when using L2TPv3 over UDP, or to the Session ID and first 4 bytes of the L2SS when using L2TPv3
over IP) from the offending packet. The M-CMTS Core and the EQAM should have a way to map the source and
destination IP address contained in the IP Header embedded in the ICMP Data to an L2TP Control Connection. Note
that from [RFC 1191], a "PMTU is associated with a path, which is a particular combination of IP source and
destination address and perhaps a Type-of-service (TOS)". Upon successfully processing the ICMP Destination
Unreachable message, the M-CMTS Core and EQAM should reduce the Max Payload of all the sessions associated
with the control connection mapped from the ICMP Destination Unreachable message to the size requested in the
Next-Hop MTU field of the message. Both the Max Payload and the size contained in the Next-Hop MTU field
express a Layer 3 payload of a Layer 2 frame, including the IP header and IP data. The Max Payload MUST NOT
be increased by receiving an ICMP Destination Unreachable message. The M-CMTS Core and EQAM may
periodically attempt to increase the Max Payload of the session to its negotiated maximum and restart this process in
case the path through the network has changed and large MTUs are allowed. This technique is described in

[RFC 1191]. The Max Payload size learned through this process will never be greater than the negotiated maximum
learned during session establishment. The Path MTU Discovery procedures for IP version 6 are described in

[RFC 1981].%

8 Section and preceding table modified per ECN DEPI-N-06.0305-2, 11/22/06, PO
8 A.3 revised per ECN DEPI-N-0305-2, 11/27/06, PO.
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Annex B Parameters and Constants

Table B—1 - Parameters and Constants

System Name Time Reference Minimum Default Maximum
Value Value Value
M-CMTS SYNC Interval Nominal time between 200 ms
Core, transmission of SYNC
EQAM messages
M-CMTS HELLO Timer L2TPv3 section 4.4 60 sec
Core,
EQAM
M-CMTS Control Message | L2TPv3 section 4.2 First attempt: 1 sec,
Core, Timeout then second attempt 2 sec,
EQAM then third attempt: 4 sec,
then each additional attempt: 8 sec.
M-CMTS Control Message | L2TPv3 section 4.2 10
Core, Retry Count
EQAM
M-CMTS StopCCN L2TPv3 section 3.3.2 31 sec
Core, Timeout
EQAM
EQAM EQAM DLM Time between receipt 100 ms
Timer and retransmission of a
DLM packet.

62 CableLabs® 02/23/07



Downstream External PHY Interface Specification CM-SP-DEPI-105-070223

Appendix I  DEPI and DOCSIS System Performance

1.1 Introduction

The M-CMTS architecture provides interoperability among different types of equipment performing various sub-
functions of a complete CMTS. In previous architectures, all these functions were contained in a single physical card
or chassis, so that the delays in communication between sub-functions were effectively zero. M-CMTS introduces
non-zero delays between sub-functions. In some instances these delays may impact system performance.
Specifically, interposing a CIN between the M-CMTS Core and the EQAM increases the round-trip time of the
DOCSIS system.

1.2 Round-Trip Time and Performance

Broadly speaking, round-trip time is the time from a CM’s request to the time the CM transmits the data
corresponding to that request. The more quickly all this happens, the sooner the CM can transmit another request
(e.g., a piggyback request), thereby transmitting more data, etc.

Round-trip time limits the performance of a single modem by limiting the number of grants the modem can receive
in a given time. For instance, if the system round-trip time is 10 msec, it is not possible for a modem to receive more
than 100 grants per second. If every grant were the size of the modem’s allowed maximum burst size (as configured
by, e.g., Maximum Concatenated Burst, [RFI2.0]), an upper bound on the modem’s performance could be found by
the following simple calculation:

max throughput (bits/sec) = max burst (bits) - 1/[round trip time (sec)]

In practice, due to the need to share bandwidth among many users and services, the maximum burst size must be
limited to reasonable values, and the CMTS generally cannot grant the maximum burst size in every grant, even if a
modem requests it.

A longer round-trip time also increases the access latency seen by a single modem - i.e., the time it takes for a
modem to gain access to the upstream to begin transmission of new data after an idle period. Conversely, if reducing
round-trip time enables higher throughput to be achieved or speeds the opening of the TCP window, the modem’s
transactions (e.g., download of an FTP file or HTTP web page) may be completed more quickly (assuming plant
bandwidth is available to do so). These factors may in turn affect the overall bandwidth efficiency of the system.

1.3 Elements of Round-Trip Time

It is convenient to begin measurement of round-trip time at the instant when a modem begins transmission of a
request. Round-trip time can then be measured as the time from this initial request to the instant when the modem
begins transmission of its next request. These events can easily be captured on a network sniffer.

The elements of round-trip time may be categorized as follows:
e upstream propagation delay: time occupied by plant delays in the upstream direction.

e upstream reception and request parsing time: time from the start of burst arrival at the CMTS until reception
and parsing of the request is complete. Some CMTSs require that the entire burst be received before it can be
parsed. Others can recognize piggyback requests near the beginning of a burst, even if the end of that burst has
not yet arrived. If FEC is enabled for the burst, at least one full FEC block must be received and decoded before
any MAC-layer parsing can be performed.

o scheduler queueing and processing delay: time from arrival of the request at the scheduler until completion of
the MAP message containing a grant for the request. If the request arrives just after the scheduler has finished
creating a MAP, the request is delayed by the time interval until the next MAP. On the other hand, if the request
arrives just before the scheduler finishes creating a MAP, the request may see nearly zero delay. In general, the
actual queueing delay is a random variable between zero and the maximum MAP interval. Under some lab
conditions involving only one or a few CMs, this delay may appear to be constant, but this cannot generally be
assumed in a real system. Some scheduler implementations may vary the MAP interval to optimize this delay.
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The time required for the scheduler to make scheduling decisions and actually create the MAP message is also
included here. This factor is highly implementation-dependent.

MAP delivery time (to the EQAM DOCSIS PHY layer): The time from the completion of the MAP message
creation, to delivery of the MAP to the PHY layer. This includes any time consumed by the M-CMTS Core’s
MAC function; encapsulation of the MAP into a DEPI packet; queueing and transmission of the DEPI packet at
the egress of the M-CMTS Core; delay and jitter of the CIN; queueing and processing delays inside the EQAM,;
and any delay in inserting the MAP into the MPEG-encapsulated DOCSIS stream (e.g., due to the need to wait
for a previous packet to complete transmission).

Downstream physical-layer delays: This includes the latency of the downstream modulator, downstream
interleaver delay, and physical propagation delay between the EQAM and the CM.

CM MAP processing time: The time from arrival of the first bit of the MAP at the CM, until the MAP becomes
effective. The minimum value is specified in the Relative Processing Delay section of [RFI2.0]. It accounts for
all internal CM processing delays.

Time until grant: If the first grant in the MAP is not to this CM, the CM’s actual transmission will be "delayed"
until the actual time of the grant.

Margin: In practice, the CMTS cannot precisely control all delays to guarantee that MAPSs arrive at the modem
at exactly the right instant. Thus, the CMTS must add margin to account for worst-case propagation delays to
the farthest modems, variations in MAP creation time and CIN delays, etc.

The following table lists example values for the round-trip time components described above. These values are
given ONLY by way of example and should not be interpreted as typical values applying to any particular system
and/or implementation.

64
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Table I-1 - DOCSIS Request-Grant Round Trip Worksheet

(All time values in usec)

Remarks

Delay source:

Upstream propagation time
Physical HFC plant delay

Upstream reception/parsing time
upstream PHY processing time
upstream MAC processing time

Scheduler queueing and processing
MAP delivery to PHY layer

DEPI packetization at Core
CIN delay

EQAM latency

Queueing behind max-length
packet during MPEG encaps.

Downstream transmission time
MAP duration on wire
downstream FEC/interleaver delay
downstream prop. delay

MAP Advance Margin

CM processing time

subtotal total
800
800
469
369
100
1000
1338
plus CIN
383
varies
500
455
1841
61
980
800

apprx 100 miles

time for 1 FEC block (236,200) at 5.12 Mbps

delay|for MPT mode, transmit time of 7 MPEG packets

500

per DEPI spec

transmit time of 1518 bytes (64QAM Annex B)

200B MAP at QAM64
1, J) = (32,4) at QAM64
apprx 100 miles

200]TDMA, no byte interleaving

TOTAL ROUND TRIP TIME

1.4 CIN Characteristics

6148
plus CIN delay

In an M-CMTS system, the CIN adds delay which may be a noticeable contributor to the total system round-trip
time. The CIN is configured and managed by the operator. Its extent may vary widely from one system to the next.
It may be as simple as a short Ethernet cable between one M-CMTS Core and one EdgeQAM. Alternatively, it may
be an IP network consisting of multiple switch and/or router hops which is shared with other (non-DEPI) traffic to
and from other nodes (e.g., IP-encapsulated video from VVOD servers).

All but the most trivial of packet-based networks will experience variations in delay. These variations arise due to
variability in length and arrival time of packets, changes in instantaneous loading, queuing of packets within
network elements, differences in QoS parameters applied to different packets, and other factors. Thus, network delay

is often modeled as a random variable.
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One common way of describing network delay is as a sum of two components: a "typical” delay which is treated as
a constant, plus a "jitter" term which may differ from packet to packet. Another approach is to describe the network
as having a "minimum" delay and a "maximum" or "worst-case" delay, with delays on individual packets distributed
between the two extremes in some way. These approaches are often convenient ways of approximating network
behavior.

One approach to rigorously modeling the network involves determining a Cumulative Distribution Function (CDF)
of packet delays. This CDF is a function or graph in which the x-axis shows delay Do, while the y-axis shows the
probability that the actual delay D on any particular packet is less than D,. To be useful, this CDF may be limited in
scope: for example, it may be for from some specified source node to a particular destination node and for a
particular class of traffic. It can then be stated that a certain fraction of applicable packets will experience delay less
than a particular amount (e.g., "99.995% of packets will experience delay less than 2 msec," or some similar
statement). In some networks, it may be impossible to guarantee an upper bound on delay for 100% of all packets.

In addition to the CIN itself, the "network™ may include switching and/or queuing that occurs inside an M-CMTS
Core or an EQAM. For example, an M-CMTS Core supporting multiple downstream QAM channels may have
multiple Gigabit Ethernet output ports, and thus might include an internal "switch" to connect various DEPI flows to
different output ports. If present, this switching function could also add implementation-dependent queuing delays
which could be modeled as part of the CIN.

To aid in characterizing the CIN, DEPI specifies the Latency Measurement Subheader (Section 8.4). This subheader
takes advantage of the fact that both the M-CMTS Core and the EQAM contain a DTI interface which provides a
common, high precision clock. The M-CMTS Core transmits a Latency Measurement Packet, on any given DEPI
session, containing its current timestamp value. Upon receipt of this message, the EQAM adds its own timestamp
value and returns both values to the M-CMTS Core. The result is a single measurement of CIN delay (plus any M-
CMTS Core egress and EQAM input queueing delays in the path between timestamp insertion points) between the
CMTS and the EQAM. The CMTS may make use of this information in several different ways including CDF
calculations or adjusting specific DOCSIS network parameters.

Oftentimes the design of the CIN is the one variable in the M-CMTS architecture that the MSO has complete control
over. Decisions made here regarding the size and number of network hops will have a direct effect on overall
performance of the DOCSIS network.

1.5 Queueing Delays in Network Elements

Many layer 2 and layer 3 switch products today support line-rate switching in a non-blocking fashion. “Non-
blocking™ means that packets being switched across particular source and destination ports will not interfere with
packets being switched across different source and destination ports. If all traffic within the switch is non-blocking
(as is typically the case in laboratory tests per IETF RFCs), switching will be very fast. (Exact values for this
"intrinsic switch delay" are implementation-specific.) However, if packets simultaneously arriving from several
different source ports are directed to a single destination port, these packets will suffer queueing delay within the
switch.

For very simple switched topologies where only DEPI traffic is present, worst-case queuing delay at a given
destination port may be calculated as a function of packet size and number of source ports switching to that
destination port. This calculation only applies to a single node within the network. If every source port delivered a
packet to the destination port at the same instant, the last of these packets to actually exit the destination port would
be delayed by the time required to transmit all preceding packets. The calculation is as follows:

Max delay (sec) = (# of source ports — 1) - packet size (bits) / line rate (bits/sec)

The result of this calculation plus the intrinsic switch delay (which may, by way of example, be on the order of 10-
100 usec) gives a reasonable upper bound on the total worst-case delay through the switch when the traffic at the
source ports is rate-limited by the M-CMTS Core. As a result, the aggregate traffic out the destination port of the
switch does not exceed the port’s capacity. This would typically be the case for a switch internal to a CMTS or
EQAM, or one that carries only DEPI traffic in a one- or two-hop network. For more complex systems, additional
queue build-up could occur and the latency through the switch could easily exceed 1 msec. As such, it is important
to apply QoS policies to any traffic that is latency sensitive so that it might bypass queue build-ups. More
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information on the use of QoS in the CIN is provided in the sections below on "Traffic Prioritization" and "PSP
Mode."

In recent years products have evolved so that the distinction between a "switch™ and a "router" is not always clear. A
"switch™ may incorporate extensive QoS functionality, while a "router” may perform large amounts of processing in
hardware and be as fast as some switches. Thus, in more complex CIN topologies, delays may vary widely and do
not readily lend themselves to calculation. Even routers or switches capable of line-rate performance are subject to
congestion and internal queueing and processing delays which may vary depend on load, traffic type, QoS functions
supported, and many other conditions.

1.6 Traffic Prioritization and Network Delays

In general, it is possible to reduce network delay for certain packets by instructing routers and/or switches to give
these packets higher priority than other packets. The mechanism for accomplishing this is usually the IEEE 802.1Q
VLAN tag for Ethernet, or the DSCP field and associated per-hop behavior for IP.

In the simplest case, packets tagged as high priority are sent by the router or switch ahead of all other packets of
lower priority which may already be queued within the device. More complex behaviors also exist, but
fundamentally, they all reduce delay on the high-priority packets at the expense of lower-priority packets. In order
for this to be effective, high-priority packets must represent a relatively small fraction of the total traffic on the
network.

In a CIN, traffic prioritization may be useful for reducing round-trip time when PSP mode is in use by prioritizing
DEPI flows containing MAPs ahead of flows containing other types of data. This concept may be extended to add
more priority levels (e.g., for voice vs. best-effort data) if the M-CMTS Core and EQAM both support the desired
number of PSP flows. In MPT mode, this approach cannot be used since all data for a given QAM channel,
regardless of type or priority, are carried in a single flow.

If the CIN also carries non-DEPI traffic, it may be possible to reduce DEPI delays by giving DEPI higher priority.
However, this will result in increased delay on the non-DEPI packets. The consequences of this should be carefully
considered by the operator.

1.7 Queue Persistence in a DEPI Flow

DEPI requires the M-CMTS Core to rate-shape its output to match the rate of the EQAM’s RF output. If the path
between the two devices had fixed delay (i.e., zero jitter), DEPI data arriving at the EQAM would immediately be
transmitted on the HFC network. In practice, a real DEPI path will always contain variable delays (i.e., jitter). The
presence of jitter in this path requires data to be queued inside the EQAM.

To see this, consider a simple example involving a single MPT-mode DEPI flow. Suppose that packets are being
sent on a 1 Gbps Ethernet network. The flow itself occupies only about 40 Mbps and is rate-shaped, so there will be
"space" on the network between packets. The interval on the CIN between the start of one packet and the start of the
next packet will correspond to the same interval on the EQAM’s RF output. As long as every packet is being
delivered from M-CMTS Core to EQAM with constant delay D, each packet will arrive at the EQAM just as the
EQAM completes transmission of the previous packet. However, suppose a single packet Py experiences higher-
than-normal delay D+J. The time on the network between this packet and the previous one (packet P_) is extended,
while the time between this packet and the following one (packet P;) is compressed (since P; experiences only delay
D). Thus, the EQAM completes transmission of P_; before P, arrives. Since the EQAM now has no DOCSIS data to
send, it must transmit MPEG Null packets until P, arrives. At that time, it must complete the MPEG Null packet it is
currently transmitting and then begin transmission of P,. However, since the time between P, and P; has been
shortened, P, will arrive at the EQAM before transmission of Py has completed. P, must now be queued by the
EQAM and will experience queueing delay J’, where:

J’ = ceiling(JI Types), where Typeg = duration of one MPEG packet
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i.e., the amount of delay that was added to Py due to jitter on the network rounded up to the next MPEG packet
boundary. In addition, as long as the M-CMTS Core continues to output data at the exact rate of the EQAM’s RF
output, all subsequent packets in the flow will also experience queueing delay J’. This can be a serious problem for
an M-CMTS system, since even if jitter J occurs very infrequently, once it does occur, the additional queueing delay
could persist indefinitely.

To prevent this infinite queue persistence, DEPI requires that the M-CMTS Core be capable of rate-shaping its
output to some configurable fraction of the EQAM’s actual output data rate. This does not prevent queueing delays
from occurring due to network jitter events, but it does mean that, in the aggregate, the EQAM can drain the queue
(by transmitting data) faster than it fills.

It is possible to calculate the time T required for the queue depth to return to zero after a jitter event increases the
delay on a single packet from D to D+J. Suppose that the CMTS is rate-shaping to a rate » which is some "rate-
shaping ratio" p of the EQAM’s output rate R (i.e., p = #/R). During time J’, it will send MPEG Null packets when,
had the jitter event not occurred, it would have ordinarily received from the M-CMTS Core and immediately
transmitted on the wire J - r bits of data. This number of bits will instead be queued inside the EQAM and, once
available, transmitted and hence removed from the queue at rate R. Meanwhile, data continues to arrive and be
added to the queue at rate ». Thus, over a time interval 7, the total queue size decreases by 7'- (R — r). The queue size
will return to zero when:

Jr=T-(R-r)
Solving for 7 and expressing in terms of p (the ratio configured in the M-CMTS Core) gives:
T=J"-p/(1-p)

For example, if network jitter on a single packet results in 2 msec of queueing delay (“J), and the M-CMTS Core
continues to send traffic at a rate equal to 98% of the EQAM’s actual output rate, the time to drain the resulting
queue at the EQAM will be (2 msec) [0.98/(1 — 0.98)], or 98 msec. This time will be reduced if the CMTS does not
have enough downstream traffic available during this period to "fill the pipe" to 98% of nominal. Conversely, if
another network jitter event occurs before this time has elapsed, the queue size will again suddenly increase. The
impacts of continuous jitter is not additive. Rather, the worst case queue build up will equal the worst case jitter. If
network jitter events are frequent enough and traffic load remains relatively high, the queue may never completely
drain.

For MPT operation, a single flow contains all DOCSIS data for a given QAM channel, including MAP messages.
The above calculation of 7" can be useful in estimating how many MAP messages will experience increased delay
due to network jitter events. If a MAP interval is typically 2 msec, then during time 7'= 98 msec, 49 MAP messages
on each upstream channel will see increased delay as a result of each network jitter event adding J = 2 msec delay to
a single DEPI packet (whether or not that packet contains a MAP message). Note that this calculation may not be
exact, since the CMTS may vary the MAP interval.

Depending on how much MAP Advance margin the CMTS has provided (see round-trip time calculations in Section
1.3), some of these 49 MAPs may still be usable by CMs. To account for this, the amount of margin provided may
be subtracted from J and the result used to calculate 7, i.e., if margin is represented by u, then when a jitter event
occurs which adds jitter J, the number of MAPs on each upstream channel which are delayed enough to be lost is
given by:

#MAPslost=[ (J—w) - p/ (1 -p)]/ (MAP interval)

In the current example, if the CMTS has added 500 usec of MAP Advance margin to each MAP, the queue would
drain to the point where MAPSs are usable by CMs after (J— 500 usec) - [p/(1 — p)] = (1.5 msec) (49) = 73.5 msec. If
the MAP interval is 2 msec, only 37 MAPs would be lost for each such network jitter event, as opposed to the 49
MAPs that would be lost if zero margin had been provided. These 37 lost MAPs translate into (37 - 2 msec) = 74
msec of time during which CMs cannot transmit as a result.

To minimize the number of MAPs lost due to network jitter when MPT mode is in use, the scheduler should add
margin sufficient to give the desired reliability level, based on the CDF describing the network. For instance,
suppose it has been determined that 99.9999% of the time (i.e. 1 — 10°®), the network delay will be less than D;. the
scheduler could then add a margin of D; when creating MAPSs. It could then be said that an event resulting in lost
MAPs will occur once for every 10° packets sent. On a relatively loaded downstream carrying e.g., 50,000 packets
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per second, this would result in a "lost MAP event" about once every 20 seconds. The number of MAPSs lost for each
event, and the corresponding time for which CMs cannot transmit due to missing MAPSs, would depend on the
amount by which the actual delay exceeded D;. In the previous example, if the MAP Advance margin had been set
to 2 ms to account for the worst case CIN jitter, then the 49 MAP messages that were delayed would all still be
usable.

The effect of this added margin is to increase system round-trip time by D, for all packets. However, it helps to
minimize the negative system impacts of frequently lost MAPs.

1.8 PSP Mode

DEPI provides PSP mode as a way of mitigating CIN delays affecting round-trip time. PSP mode does not reduce
the delay of the network itself. Instead, it separates MAP messages into a separate DEPI flow and uses traffic
prioritization (Section 1.6) to minimize delay on this flow. PSP mode also allows the EQAM to transmit MAP
messages ahead of lower-priority DOCSIS data, even if the lower-priority data is already queued within the EQAM.
These two modifications in turn mean that, in PSP mode, (a) MAP messages are only delayed in the network by
jitter events directly affecting packets containing MAPs; and (b) MAP messages can only be queued behind (and
hence delayed by) other MAPs. Thus, the CDF for network delay for MAP messages in PSP mode may show
significantly lower delays than a similar CDF for MPT mode on the same network.

Use of PSP mode should be considered by the operator whenever the impact of the CIN on system round-trip time is
a concern. More specifically, PSP mode should be considered if the amount of margin which must be added to
round-trip time to give an low enough rate of lost MAPs is unacceptably large. What exactly constitutes
"unacceptably large" depends on many factors and may be subjective. For example, a system in which the plant is
physically short has less propagation delay and therefore may tolerate larger CIN delays. As another example, on a
plant where high modem performance is desired but the presence of UGS traffic or other factors compel the use of a
small maximum burst size, even relatively small CIN delays may degrade performance.

In general, a very small CIN (one or possibly two switch hops) probably has little impact on system round-trip time,
while a CIN which has multiple hops and/or on which non-DEPI traffic is present probably has a much more
significant impact on system round-trip time. To accurately predict the actual improvement in round-trip time that
can be gained by using PSP mode on a given CIN, it is necessary to characterize the delays of that CIN for different
DSCPs.

02/23/07 CableLabs® 69



CM-SP-DEPI-105-070223 Data-Over-Cable Service Interface Specifications

Appendix Il Early Adoption and Evolving Use of EQAM Devices

Prior to the development of the M-CMTS specifications, EQAM devices in existing HFC digital CATV systems
were responsible for video processing functions such as multiplexing and modulation (QAM). The M-CMTS
specifications place additional requirements on EQAM devices to support DOCSIS functionality.

It is possible that certain EQAM devices may be able to support a subset of the DOCSIS functionality by adhering to
parts of the M-CMTS specifications (including DEPI). These devices would not be considered M-CMTS compliant
EQAMSs, but nonetheless might be a valuable component of a transition strategy for MSOs.

The development of initial M-CMTS EQAM devices that are first on the market (early adopters) will be divided into
two categories. The first category (category A) is EQAM vendors with existing video-only EQAM products (no
support for the DTI). These vendors may want to offer their customers a software upgrade path for already deployed
EQAM products to support bonded DOCSIS channels that do not contain timing information (no SYNC messages).
The second category (category B) is EQAM vendors that intend to initially offer new EQAM products that have
fully M-CMTS capable hardware including the DTI, but where full support for M-CMTS features is not offered
initially. In both categories, support for additional M-CMTS features would typically be added via software upgrade
using a phased approach.

1.1 EQAM Development: Category A (no DTI)

Vendors falling into Category A will provide software upgrades to allow their existing deployed video EQAM
products to be upgraded in the field to support bonded DOCSIS channels that do not contain DOCSIS timing
information (no SYNC messages). This provides a level of investment protection for MSO’s with already deployed
EQAM products in the field. These upgraded video EQAM products would not support the DTI and would thus not
be M-CMTS compliant, but they could be leveraged by MSO’s when deploying DOCSIS channel bonding. This
would help to minimize the number of new EQAM devices that the MSO’s would be required to purchase when
upgrading their systems to support DOCSIS channel bonding.

Upgrade Phases for Category A (no DTI)

. Phase 1: S/W upgrade existing "video” EQAM to support {L2TP control plane and DEPI MPT mode}
. Phase 2: Add (to phase 1) support for L2TP data plane.
. Phase 3: Add (to phase 2) support for ERMI.

112 EQAM Development: Category B (with DTI)

Vendors falling into Category B will initially develop EQAM devices with hardware that has the capability of
achieving full M-CMTS compliance. This mainly includes the physical DTI interface hardware. Support for M-
CMTS features will then be phased in by the vendor over time by offering software upgrades. This allows MSO’s to
purchase M-CMTS EQAM devices up front knowing that only software upgrades are required to eventually achieve
full M-CMTS compliance. An EQAM with M-CMTS compliant hardware would support the DTI allowing it to
operate in either SCDMA mode or ATDMA mode.

Upgrade Phases for Category B (with DTI)

. Phase 1: Support DTI, L2TP control plane, and DEPI MPT mode.
. Phase 2: Add (to phase 1) support for L2TP data plane.

. Phase 3: Add (to phase 2) support for ERMI.

. Phase 4: Add (to phase 3) support for DEPI: PSP mode.
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11.3  Possible M-CMTS Feature Phasing

In order to minimize time to market, EQAM vendors will likely add in support for M-CMTS system features using a
phased approach by offering software upgrades. In both development categories described above (A and B), the
software upgrade path towards full M-CMTS compliance may be very similar.

Development: Phase 1

The initial M-CMTS products will support the L2TP control plane, and they will likely support the DEPI MPT
mode only (not DEPI PSP mode). EQAMSs with DTI hardware may or may not support the DTI. If the DTI is not
supported, the EQAM can only be used for video applications and or to support DOCSIS bonded channels with no
DOCSIS timing information.

The L2TP control plane is required to allow the M-CMTS core to provision and configure the EQAM, so support for
the L2TP control plane is mandatory. It is assumed that the L2TP control plane can be developed in software with
no required hardware changes to either an existing "video" EQAM or an EQAM with M-CMTS capable hardware.

Support for the L2TP data plane may require hardware assistance or more extensive software development than the
L2TP control plane, so it is likely that EQAM vendors would defer support of the L2TP data plane until later phases.
Existing network processors typically do not support the L2TP, so any L2TP data plane processing in early adopter
EQAM products would require custom software development. It should also be noted that the M-CMTS core will
always include the L2TP data plane, but since the L2TP layers are fixed length, an early adopter EQAM product
could be designed to simply skip over the L2TP headers when receiving DEPI data. In this case the UDP layer is
required to support the routing of data packets to the appropriate QAM channel outputs.

It is likely that the early adopter EQAM devices will initially support the DEPI MPT mode, but not the DEPI PSP
mode. The DEP1 MPT mode delivers MPEG packets to the EQAM, and requires processing in the EQAM that is
similar to the processing that is performed on video MPEG packets. The DEPI PSP mode requires the EQAM to
perform additional functions such as transmission convergence (MPEG packetization) and DOCSIS SYNC insertion
so it will likely be deferred to a later phase.

Development: Phase 2

It is likely that the next step (phase 2) after offering initial EQAM products as described above in phase 1 would be
to offer support for the L2TP data plane. Support of the L2TP data plane could be realized in software, or network
processors that support the L2TP could be leveraged if available. The use of L2TP capable network processors could
be achieved via software upgrade and or an FPGA firmware upgrade, or hardware changes could be required.

Development: Phase 3

Support for the M-CMTS ERMI will also be phased in via software upgrade. The M-CMTS system is designed to
function without an ERM (without the use of the ERMI) by relying on the L2TP control plane and static system
configuration. In this case EQAM resources are manually (and statically) assigned to the M-CMTS core. As a result,
support for the ERMI in the EQAM can be deferred until a later phase.

Development: Phase 4

The final phase of M-CMTS EQAM development is likely to be software upgrades to support the DEPI PSP mode.
The DEPI PSP mode requires the EQAM to perform DOCSIS specific functions such as transmission convergence
(MPEG packetization) and DOCSIS SYNC insertion. In addition, the data plane processing for PSP mode is more
complex than MPT mode in that it requires support of variable size PDUs with multiple DOCSIS frames per PDU.
As a result, it is likely that support for DEPI PSP mode will be offered by EQAM vendors in late or final phases of
development. Support for DEPI PSP mode would only be applicable to EQAM products that support the DTI
(category B EQAM products).

114 Optional UDP Layer

The UDP layer is optional in the L2TP. It is desirable to use the L2TP protocol without the UDP layer since the
L2TP provides built in mechanisms (session ID’s) to bind payload data to software functions analogous to the use of
a UDP port. If two devices that fully support the L2TP are communicating with each other (using L2TP), then there
is no need to use a UDP layer below the L2TP layer since the session ID field provides the necessary data routing
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function. If one of the devices does not support the L2TP in the data plane, then the UDP layer can be used to
provide the data routing function.

Since off-the-shelf network processors that support the L2TP will likely not be available when EQAM vendor begin
M-CMTS development, early adopter EQAM products will likely not support the L2TP in the data plane. As a
result, early adopter EQAM products will likely make use of the UDP layer to provide the data routing function
since existing network processors are capable of parsing packets up to and including the transport layer in hardware.

Eventually, if/when L2TP capable network processors become available, or alternatively if EQAM vendors develop
support for the L2TP layer in the data plane, the devices communicating via L2TP can stop using the UDP layer if
desired.
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