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BPI+ defines a messaging exchange by which a CM learns the mapping of a downstream traffic flow to a Dynamic 
SA (all upstream traffic is encrypted under a CM’s Primary SA). A SA Mapping state machine specifies how cable 
modems manage the transmission of these mapping request messages. Currently only DOCSIS’s IP multicast 
management services utilize this mechanism. In the future, additional services may employ BPI+ Dynamic SAs. 

The Authorization state machine controls the establishment and termination of TEK state machines associated with 
the Primary and any Static SAs; it does not, however, control the establishment and termination of TEK state 
machines associated with Dynamic SAs. CMs MUST implement the necessary logic to establish and terminate a 
Dynamic SA’s TEK state machine. This interface specification, however, does not specify how CMs should manage 
their Dynamic SA’s TEK state machines. 

A full description of the SA Mapping state model is deferred to Section 5. 

4.1.1.2 Security Capabilities Selection 

As part of their BPI+ authorization exchange, the CM provides the CMTS with a list of all the cryptographic suites 
(pairing of data encryption and data authentication algorithms) the CM supports. The CMTS selects from this list a 
single cryptographic suite to employ with the requesting CM’s primary SA. The Authorization Reply the CMTS 
sends back to the CM includes a primary SA descriptor which, among other things, identifies the cryptographic suite 
the CMTS selected to use for the CM’s primary SA. A CMTS MUST reject the authorization request if it determines 
that none of the offered cryptographic suites are satisfactory. 

The Authorization Reply also contains an optional list of static SA descriptors; each static SA descriptor identifies 
the cryptographic suite employed within the SA. The selection of a static SA’s cryptographic suite is typically made 
independent of the requesting CM’s cryptographic capabilities. A CMTS MAY include in its Authorization Reply 
static SA descriptors identifying cryptographic suites the requesting CM does not support; if this is the case, the CM 
MUST NOT start TEK state machines for static SAs whose cryptographic suites the CM does not support.  

The above selection framework was incorporated into BPI+ in order to support future enhancements to DOCSIS 
hardware and to the BPI+ protocol. At the time of release of this specification, 56-bit DES and 40-bit DES are the 
only packet data encryption algorithms supported, and neither are paired with a packet data authentication algorithm. 

4.1.2 Authorization State Machine 

The Authorization state machine consists of six states and eight distinct events (including receipt of messages) that 
can trigger state transitions. The Authorization finite state machine (FSM) is presented below in a graphical format, 
as a state flow model (Figure 4–1), and in a tabular format, as a state transition matrix (Table 4–1). 

The state flow diagram depicts the protocol messages transmitted and internal events generated for each of the 
model’s state transitions; however, the diagram does not indicate additional internal actions, such as the clearing or 
starting of timers that accompany the specific state transitions. Accompanying the state transition matrix is a detailed 
description of the specific actions accompanying each state transition; the state transition matrix MUST be used as 
the definitive specification of protocol actions associated with each state transition.  

The following legend applies to the Authorization State Machine flow diagram in depicted in Figure 4–1. 

• ovals are states 

• events are in italics 
• messages are in normal font 

• State transitions (i.e., the lines between states) are labeled with <what causes the transition>/<messages and 
events triggered by the transition>. So “timeout/Auth Request” means that the state received a “timeout” event 
and sent an Authorization Request (“Auth Request”) message. If there are multiple events or messages before 
the slash “/” separated by a comma, any of them can cause a transition. If there are multiple events or 
messages listed after the slash, all of the specified actions must accompany the transition. 
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4.1.2.2.5 Authentication Information (Authent Info) 

The Authentication Information message contains the cable modem manufacturer’s X.509 Certificate, issued by 
DOCSIS. The Authent Info message is strictly an informative message the CM sends to the CMTS; with it, a CMTS 
MAY dynamically learn the manufacturer certificate of client CMs. Alternatively, a CMTS MAY require out-of-
band configuration of its list of manufacturer certificates. 

4.1.2.3 Events 

4.1.2.3.1 Provisioned 

The Authorization state machine generates this event upon entering the Start state if the RF MAC has completed 
initialization, i.e., CMTS registration. If the RF MAC initialization is not complete, the CM sends a Provisioned 
event to the Authorization FSM upon completing CMTS registration. The Provisioned event triggers the CM to 
begin the process of getting its Authorization Key and TEKs. 

4.1.2.3.2 Timeout 

A retransmission or wait timer timed out. Generally a request is resent. 

4.1.2.3.3 Authorization Grace Timeout (Auth Grace Timeout) 

The Authorization Grace timer timed out. This timer fires a configurable amount of time (the Authorization Grace 
Time) before the current authorization is supposed to expire, signalling the CM to re-authorize before its 
authorization actually expires. The Authorization Grace Time is specified in a configuration setting within the 
TFTP-downloaded parameter file. 

4.1.2.3.4 Reauthorize (Reauth) 

CM's set of authorized static SAIDs may have changed. Event generated in response to an SNMP set, [DOCSIS8], 
meant to trigger a reauthorization cycle. 

4.1.2.3.5 Authorization Invalid (Auth Invalid) 

This event can be internally generated by the CM when there is a failure authenticating a Key Reply, Key Reject, or 
TEK Invalid message, or externally generated by the receipt of an Authorization Invalid message, sent from the 
CMTS to the CM. A CMTS responds to a Key Request with an Authorization Invalid if verification of the request’s 
message authentication code fails. Both cases indicate CMTS and CM have lost Authorization Key synchronization.  

A CMTS MAY also send a CM an unsolicited Authorization Invalid message to a CM, forcing an Authorization 
Invalid event. 

4.1.2.3.6 Permanent Authorization Reject (Perm Auth Reject) 

The CMTS MUST sends an Authorization Reject message with the error code 6 (Permanent Authorization Reject) 
in response to an Authorization Request message in any of the following conditions:23 

• CM Certificate validation failure per Section 9.4.2. (That is, the CM Certificate is marked Invalid.) 

• incompatible security capabilities 

BPI+’s associated OSS document [DOCSIS8] provides a description of the particular CMTS MIB objects which 
control the actions a CMTS takes in the event any of the above error conditions occur.  

                                                           
23 Revised this paragraph and the subsequent bullet statements per ECN BPI-N-02129 by GO on 03/24/03. 
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The CMTS MUST maintain two sets of active traffic encryption keys (and their associated CBC initialization 
vectors) per SAID. They correspond to two successive generations of keying material, and have overlapping 
lifetimes. The newer TEK MUST have a key sequence number one greater than (modulo 16) that of the older TEK. 
Each TEK becomes active half way through the lifetime of its predecessor, and expires half way through the lifetime 
of its successor. Once a TEK’s lifetime expires, the TEK becomes inactive and MUST no longer be used. 

The CMTS transitions between the two active TEKs differently depending on whether the TEK is used for 
downstream or upstream traffic. For each of its SAIDs, the CMTS MUST transition between active TEKs according 
to the following rules: 

• The CMTS MUST use the older of the two active TEKs for encrypting downstream traffic. At expiration of 
the older TEK, the CMTS MUST immediately transition to using the newer TEK for encryption. 

• For decryption of upstream traffic, a transition period is defined that begins once the CMTS has sent the 
newer TEK to a CM within a Key Reply Message. The upstream transition period begins from the time the 
CMTS sends the newer TEK in a Key Reply Message and concludes once the older TEK expires. While in the 
transition period, the CMTS MUST be able to decrypt upstream frames using either the older or newer TEK. 

The CMTS encrypts with a given TEK for only the second half of that TEK’s total lifetime. The CMTS is able, 
however, to decrypt with a TEK for the TEK’s entire lifetime. 

The KEY_SEQ field in the Baseline Privacy EH element identifies which of the two TEKs the upstream frame’s 
packet data was encrypted with. The TOGGLE bit in the Privacy EH element, which is equal to the least significant 
bit of the KEY_SEQ field, can be used by the CMTS in identifying the encrypting TEK. 

The upper half of Figure 6–2 illustrates this CMTS’s management of a BPI+ Security Association’s TEKs.  

The CMTS is responsible for maintaining keying information for both primary and multicast SAIDs in the above 
manner. The Baseline Privacy Key Management protocol defined in this specification describes a mechanism for 
synchronizing this keying information between a CMTS and its client CMs. It is the responsibility of the CM to 
update its keys in a timely fashion; the CMTS will transition to a new downstream encryption key regardless of 
whether a client CM has retrieved a copy of that TEK. 

The Key Replies sent by a CMTS contain TEK parameters (the TEK itself, a key lifetime, a key sequence number 
and a CBC IV) for the two active TEKs. The key lifetimes a CMTS reports in a Key Reply MUST reflect, as 
accurately as an implementation permits, the remaining lifetimes of these TEKs at the time the Key Reply message 
is sent.  

6.2 Cable Modem 

The CM is responsible for sustaining authorization with its CMTS and maintaining an active Authorization Key. A 
CM MUST be prepared to use its two most recently obtained AKs. 

AKs have a limited lifetime and must be periodically refreshed. A CM refreshes its Authorization Key by re-issuing 
an Authorization Request to the CMTS. The Authorization state machine (Section 4.1.2) manages the scheduling of 
Authorization Requests for refreshing AKs.  

A CM’s Authorization state machine schedules the beginning of reauthorization a configurable length of time (the 
Authorization Grace Time) before the CM’s latest AK is scheduled to expire. The Authorization Grace Time is 
configured to provide a CM with an authorization retry period that is sufficiently long to allow for system delays and 
provide adequate time for the CM to successfully complete an Authorization exchange before the expiration of its 
most current AK. 

Note: The CMTS does not require knowledge of the Authorization Grace Time. The CMTS, however, tracks the 
lifetime of its Authorization Keys and MUST deactivate a key once it has expired. 
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Figure 6–1 - Authorization Key Management in CMTS and CM 
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Figure 6–2 - TEK Management in CMTS and CM 
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A cable modem MUST use the newer of its two most recent Authorization Keys when calculating the HMAC-
Digests it attaches to Key Requests. It MUST be able to use either of its two most recent AKs to authenticate Key 
Replies, Key Rejects or TEK Invalids, and to decrypt a Key Reply's encrypted TEK. The CM uses the 
accompanying AK Key Sequence Number to determine which of the two AKs to use.  

The lower half of Figure 6–1 illustrates a CM’s maintenance and usage of its Authorization Keys.  

A CM MUST be capable of maintaining two successive sets of traffic keying material per authorized SAID. 
Through operation of its TEK state machines, a CM attempts to always maintain a SAID’s two most recent sets of 
traffic keying material.  

For each of its authorized SAIDs, the cable modem: 

• MUST use the newer of its two TEKs to encrypt newly received upstream traffic. Traffic already queued up 
MAY use either TEK (in no specific order) for a brief period of time covering the transition from the old to 
the new key. 

• MUST be able to decrypt downstream traffic encrypted with either of the TEKs 

The KEY_SEQ field in the Baseline Privacy EH element identifies the key sequence number of the TEK used to 
encrypt the PDU’s packet data. The TOGGLE bit in the Privacy EH element, which is equal to the least significant 
bit of the KEY_SEQ field, assists in distinguishing between two successive key generations. 

6.3 Authentication of DOCSIS v1.1 Dynamic Service Requests 

If a DOCSIS 1.1 or 2.0 CM is configured to run BPI+, the DOCSIS v1.1 or 2.0 RFI specification [SCTE 23-1] or 
[DOCSIS1] requires CM and CMTS to include HMAC-Digests in all Dynamic Service Addition Requests (DSA-
REQs), Dynamic Service Change Requests (DSC-REQs) and Dynamic Service Deletion Requests (DSD-REQs) 
they send to one another.  

These Dynamic Service HMAC-Digests are keyed with the BPI+ message authentication keys, i.e., the message 
authentication keys derived from the BPI+ Authorization Key. CMs and CMTSs MUST use the current message 
authentication keys when generating and validating the HMAC-Digests contained in Dynamic Service Requests. 
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7 CRYPTOGRAPHIC METHODS 

This section specifies cryptographic algorithms and key sizes BPI+ uses.  

7.1 Packet Data Encryption 

Baseline Privacy Plus MUST use the Cipher Block Chaining (CBC) mode of the US Data Encryption Standard 
(DES) algorithm [FIPS-46-2], [FIPS-74], [FIPS-81] to encrypt the Packet Data field RF MAC Packet Data PDU 
Frames and the Fragmentation Payload and Fragmentation CRC Fields in MAC Fragmentation Frames.  

BPI+ implementations running on DOCSIS 1.1 or 2.0 hardware (the predominant hardware/software configuration) 
MUST support 56-bit DES and MAY support 40-bit DES. 

BPI+ supports 40-bit DES principally to permit interoperability with 40-bit DOCSIS 1.0 hardware upgraded to run 
BPI+. 40-bit DES is identical to 56-bit DES, with the exception that 16 bits of the  
56-bit DES key are set to known, fixed values. If a CM or CMTS is running the optional 40-bit DES, it MUST mask 
off (to zero) the sixteen left-most bits of any 56-bit DES key prior to running encryption/decryption operations.  

Note: The masked bits are the sixteen left-most bits that would be present AFTER the removal of every eighth bit 
from the 64-bit TEK (i.e., the so-called parity bits). DOCSIS 1.1 or 2.0 and 56-bit DOCSIS 1.0 or 2.0 
hardware running BPI+ MAY implement 40-bit DES key masking in software. 

CBC MUST be initialized with an initialization vector that is provided, along with other SAID key material, in a 
CMTS’s Key Reply. Chaining is done block to block within a frame and reinitialized on a frame basis in order to 
make the system more robust to potential frame loss.  

Residual termination block processing MUST be used to encrypt the final block of plaintext when the final block is 
less than 64 bits. Given a final block having n bits, where n is less than 64, the next-to-last ciphertext block is DES 
encrypted a second time, using the ECB mode, and the least significant n bits of the result are exclusive ORed with 
the final n bits of the payload to generate the short final cipher block. In order for the receiver to decrypt the short 
final cipher block, the receiver DES encrypts the next-to-last ciphertext block, using the ECB mode, and exclusive 
ORs the left-most n bits with the short final cipher block in order to recover the short final cleartext block. This 
encryption procedure is depicted in Figure 9.4 (pg. 195) of [SCHNEIER]. 

In the special case when the frame’s to-be-encrypted plaintext is less than 64 bits, the initialization vector MUST be 
DES encrypted, and the left-most n bits of the resulting ciphertext corresponding to the number of bits of the 
payload MUST be exclusive ORed with the n bits of the payload to generate the short cipher block.35 

7.2 Encryption of TEK 

The CMTS encrypts the value fields of the TEK in the Key Reply messages it sends to client CMs. This field is 
encrypted using two-key triple DES in the encrypt-decrypt-encrypt (EDE) mode [SCHNEIER]: 

encryption: C = Ek1[Dk2[Ek1[P]]] 

decryption: P = Dk1[Ek2[Dk1[C]]] 
                                                           
35 This method of encrypting short payloads is vulnerable to attack: EXORing two sets of ciphertext encrypted in the above 

manner under the same set of keying material will yield the EXOR of the corresponding sets of plaintext. In the case of Packet 
Data PDUs Frame’s, however, this is not an issue since all Frame’s carrying protected user data will contain at least 20 bytes 
of IP header. In the case of Fragmentation Frames, a short frame carrying less than 8 bytes (64 bits) of ciphertext is possible; 
however, the final four bytes would be the encrypted Fragmentation CRC, and the three or fewer bytes before the encrypted 
Fragmentation CRC would be the encrypted Packet Data CRC. 
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Appendix E Upgrading from BPI to BPI+ 

E.1 Hybrid Cable Modem with BPI+ 

Some DOCSIS 1.0 CM designs may be capable of supporting BPI+ features via a software upgrade. To facilitate 
these “DOCSIS 1.0 Hybrid CMs”, [SCTE 23-1] or [DOCSIS1] provides the Modem Capabilities Encodings which 
the Hybrid CM can put in the Registration Request message in order to negotiate its DOCSIS 1.1 or 2.0 features 
with the CMTS.76 

A DOCSIS 1.0 Hybrid Cable Modem MAY set Privacy Support Modem Capabilities Setting to 1 (BPI Plus 
Support) if the CM is fully BPI+ compliant except the following points. 

• support of 56-bit DES if the CM supports only 40-bit DES 

• support of 1024-bit RSA key if the CM supports 768-bit RSA key 

• the permanent, write-once memory for the manufacturer-issued CM certificates 

• encryption of the concatenated packets if the Concatenation Support Modem Capabilities Encoding is set to 0 
(off) 

• encryption of the fragmentation packets if the Fragmentation Support Modem Capabilities Encoding is set to 
0 (off) 

• encryption of the PHS (Payload Header Suppression) packets if the Payload Header Suppression Support 
Modem Capabilities Encoding is set to 0 (off) 

The Hybrid CM with BPI+ will be interoperable with both the BPI+ CMTS and the BPI CMTS with 56-bit and 40-
bit DES. The requirement for the BPI/BPI+ interoperability in addition to the Appendix C is: 

a) If a Hybrid CM with BPI+ supports only 40-bit DES and it runs in BPI+ mode, it MUST send the Auth 
Request message with the Security-Capabilities attribute to specify the 40-bit DES and the CMTS MUST 
operate with the CM in 40-bit DES mode specified in the Section 7.1. 

E.2 Upgrading Procedure 

The BPI+ features MAY be downloaded into the DOCSIS 1.0 CM by the following procedures. 

1. Download the software code image with BPI+ and BPI+ MIB features into the CM using the software 
downloading function defined by DOCSIS 1.0 Specification. The manufacturer CA certificate signed by the 
DOCSIS root private key is embedded in this software code image. 

2. Set the CM certificate signed by the manufacturer’s private key and the DOCSIS Root CA's public key to the 
CM using the BPI+ MIB if the CM does not have these information yet. Detail of these BPI+ MIB objects for 
this operation will be defined by [DOCSIS8]. 

Note: The CM can neither run in BPI+ mode nor set Privacy Support Modem Capabilities Setting to 1 (BPI Plus 
Support) until the CM certificate and the DOCSIS Root CA’s public key are set to the CM. 

                                                           
76 This paragraph updated per BPI-N-02098 and Alex Katsnelson by RKV on 8/26/02. 
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H.4 ECNs included in SP-BPI+-I05-000714 

ECN Date Accepted 

bpi-n-00030  04/19/00  

bpi-n-00045  05/31/00  
 

H.5 ECNs included in SP-BPI+-I06-001215 

ECN Date Accepted 

bpi-n-00061  07/05/00  

bpi-n-00062  07/05/00  

bpi-n-00069  08/16/00  

bpi-n-00071  08/23/00  

bpi-n-00085  10/11/00  

bpi-n-00098  11/08/00  

bpi-n-00101  11/08/00  
 

H.6 ECNs included in SP-BPI+-I07-010829  

ECN Date Accepted 

bpi-n-00103  01/03/01  

bpi-n-00116  12/06/00  

bpi-n-00131  01/03/01  

bpi-n-00133  01/24/01  

bpi-n-01009  02/14/01  

bpi-n-01010  02/14/01  

bpi-n-01011  03/07/01  

bpi-n-01013  02/14/01  

bpi-n-01014  02/14/01  

bpi-n-01017  02/28/01  

bpi-n-01021  03/14/01  

bpi-n-01022  03/14/01  

bpi-n-01026  03/28/01  

bpi-n-01044  05/02/01  

bpi-n-01045  05/02/01  

bpi-n-01058  05/23/01  
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H.7 ECNs included in SP-BPI+-I08-020301 

ECN Date Accepted 

bpi-n-01055  11/07/01  

bpi-n-01073  11/07/01  

bpi-n-01094  11/21/01  

bpi-n-01101  12/05/01  
 

H.8 ECNs included in SP-BPI+-I09-020830 

ECN Date Accepted 

bpi-n-02006  02/20/02  

bpi-n-02008  03/06/02  

bpi-n-02011  02/20/02  

bpi-n-02076  05/22/02  

bpi-n-02098  05/22/02  

bpi-n-02108  06/26/02  

bpi-n-02113  06/12/02  

bpi-n-02116  06/10/02  

bpi-n-02119  07/03/02  
 

H.9 ECNs included in SP-BPI+-I10-030730 

ECN Date Accepted Description 

BPI-N-02129  10/02/02  Explicitly specify about 1) Static/Dynamic SAID requirements, 2) 
CMTS requirements for BPKM message handling, 3) Permanent 
Authorization Failure condition, and 4) CMTS's certificate validation 
criteria  

BPI-N-02188  01/15/03  Explicitly specify about unencrypted Ethernet Packet forwarding  

BPI-N-02224  12/11/02  Clarification of using a 768-bit key moduli for BPI+ mode of 
operation  

BPI-N-02241  02/12/03  The BPI-N-02224 (M.Hayers, accepted 12/11/02) contains two typos: 
one in Change #2, another in the PICS; Change Details Table.  

BPI-N-03004  03/05/03  Correct a “MUST” statement in Section 4  

BPI-N-03015  02/26/03  Correct typographical errors in Figure D-1  
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H.10 ECNs included in SP-BPI+-I11-040407 

ECN Date Accepted Description 

BPI+-N-03089  9/10/03  This document proposes to redefine 128-255 SA-Type Attribute values 
(Table 4-27 of the BPI+ specification) from Vendor-specific to 
Reserved.  

BPI+-N-03101  10/29/03  Correcting the BPI Specification reference in the text of SP-BPI+-I10-
030730.  

BPI+-N-03106  11/12/03  Two ECNs were not incorporated correctly into SP-BPI+-I10-030730. 
Correcting several typos in the text of the specification.  

BPI+-N-04.0132-2  3/10/04  The Addition of the hosted CableLabs CA option  
 

H.11 ECNs included in SP-BPI+-I12-050812  

ECN Date Accepted Description 

BPI+-N-05.0224-2  6/22/05  BPI+ changes in support of SID Space Expansion  

BPI+-N-05.0235-3  7/14/05  CMTS support for Multiple Root CAs and Cert Critical Extensions  
 
 

 


