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1 Radio Frequency Interface Specification

1.1 Scope and Purpose

1.1.1 Scope

This document defines the second generation of radio-frequency interface specifications for high-speed data-
over-cable systems. They were developed by Cable Television Laboratories (CableLabs) for the benefit of the
cable industry, including contributions by operators and vendors from North America, Europe, and other regions.

There are differences in the cable spectrum planning practices adopted for different networks in the world.
Therefore two options for physical layer technology are included, which have equal priority and are not required
to be inter-operable. One technology option is based on the downstream multi-programme television distribution
that is deployed in North America using 6 MHz channelling, and supports upstream transmission in the 5-42
MHz region. The other technology option is based on the corresponding European multi-programme television
distribution and supports upstream in the 5-65 MHz region. Both options have the same status, notwithstanding
that the document structure does not reflect this equal priority. The first of these options is defined in Sections 4,
6, 7, and Annex G and Annex C.1.1.1, whereas the second is defined by replacing the content of those sections
with the content of Annex F. Correspondingly, [ITU-T J.83-B], [NCTA], and [SMS] apply only to the first
option, and [EN 300 429] only to the second. Compliance with this document requires compliance with one or
other of these implementations, not with both. It is not required that equipment built to one option shall inter-
operate with equipment built to the other.

These optional physical-layer technologies allow operators some flexibility within any frequency planning, EMC
and safety requirements that are mandated for their area of operation. For example, the 6 MHz downstream-
based option defined by Sections 4, 6, and 7 might be deployable within an 8 MHz channel plan. Compliance
with frequency planning and EMC requirements is not covered by this specification and remains the operators’
responsibility. In this respect, [FCC15], [FCC76], and [EIA-S542] are relevant to North America and [EN
50081-1], [EN 50082-1], [EN 50083-2], [EN 50083-7], and [EN 50083-10] are relevant to the European
Community.

The option of Sections 4, 6 and 7 together with Annex G and Annex C.1.1.1 is required to be backwards
compatible with an earlier version of that technology [DOCSIS9], whereas the option of Annex F was not
included in [DOCSISY] and therefore is not required to be backwards compatible with [DOCSIS9].

Any reference in this document to the transmission of television in the forward channel that is not consistent with
[EN 300 429] is outside the normative scope as only [EN 300 429] is used for digital multi-program TV

distribution by cable in European applications.

Requirements for safety are outside the scope of the present document. Safety standards for European
applications are published by CENELEC.

Note 1: Examples of such CENELEC product safety standards are [EN 60950] and [EN 50083-1].

Note 2: For CENELEC safety categories of interfaces, see [EG 201 212].
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1.2 Requirements

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

MUST This word or the adjective “REQUIRED” means that the item is an absolute
requirement of this specification.

MUST NOT This phrase means that the item is an absolute prohibition of this specification.

SHOULD This word or the adjective “/RECOMMENDED” means that there may exist valid

reasons in particular circumstances to ignore this item, but the full implications should
be understood and the case carefully weighed before choosing a different course.

SHOULD NOT This phrase means that there may exist valid reasons in particular circumstances when
the listed behavior is acceptable or even useful, but the full implications should be
understood and the case carefully weighed before implementing any behavior
described with this label.

MAY This word or the adjective “OPTIONAL” means that this item is truly optional. One
vendor may choose to include the item because a particular marketplace requires it or
because it enhances the product, for example; another vendor may omit the same item.

This document defines many features and parameters, and a valid range for each parameter is usually specified.
Equipment (CM and CMTS) requirements are always explicitly stated. Equipment must comply with all
mandatory (MUST and MUST NOT) requirements to be considered compliant with this specification. Support of
non-mandatory features and parameter values is optional.

1.3 Background

1.3.1 Service Goals

As cable operators have widely deployed high-speed data services on cable television systems, the demand for
upstream bandwidth has increased, particularly with the popularity of more symmetric data applications. To this
end, CableLabs’ member companies have decided to add advanced modulation techniques to the DOCSIS®
specification, for the purpose of increasing channel capacity and improving noise immunity.

The intended service will allow transparent bi-directional transfer of Internet Protocol (IP) traffic, between the
cable system head-end and customer locations, over an all-coaxial or hybrid-fiber/coax (HFC) cable network.
This is shown in simplified form in Figure 1-1.

Cable
et Q| e | W =7 4
Network
cMTS System Cable E .
. CMTS Network Cable Modem ~CM Customer Premises
Network Side cM Equipment Interface
Interface (&)
I I Customer
Premises
| Equipment

Transparent IP Traffic Through the System

Figure 1-1 Transparent IP Traffic Through the Data-Over-Cable System
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The transmission path over the cable system is realized at the head-end by a Cable Modem Termination System
(CMTS), and at each customer location by a Cable Modem (CM). At the head-end (or hub), the interface to the
data-over-cable system is called the Cable Modem Termination System - Network-Side Interface (CMTS-NSI)
and is specified in [DOCSIS3]. At the customer locations, the interface is called the cable-modem-to-customer-
premises-equipment interface (CMCI) and is specified in [DOCSIS4]. The intent is for operators to transparently
transfer IP traffic between these interfaces, including but not limited to datagrams, DHCP, ICMP, and IP Group
addressing (broadcast and multicast).

1.3.2 Reference Architecture

The reference architecture for the data-over-cable services and interfaces is shown in Figure 1-2.

Note: This architecture illustrates the North American frequency plans only and is not normative for European applications.
Refer to Section 1.1.1 for applicability.
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1.3.3 Categories of Interface Specification

The basic reference architecture of Figure 1-2 involves five interface categories.

Data Interfaces - These are the CMCI [DOCSIS4] and CMTS-NSI [DOCSIS3], corresponding respectively to
the cable-modem-to-customer-premises-equipment (CPE) interface (for example, between the customer’s
computer and the cable modem), and the cable modem termination system network-side interface between the
cable modem termination system and the data network.

Operations Support Systems Interfaces - These are network element management layer interfaces between the
network elements and the high-level OSSs (operations support systems) which support the basic business
processes, and are documented in [DOCSIS5].

RF Interfaces - The RF interfaces defined in this document are the following:

e Between the cable modem and the cable network
e Between the CMTS and the cable network, in the downstream direction (toward the customer)

¢ Between the CMTS and the cable network, in the upstream direction (traffic from the customer)

Security Interfaces - Baseline data-over-cable security is defined in [DOCSISS].

1.3.3.1 Data-Over-Cable Service Interface Documents

A list of the documents in the Data-Over-Cable Service Interface Specifications family is provided below. For
updates, please refer to http://www.cablemodem.com/.

Designation Title
SP-CMCI Cable Modem to Customer Premises Equipment Interface Specification
SP-CMTS-NSI Cable Modem Termination System Network Side Interface Specification
SP-CMTRI Cable Modem Telco Return Interface Specification
SP-0SSI Operations Support System Interface Specification
SP-RFI Radio Frequency Interface Specification
SP-BPI+ Baseline Privacy Plus Interface Specification

1.3.4 Statement of Compatibility

This document specifies an interface, commonly referred to as DOCSIS 2.0, which is the second generation of
the interface specified in [DOCSIS9] and [DOCSIS11], commonly referred to as DOCSIS 1.x. DOCSIS 2.0 must
be backward- and forward-compatible with equipment built to the previous specifications. DOCSIS 2.0-
compliant CMs MUST interoperate seamlessly with DOCSIS 1.x CMTSes, albeit in the 1.x mode, as the case
may be. DOCSIS 2.0-compliant CMTSes MUST seamlessly support DOCSIS 1.x CMs.

Refer to Annex G for further interoperability information.

1.4 Conventions for this Specification

In this specification the following convention applies any time a bit field is displayed in a figure. The bit field
should be interpreted by reading the figure from left to right, then from top to bottom, with the MSB being the
first bit so read and the LSB being the last bit so read.
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3 Glossary (informative)

Active Service Flow An admitted Service Flow from the CM to the CMTS which is available for packet
transmission.

Address Resolution Protocol (ARP) A protocol of the IETF for converting network addresses to 48-bit
Ethernet addresses.

Admitted Service Flow A Service Flow, either provisioned or dynamically signaled, which is authorized and
for which resources have been reserved but is not active.

Allocation A group of contiguous mini-slots in a MAP which constitute a single transmit opportunity.
American National Standards Institute (ANSI) A US standards body.

ANSI See American National Standards Institute.

ARP See Address Resolution Protocol.

Asynchronous Transfer Mode (ATM) A protocol for the transmission of a variety of digital signals using
uniform 53-byte cells.

ATM See Asynchronous Transfer Mode.

A-TDMA DOCSIS 2.0 TDMA mode (as distinguished from DOCSIS 1.x TDMA).

Authorization Module The authorization module is an abstract module that the CMTS can contact to
authorize Service Flows and Classifiers. The authorization module tells the CMTS whether the requesting CM is
authorized for the resources it is requesting.

Availability In cable television systems, availability is the long-term ratio of the actual RF channel operation
time to scheduled RF channel operation time (expressed as a percent value) and is based on a bit error rate (BER)

assumption.

Bandwidth Allocation Map The MAC Management Message that the CMTS uses to allocate transmission
opportunities to CMs.

BPDU See Bridge Protocol Data Unit.
Bridge Protocol Data Unit (BDU) Spanning tree protocol messages as defined in [ISO/IEC10038].

Broadcast Addresses A predefined destination address that denotes the set of all data network service access
points.

Burst A single continuous RF signal from the upstream transmitter, from transmitter on to transmitter off.
Burst Error Second Any Errored Second containing at least 100 errors.

Cable Modem (CM) A modulator-demodulator at subscriber locations intended for use in conveying data
communications on a cable television system.
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Cable Modem Termination System (CMTS) Cable modem termination system, located at the cable
television system head-end or distribution hub, which provides complementary functionality to the cable
modems to enable data connectivity to a wide-area network.

Cable Modem Termination System - Network Side Interface (CMTS-NSI) The interface, defined in
[DOCSIS3], between a CMTS and the equipment on its network side.

Cable Modem to CPE Interface (CMCI) The interface, defined in [DOCSIS4], between a CM and CPE.

Carrier Hum Modulation The peak-to-peak magnitude of the amplitude distortion relative to the RF carrier
signal level due to the fundamental and low-order harmonics of the power-supply frequency.

Carrier-to-Noise Ratio (C/N or CNR) The ratio of signal power to noise power in the defined measurement
bandwidth. For digital modulation, CNR = E /N, the energy-per-symbol to noise-density ratio; the signal power
is measured in the occupied bandwidth, and the noise power is normalized to the modulation-rate bandwidth. For
video, the measurement bandwidth is 4 MHz.

CCCM CPE Controlled Cable Modem. Refer to the DOCSIS Cable Modem to Customer Premise Equipment
Interface (CMCI) specification.

Channel The frequency spectrum occupied by a signal. Usually specified by center frequency and bandwidth
parameters.

Chip Each of the 128 bits comprising the S-CDMA spreading codes.
Chip Duration The time to transmit one chip of the S-CDMA spreading code. The inverse of the chip rate.

Chip Rate The rate at which individual chips of the S-CDMA spreading codes are transmitted. (1280 to 5120
kHz)

Classifier A set of criteria used for packet matching according to TCP, UDP, IP, LLC, and/or 802.1P/Q packet
fields. A classifier maps each packet to a Service Flow. A Downstream Classifier is used by the CMTS to assign
packets to downstream service flows. An Upstream Classifier is used by the CM to assign packets to upstream
service flows.

CM See Cable Modem.

CMCI See Cable Modem to CPE Interface.

CMTS See Cable Modem Termination System.

CMTS-NSI See Cable Modem Termination System - Network Side Interface.

Code Hopping Matrix A shifted version of the reference code matrix (see below) that is used when code
hopping is employed to vary the codes used by each CM. The Code Hopping Matrix is either 128 rows by 128
columns (when all 128 codes are active) or is 127 rows by 128 columns (when less than 128 codes are active in
the S-CDMA spreader-on frame). When less than 128 codes are active, Code 0 (all ones) is deleted from the

matrix, but all remaining codes are still cycled through even if less than 127 codes are active in a frame.

Composite Second Order Beat (CSO) The peak of the average level of distortion products due to second-
order non-linearities in cable system equipment.

Composite Triple Beat (CTB) The peak of the average level of distortion components due to third-order non-
linearities in cable system equipment.
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CPE See Customer Premises Equipment.

Cross-Modulation A form of television signal distortion where modulation from one or more television
channels is imposed on another channel or channels.

Customer See End User.

Customer Premises Equipment (CPE) Equipment at the end user’s premises; MAY be provided by the end
user or the service provider.

Data Link Layer Layer 2 in the Open System Interconnection (OSI) architecture; the layer that provides
services to transfer data over the transmission link between open systems.

DCC Dynamic Channel Change.

DHCP See Dynamic Host Configuration Protocol.

Distribution Hub A location in a cable television network which performs the functions of a head-end for
customers in its immediate area, and which receives some or all of its television program material from a Master
Head-end in the same metropolitan or regional area.

DOCSIS® Data-Over-Cable Service Interface Specifications.

DOCSIS 1.x Abbreviation for “DOCSIS 1.0 or 1.1”.

Downstream In cable television, the direction of transmission from the head-end to the subscriber.

Drop Cable Coaxial cable that connects to a residence or service location from a directional coupler (tap) on
the nearest coaxial feeder cable.

Dynamic Host Configuration Protocol (DHCP) An Internet protocol used for assigning network-layer (IP)
addresses.

Dynamic Range The ratio between the greatest signal power that can be transmitted over a multichannel
analog transmission system without exceeding distortion or other performance limits, and the least signal power
that can be utilized without exceeding noise, error rate or other performance limits.

ECN See Engineering Change Notice.

ECO See Engineering Change Order.

ECR See Engineering Change Request.

Electronic Industries Association (EIA) A voluntary body of manufacturers which, among other activities,
prepares and publishes standards.

End User A human being, organization, or telecommunications system that accesses the network in order to
communicate via the services provided by the network.

Engineering Change Notice The final step in the procedure to change specifications.
Engineering Change Order The second step in the procedure to change specifications. DOCSIS posts ECO

to web site EC table and ECO page (with indication of ECO Comment Deadline). DOCSIS issues ECO
announcement to DOCSIS-announce and working group mail lists (with indication of ECO Comment Deadline).
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Engineering Change Request The first step in the procedure to change specifications. DOCSIS issues ECR
number, posts to web site EC table and ECR page. DOCSIS sends ECR to subject area working group mail list
(and author).

Errored Second Any I-sec interval containing at least one bit error.

Extended Subsplit A frequency division scheme that allows bidirectional traffic on a single coaxial cable.
Reverse path signals come to the head-end from 5 to 42 MHz. Forward path signals go from the head-end from
50 or 54 MHz to the upper frequency limit.

FDDI See Fiber Distributed Data Interface.

Feeder Cable Coaxial cables that run along streets within the served area and connect between the individual
taps which serve the customer drops.

Fiber Distributed Data Interface (FDDI) A fiber-based LAN standard.
Fiber Node A point of interface between a fiber trunk and the coaxial distribution.

Forward Channel The direction of RF signal flow away from the head-end toward the end user; equivalent to
Downstream.

Frame See MAC frame and S-CDMA frame.!

Group Delay The difference in transmission time between the highest and lowest of several frequencies
through a device, circuit or system.

Guard Band Minimum time allocated between bursts in the upstream referenced from the symbol center of
the last symbol of a burst to the symbol center of the first symbol of the following burst. The guard band should
be at least the duration of five symbols plus the maximum system timing error.

Guard Time The term guard time is similar to the guard band, except that it is measured from the end of the
last symbol of one burst to the beginning of the first symbol of the preamble of an immediately following burst.

Thus, the guard time is equal to the guard band — 1.2

Harmonic Related Carrier (HRC) A method of spacing television channels on a cable television system in
exact 6-MHz increments, with all carrier frequencies harmonically related to a common reference.

Head-end The central location on the cable network that is responsible for injecting broadcast video and other
signals in the downstream direction. See also Master Head-End, Distribution Hub.

Header Protocol control information located at the beginning of a protocol data unit.
HFC See Hybrid Fiber/Coax (HFC) System.

High Frequency (HF) Used in this document to refer to the entire subsplit (5-30 MHz) and extended subsplit
(5-42 MHz) band used in reverse channel communications over the cable television network.

I Revised this Glossary term per ECNRFIv2.0-N-05.0220-2 by GO on 6/22/05.
2. “Guard Time” entry revised, “Guard Band” entry added per RF12-N-02085 by RKV on 10/28/02.
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High Return A frequency division scheme that allows bi-directional traffic on a single coaxial cable. Reverse
channel signals propagate to the head-end above the downstream passband.

Hum Modulation Undesired modulation of the television visual carrier by the fundamental or low-order
harmonics of the power supply frequency, or other low-frequency disturbances.

Hybrid Fiber/Coax (HFC) System A broadband bidirectional shared-media transmission system using fiber
trunks between the head-end and the fiber nodes, and coaxial distribution from the fiber nodes to the customer
locations.

ICMP See Internet Control Message Protocol.

IE See Information Element.

IEEE See Institute of Electrical and Electronic Engineers.

IETF See Internet Engineering Task Force.

IGMP See Internet Group Management Protocol.

Incremental Related Carriers (IRC) A method of spacing NTSC television channels on a cable television
system in which all channels except 5 and 6 correspond to the standard channel plan, used to reduce composite

triple beat distortions.

Institute of Electrical and Electronic Engineers (IEEE) A voluntary organization which, among other
things, sponsors standards committees and is accredited by the American National Standards Institute.

International Electrotechnical Commission (IEC) An international standards body.

International Organization for Standardization (ISO) An international standards body, commonly known
as the International Standards Organization.

Internet Control Message Protocol ICMP) An Internet network-layer protocol.

Internet Engineering Task Force (IETF) A body responsible, among other things, for developing standards
used in the Internet.

Internet Group Management Protocol IGMP) A network-layer protocol for managing multicast groups on
the Internet

Impulse Noise Noise characterized by non-overlapping transient disturbances.

Information Element The fields that make up a MAP and define individual grants, deferred grants, etc.
Internet Protocol (IP) An Internet network-layer protocol.

Interval Usage Code A field in MAPs and UCDs to link burst profiles to grants.

IP See Internet Protocol.

IUC See Interval Usage Code.

L2VPN see Layer 2 Virtual Private Networking.1
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Latency The time, expressed in quantity of symbols, taken for a signal element to pass through a device.

Layer A subdivision of the Open System Interconnection (OSI) architecture, constituted by subsystems of the
same rank

Link Layer See Data Link Layer.
LLC See Logical Link Control (LLC) procedure.

Local Area Network (LAN) A non-public data network in which serial transmission is used for direct data
communication among data stations located on the user’s premises.

Logical Link Control (LLC) procedure In a local area network (LAN) or a Metropolitan Area Network
(MAN), that part of the protocol that governs the assembling of data link layer frames and their exchange
between data stations, independent of how the transmission medium is shared.

Logical (Upstream) Channel A MAC entity identified by a unique channel ID and for which bandwidth is
allocated by an associated MAP message. A physical upstream channel may support multiple logical upstream
channels. The associated UCD and MAP messages completely describe the logical channel.

MAC See Media Access Control (MAC) procedure.

MAC Frame MAC header plus optional PDU.

MAC Service Access Point An attachment to a MAC-sublayer domain. Refer to Sections 5.2 and 8.1.2.2.
MAP See Bandwidth Allocation Map.

Master Head-End A head-end which collects television program material from various sources by satellite,
microwave, fiber and other means, and distributes this material to Distribution Hubs in the same metropolitan or
regional area. A Master Head-End MAY also perform the functions of a Distribution Hub for customers in its
own immediate area.

Mean Time to Repair (MTTR) In cable television systems, the MTTR is the average elapsed time from the
moment a loss of RF channel operation is detected up to the moment the RF channel operation is fully restored.

Media Access Control (MAC) address The “built-in” hardware address of a device connected to a shared
medium.

Media Access Control (MAC) procedure In a subnetwork, that part of the protocol that governs access to the
transmission medium independent of the physical characteristics of the medium, but taking into account the
topological aspects of the subnetworks, in order to enable the exchange of data between nodes. MAC procedures
include framing, error protection, and acquiring the right to use the underlying transmission medium.

Media Access Control (MAC) sublayer The part of the data link layer that supports topology-dependent
functions and uses the services of the Physical Layer to provide services to the logical link control (LLC)
sublayer.

Micro-reflections Echoes in the forward transmission path due to departures from ideal amplitude and phase
characteristics.

I Added this item to the Glossary per ECN RFIv2.0-N-05.02221-4 by GO on 11/23/05.

16



Radio Frequency Interface Specification CM-SP-RFIv2.0-112-071206

Mid Split A frequency division scheme that allows bi-directional traffic on a single coaxial cable. Reverse
channel signals propagate to the head-end from 5 to 108 MHz. Forward path signals go from the head-end from
162 MHz to the upper frequency limit. The diplex crossover band is located from 108 to 162 MHz.

Mini-Slot A “mini-slot” is an integer multiple of 6.25-microsecond increments. The relationship between
mini-slots, bytes and time ticks is described in Section 9.3.4.

Modulation Rate The signaling rate of the upstream modulator (1280 to 5120 kHz). In S-CDMA, the chip
rate. In TDMA, the channel symbol rate.

Moving Picture Experts Group (MPEG) A voluntary body which develops standards for digital compressed
moving pictures and associated audio.

MPEG See Moving Picture Experts Group.
MSAP See MAC Service Access Point.

Multipoint Access User access in which more than one terminal equipment is supported by a single network
termination.

Multipoint Connection A connection among more than two data network terminations.
NACO Network Access Control Object.

National Cable Television Association (NCTA) A voluntary association of cable television operators which,
among other things, provides guidance on measurements and objectives for cable television systems in the USA.

National Television Systems Committee (NTSC) Committee which defined the analog color television
broadcast standard used today in North America.

Network Layer Layer 3 in the Open Systems Interconnection (OSI) architecture; the layer that provides
services to establish a path between open systems.

Network Management The functions related to the management of data link layer and physical layer
resources and their stations across the data network supported by the hybrid fiber/coax system.

Number Of Allocated Codes The total number of codes which a single CM uses in a single S-CDMA frame.
This number is determined by the size of the grants in minislots and the mapping of these minislots to S-CDMA
frames (note that a CM may receive multiple grants which are mapped to a single S-CDMA frame). The number
of allocated codes can be in the range of the number of Codes per Mini-slot to the number of active codes, and
may vary from frame to frame, but is constant within an S-CDMA frame.

Open Systems Interconnection (OSI) A framework of ISO standards for communication between different
systems made by different vendors, in which the communications process is organized into seven different
categories that are placed in a layered sequence based on their relationship to the user. Each layer uses the layer
immediately below it and provides a service to the layer above. Layers 7 through 4 deal with end-to-end
communication between the message source and destination, and layers 3 through 1 deal with network functions.

Organizationally Unique Identifier (OUI) A 3-octet IEEE assigned identifier that can be used to generate
Universal LAN MAC addresses and Protocol Identifiers per ANSI/IEEE Std 802 for use in Local and

Metropolitan Area Network applications.

OSI See Open Systems Interconnection.
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OUI See Organization Unique Identifier.

Packet Identifier (PID) A unique integer value used to identify elementary streams of a program in a single-
or multi-program MPEG-2 stream.

Partial Grant A grant that is smaller than the corresponding bandwidth request from the CM.

Payload Header Suppression The suppression of the header in a payload packet. (e.g., the suppression of the
Ethernet header in forwarded packets)

Payload Unit Start Indicator (PUSI) A flag in an MPEG header. A value of 1 indicates the presence of a
pointer field as the first byte of the payload.

PHS See Payload Header Suppression.

PHY See Physical (PHY) Layer.

Physical (PHY) Layer Layer 1 in the Open System Interconnection (OSI) architecture; the layer that provides
services to transmit bits or groups of bits over a transmission link between open systems and which entails
electrical, mechanical and handshaking procedures.

Physical Media Dependent (PMD) Sublayer A sublayer of the Physical Layer which is concerned with
transmitting bits or groups of bits over particular types of transmission link between open systems and which
entails electrical, mechanical and handshaking procedures.

PID See Packet Identifier.

PMD See Physical Media Dependent (PMD) Sublayer.

Primary Service Flow All CMs have a Primary Upstream Service Flow and a Primary Downstream Service
Flow. They ensure that the CM is always manageable and they provide a default path for forwarded packets that

are not classified to any other Service Flow

Program-Specific Information (PSI) In MPEG-2, normative data necessary for the demultiplexing of
Transport Streams and the successful regeneration of programs.

Program Stream In MPEG-2, a multiplex of variable-length digital video and audio packets from one or more
program sources having a common time-base.

Protocol A set of rules and formats that determines the communication behavior of layer entities in the
performance of the layer functions.

Provisioned Service Flow A Service Flow that has been provisioned as part of the Registration process, but
has not yet been activated or admitted. It may still require an authorization exchange with a policy module or
external policy server prior to admission.

PSI  See Program-Specific Information.

QAM See Quadrature Amplitude Modulation.

QoS Parameter Set The set of Service Flow Encodings that describe the Quality of Service attributes of a
Service Flow or a Service Class. (Refer to Annex C.2.2.5)

QPSK See Quadrature Phase-Shift Keying.
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Quadrature Amplitude Modulation (QAM) A method of modulating digital signals onto a radio-frequency
carrier signal involving both amplitude and phase coding.

Quadrature Phase-Shift Keying (QPSK) A method of modulating digital signals onto a radio-frequency
carrier signal using four phase states to code two digital bits.

Radio Frequency (RF) In cable television systems, this refers to electromagnetic signals in the range 5 to
1000 MHz.

Reference Code Matrix A 128-by-128 element matrix formed by stacking successive spreading codes on top
of each other, i.e., the bottom row of the reference code matrix is Code 0 (all ones) and the top row is Code 127.
The code elements are placed in the matrix from right to left, i.e., the right-most column of the code matrix is the
first element of each code, and the left-most column is the last element of each code.

Request For Comments (RFC) A technical policy document of the IETF; these documents can be accessed
on the World Wide Web at http://www.rfc-editor.org/.

Return Loss The parameter describing the attenuation of a guided wave signal (e.g., via a coaxial cable)
returned to a source by a device or medium resulting from reflections of the signal generated by the source.

Reverse Channel The direction of signal flow towards the head-end, away from the subscriber; equivalent to
Upstream.

RFC See Request for Comments.

Routing Information Protocol (RIP) A protocol of the IETF for exchanging routing information about IP
networks and subnets.

SAID See Security Association Identifier.

S-CDMA Frame A two dimensional representation of mini-slots, where the dimensions are codes and time.
An S-CDMA frame is composed of p active codes in the code dimension and K spreading intervals in the time
dimension. Within the S-CDMA frame, the number of mini-slots is determined by the number of codes per mini-
slot (c) and p, the number of active codes in the S-CDMA frame. Each S-CDMA frame thus contains s mini-
slots, where s=p/c, and each mini-slot contains ¢*K information (QAM) symbols.

S-CDMA Subframe A subframe is a vertically-smaller subset of an S-CDMA frame over which interleaving
is performed, where the vertical dimension is R' codes, where R' < p (the number of active codes). A subframe is
generally used to constrain the interleaving region to be of a similar size to the Reed-Solomon codeword in order
to provide protection from impulse noise.

Security Association Identifier A Baseline Privacy security identifier between a CMTS and a CM.

Service Access Point (SAP) The point at which services are provided by one layer, or sublayer to the layer
immediately above it.

Service Class A set of queuing and scheduling attributes that is named and that is configured at the CMTS. A
Service Class is identified by a Service Class Name. A Service Class has an associated QoS Parameter Set.

Service Class Name An ASCII string by which a Service Class may be referenced in modem configuration
files and protocol exchanges.

Service Data Unit (SDU) Information that is delivered as a unit between peer service access points
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Service Flow A MAC-layer transport service which:

¢ Provides unidirectional transport of packets from the upper layer service entity to the RF;

¢ Shapes, polices, and prioritizes traffic according to QoS traffic parameters defined for the Flow.
Service Flow Identifier (SFID) An identifier assigned to a service flow by the CMTS. [32 bits]

Service Flow Reference A message parameter in Configuration Files and Dynamic Service MAC messages
used to associate Classifiers and other objects in the message with the Service Flow Encodings of a requested
Service Flow.

Service Identifier (SID) A Service Flow Identifier assigned by the CMTS (in addition to a Service Flow
Identifier) to an Active or Admitted Upstream Service Flow. [14 bits]

SID See Service Identifier.

Simple Network Management Protocol (SNMP) A network management protocol of the IETF.

SMS See Spectrum Management System.

SNAP See Subnetwork Access Protocol.

SNMP See Simple Network Management Protocol.

Spectrum Management System (SMS) A system, defined in [SMS], for managing the RF cable spectrum.

Spread Symbol Or Spreading Interval At the output of the spreader, a group of 128 chips which comprise a
single S-CDMA spreading code, and are the result of spreading a single information (QAM) symbol. One spread
symbol = one spreading interval = 128 chips = one information (QAM) symbol.

Spreader-Off S-CDMA Burst A transmission from a single CM in a spreader-off frame on an S-CDMA
channel defined by the time in which the CM’s transmitter turns on to the time it turns off. There will generally
be several spreader off bursts in a spreader-off frame.

Spreader-Off S-CDMA Frame TDMA mini-slots on an S-CDMA channel in which the spreader is turned
off. These are differentiated from TDMA bursts on a TDMA channel in that, for example, the number of mini-
slots per spreader-off SCDMA burst frame is constrained to be the same as the number of mini-slots in a
spreader-on SCDMA frame (s). This number of mini-slots will be less than the number of TDMA mini-slots in a
TDMA channel over the same time interval if the number of active codes is significantly less than 128.

Spreading Interval Time to transmit a single complete S-CDMA spreading code, equal to the time to transmit
128 chips. Also, time to transmit a single information (QAM) symbol on an S-CDMA channel. See also Spread
Symbol.

Sub-Channel A logical channel sharing same upstream spectrum (RF center frequency and RF channel) with
other logical channels.

Sublayer A subdivision of a layer in the Open System Interconnection (OSI) reference model.
Subnetwork Subnetworks are physically formed by connecting adjacent nodes with transmission links.

Subnetwork Access Protocol (SNAP) An extension of the LLC header to accommodate the use of 802-type
networks as IP networks.
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Subscriber See End User.

Subsplit A frequency-division scheme that allows bi-directional traffic on a single cable. Reverse path signals
come to the head-end from 5 to 30 (up to 42 on Extended Subsplit systems) MHz. Forward path signals go from
the head-end from 50 or 54 MHz to the upper frequency limit of the cable network.

Subsystem An element in a hierarchical division of an Open System that interacts directly with elements in the
next higher division or the next lower division of that open system.

System Clock Period The period of the 10.24 MHz system clock, nominally 97.65625 ns.

Systems Management Functions in the application layer related to the management of various open systems
Interconnection (OSI) resources and their status across all layers of the OSI architecture.

TFTP See Trivial File-Transfer Protocol.

Tick 6.25-microsecond time intervals that are the reference for upstream mini-slot definition and upstream
transmission times.

Tilt Maximum difference in transmission gain of a cable television system over a given bandwidth (typically
the entire forward operating frequency range).

TLV See Type/Length/Value.

Transit Delay The time difference between the instant at which the first bit of a PDU crosses one designated
boundary, and the instant at which the last bit of the same PDU crosses a second designated boundary.

Transmission Control Protocol (TCP) A transport-layer Internet protocol which ensures successful end-to-
end delivery of data packets without error.

Transmission Convergence Sublayer A sublayer of the Physical Layer that provides an interface between the
Data Link Layer and the PMD Sublayer.

Transmission Link The physical unit of a subnetwork that provides the transmission connection between
adjacent nodes.

Transmission Medium The material on which information signals may be carried; e.g., optical fiber, coaxial
cable, and twisted-wire pairs.

Transmission System The interface and transmission medium through which peer physical layer entities
transfer bits.

Transmit On/Off Ratio In multiple-access systems, the ratio between the signal powers sent to line when
transmitting and when not transmitting.

Transport Stream In MPEG-2, a packet-based method of multiplexing one or more digital video and audio
streams having one or more independent time bases into a single stream.

Trivial File-Transfer Protocol (TFTP) An Internet protocol for transferring files without the requirement for
user names and passwords that is typically used for automatic downloads of data and software.

Trunk Cable Cables that carry the signal from the head-end to groups of subscribers. The cables can be either
coaxial or fiber depending on the design of the system.
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Type/Length/Value (TLV) An encoding of three fields, in which the first field indicates the type of element,
the second the length of the element, and the third field the value.

UCC Upstream Channel Change
Upstream The direction from the subscriber location toward the head-end.

Upstream Channel Descriptor (UCD) The MAC Management Message used to communicate the
characteristics of the upstream physical layer to the cable modems.
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4 Functional Assumptions

This section describes the characteristics of cable television plant to be assumed for the purpose of operating a
data-over-cable system. It is not a description of CMTS or CM parameters. The data-over-cable system MUST
be interoperable within the environment described in this section.

This section applies to the first technology option referred to in Section 1.1 (1.1.1 Scope). For the second option,
refer to Annex F.

Whenever any reference in this section to frequency plans or compatibility with other services conflicts with any
legal requirement for the area of operation, the latter shall take precedence. Any reference to NTSC analogue
signals in 6 MHz channels does not imply that such signals are physically present.

4.1 Broadband Access Network

A coaxial-based broadband access network is assumed. This may take the form of either an all-coax or hybrid-
fiber/coax (HFC) network. The generic term “cable network™ is used here to cover all cases.

A cable network uses a shared-medium, tree-and-branch architecture with analog transmission. The key
functional characteristics assumed in this document are the following:
¢ Two-way transmission.

¢ A maximum optical/electrical spacing between the CMTS and the most distant CM of 100 miles in each
direction, although typical maximum separation may be 10-15 miles.

¢ A maximum differential optical/electrical spacing between the CMTS and the closest and most distant
modems of 100 miles in each direction, although this would typically be limited to 15 miles.!

At a propagation velocity in fiber of approximately 1.5 ns/ft, 100 miles of fiber in each direction results in a
round-trip delay of approximately 1.6 ms. For further information, see VIIL?

4.2 Equipment Assumptions

4.21 Frequency Plan

In the downstream direction, the cable system is assumed to have a passband with a lower edge between 50 and
54 MHz and an upper edge that is implementation-dependent but is typically in the range of 300 to 864 MHz.
Within that passband, NTSC analog television signals in 6-MHz channels are assumed to be present on the
standard, HRC or IRC frequency plans of [EIA-S542], as well as other narrowband and wideband digital signals.

In the upstream direction, the cable system may have a subsplit (5-30 MHz) or extended subsplit (5-40 or 5-42
MHz) passband. NTSC analog television signals in 6-MHz channels may be present, as well as other signals.

L Phrase “in each direction” added to second and third bulleted items per RF12-N-02104 by RKV on 10/28/02.
2 Section 4.1, last paragraph added per RFI2-N-02104 by RKV on 10/28/02.
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4.2.2 Compatibility with Other Services
The CM and CMTS MUST coexist with the other services on the cable network. In particular,

a) They MUST be interoperable in the cable spectrum assigned for CMTS-CM interoperation while the
balance of the cable spectrum is occupied by any combination of television and other signals; and

b) They MUST NOT cause harmful interference to any other services that are assigned to the cable network in
spectrum outside of that allocated to the CMTS.

The latter is understood as

¢ No measurable degradation (highest level of compatibility),

e No degradation below the perceptible level of impairments for all services (standard or medium level of com-
patibility), or

* No degradation below the minimal standards accepted by the industry (for example, FCC for analog video
services) or other service provider (minimal level of compatibility).

4.2.3 Fault Isolation Impact on Other Users

As the data-over-cable system is a shared-media, point-to-multipoint system, fault-isolation procedures should
take into account the potential harmful impact of faults and fault-isolation procedures on numerous users of the
data-over-cable and other services.

For the interpretation of harmful impact, see Section 4.2.2 above.

4.2.4 Cable System Terminal Devices

The CM MUST meet and SHOULD exceed all applicable regulations for Cable System Termination Devices and
Cable Ready Consumer Equipment as defined in FCC Part 15 [FCC15] and Part 76 [FCC76]. None of these
specific requirements may be used to relax any of the specifications contained elsewhere within this document.

4.3 RF Channel Assumptions

The data-over-cable system, configured with at least one set of defined physical-layer parameters

(e.g., modulation, forward error correction, modulation rate, etc.) from the range of configuration settings
described in this specification, MUST be interoperable on cable networks having characteristics defined in this
section in such a manner that the forward error correction provides for equivalent operation in a cable system
both with and without the impaired channel characteristics described below.

4.3.1 Transmission Downstream

The RF channel transmission characteristics of the cable network in the downstream direction are described in
Table 4-1. These numbers assume total average power of a digital signal in a 6-MHz channel bandwidth for
carrier levels unless indicated otherwise. For impairment levels, the numbers in Table 4-1 assume average power
in a bandwidth in which the impairment levels are measured in a standard manner for cable TV system. For
analog signal levels, the numbers in Table 4-1 assume peak envelope power in a 6-MHz channel bandwidth. All
conditions are present concurrently. No combination of the following parameters will exceed any stated interface
limit defined elsewhere in this specification.
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Table 4-1 Assumed Downstream RF Channel Transmission Characteristics (see note 1)

Parameter

Value

Frequency range

Cable system normal downstream operating range is
from 50 MHz to as high as 860 MHz. However, the

values in this table apply only at frequencies >= 88 MHz.

RF channel spacing (design bandwidth)

6 MHz

Transit delay from head-end to most distant customer

<= 0.800 msec (typically much less)

Carrier-to-noise ratio in a 6-MHz band

Not less than 35 dB (see note 2,3)

Carrier-to-Composite triple beat distortion ratio

Not less than 41 dB (see note 2,3)

Carrier-to-Composite second order distortion ratio

Not less than 41 dB (see note 2,3)

Carrier-to-Cross-modulation ratio

Not less than 41 dB (see note 2,3)

Carrier-to-any other discrete interference (ingress)

Not less than 41 dB (see note 2,3)

Amplitude ripple

3 dB within the design bandwidth (see note 2)

Group delay ripple in the spectrum occupied by the CMTS

75 ns within the design bandwidth (see note 2)

Micro-reflections bound for dominant echo

-20 dBc @ <= 1.5 psec, -30 dBc @ > 1.5 ysec
-10 dBc @ <= 0.5 psec, -15 dBc @ <= 1.0 ysec (see
note 2)

Carrier hum modulation

Not greater than -26 dBc (5%) (see note 2)

Burst noise

Not longer than 25 ysec at a 10 Hz average rate (see
note 2)

Maximum analog video carrier level at the CM input

17 dBmV

Maximum number of analog carriers

121

Notes to Table 4-1:

1. Transmission is from the head-end combiner to the CM input at the customer location.
2. Measurement methods defined in [NCTA] or [CableLabs1].

3. Measured relative to a QAM signal that is equal to the nominal video level in the plant.

4.3.2 Transmission Upstream

The RF channel transmission characteristics of the cable network in the upstream direction are described in Table
4-2. All conditions are present concurrently. No combination of the following parameters will exceed any stated
interface limit defined elsewhere in this specification.
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Table 4-2 Assumed Upstream RF Channel Transmission Characteristics (see note 1)

Parameter Value
Frequency range 5 to 42 MHz edge to edge
Transit delay from the most distant CM to the nearest CM | <= 0.800 msec (typically much less)
or CMTS
Carrier-to-interference plus ingress (the sum of noise, Not less than 25 dB (Note 2)

distortion, common-path distortion and cross-modulation
and the sum of discrete and broadband ingress signals,
impulse noise excluded) ratio

Carrier hum modulation Not greater than -23 dBc (7.0%)

Burst noise Not longer than 10 ysec at a 1 kHz average
rate for most cases (Notes 3 and 4)

Amplitude ripple 5-42 MHz: 0.5 dB/MHz

Group delay ripple 5-42 MHz: 200 ns/MHz

Micro-reflections — single echo -10 dBc @ <= 0.5 psec

-20 dBc @ <= 1.0 pysec
-30dBc @ > 1.0 pysec

Seasonal and diurnal reverse gain (loss) variation Not greater than 14 dB min to max

Notes to Table 4-2:
1.  Transmission is from the CM output at the customer location to the head-end.

2. Ingress avoidance or tolerance techniques may be used to ensure operation in the presence of time-varying discrete
ingress signals that could be as high as 10 dBc. The ratios are guaranteed only within the digital carrier channels.

3. Amplitude and frequency characteristics sufficiently strong to partially or wholly mask the data carrier.
4. Impulse noise levels more prevalent at lower frequencies (< 15 MHz).

4.3.2.1 Availability

Typical cable network availability is considerably greater than 99%.

4.4 Transmission Levels

The nominal power level of the downstream CMTS signal(s) within a 6-MHz channel is targeted to be in the
range -10 dBc to -6 dBc relative to analog video carrier level and will normally not exceed analog video carrier
level. The nominal power level of the upstream CM signal(s) will be as low as possible to achieve the required
margin above noise and interference. Uniform power loading per unit bandwidth is commonly followed in
setting upstream signal levels, with specific levels established by the cable network operator to achieve the
required carrier-to-noise and carrier-to-interference ratios.

4.5 Frequency Inversion

There will be no frequency inversion in the transmission path in either the downstream or upstream directions,
i.e., a positive change in frequency at the input to the cable network will result in a positive change in frequency
at the output.
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5 Communication Protocols

This section provides a high-level overview of the communication protocols that must be used in the data-over-
cable system. Detailed specifications for the physical media dependent, downstream transmission, and media
access control sublayers are provided in Section 6, Section 7, and Section 8, respectively.

5.1 Protocol Stack

The CM and CMTS operate as forwarding agents and also as end-systems (hosts). The protocol stacks used in
these modes differ as shown below.

The principal function of the cable modem system is to transmit Internet Protocol (IP) packets transparently
between the head-end and the subscriber location. Certain management functions also ride on IP, so that the
protocol stack on the cable network is as shown in Figure 5-1 (this does not restrict the generality of IP
transparency between the head-end and the customer). These management functions include, for example,
supporting spectrum management functions and the downloading of software.

5.1.1 CM and CMTS as Hosts

CMs and CMTSes operate as IP and LLC hosts in terms of IEEE Standard 802 [IEEE802] for communication
over the cable network. The protocol stack at the CM and CMTS RF interfaces is shown in Figure 5-1.

SNMP TFTP DHCP

UDP

IP, ICMP

ARP

LLC/DIX

|
Link
Security

MAC

Transmission
Convergence
(Downstream Only)

PMD

Figure 5-1 Protocol Stack on the RF Interface
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The CM and CMTS MUST function as IP hosts. As such, the CM and CMTS MUST support IP and ARP over
DIX link-layer framing (see [DIX]). The CMTS MUST NOT transmit frames that are smaller than the DIX 64
byte minimum on a downstream channel.! However, the CM MAY transmit frames that are smaller than the DIX
64 byte minimum on an upstream channel.

The CM and CMTS MAY also support I[P and ARP over SNAP framing [RFC-1042].

The CM and CMTS also MUST function as LLC hosts. As such, the CM and CMTS MUST respond
appropriately to TEST and XID requests per [ISO8802-2].

5.1.2 Data Forwarding Through the CM and CMTS

5.1.2.1 General

Data forwarding through the CMTS MAY be transparent bridging,2 or MAY employ network-layer forwarding
(routing, IP switching) as shown in Figure 5-2.

Data forwarding through the CM is link-layer transparent bridging, as shown in Figure 5-2. Forwarding rules are
similar to [ISO/IEC10038] with the modifications described in Section 5.1.2.2 and Section 5.1.2.3. This allows
the support of multiple network layers.

CMTS Stack CM Stack
L P
i Transparent
Forwarding |802.2/DIX LLC 802.2/DIX LLC] o p 802.2/DIX
Data ging
i ; ’ i : LLC
Link Link Security Link Security
Layer
Cable MAC Cable MAC 802.3/DIX
MAC
DS TC DS TC
Upstrm Laver Upstrm
PHY Layer Laver | Cable r | cable 802.3
Cable | pup able | ppmp 10Base-T
PMD PMD

o I L.,

Cable Network

CMTS-NSI Transmission CMCI Interface
Interface to/from
to/from Customer
Network Premises

Equipment Equipment

Figure 5-2 Data Forwarding Through the CM and CMTS

Forwarding of IP traffic MUST be supported. Other network layer protocols MAY be supported. The ability to
restrict the network layer to a single protocol such as IP MUST be supported.

The 802.1d spanning tree protocol of [ISO/IEC10038] with the modifications described in Annex E MAY be
supported by CMs intended for residential use. CMs intended for commercial use MUST support this version of
spanning tree. CMs and CMTSes MUST include the ability to filter (and disregard) 802.1d BPDUs.

L Except as a result of Payload Header Suppression. Refer to Section 10.4.

2. With the exception that for packet PDUs less than 64 bytes to be forwarded from the upstream RFI, a CMTS
MUST pad out the packet PDU and recompute the CRC.
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This specification assumes that CMs intended for residential use will not be connected in a configuration which
would create network loops such as that shown in Figure 5-3.

Cable Network
CMTS

CM #1 CM #2

Local |
1S0O8802
Network CPE

Figure 5-3 Example Condition for Network Loops

Although provisions exist in this specification for frames to be passed from a higher-layer entity to be forwarded
by the cable modem, these frames MUST be treated identically to frames arriving at the CPE port. In particular,
all of the forwarding rules defined in Section 5.1.2.3 MUST apply to these frames.!

5.1.2.2 CMTS Forwarding Rules

At the CMTS, if link-layer forwarding is used, then it MUST conform to the following general 802.1d
guidelines:

¢ Link-layer frames MUST NOT be duplicated.
e Stale frames (those that cannot be delivered in a timely fashion) MUST be discarded.

e Link-layer frames, on a given Service Flow (refer to Section 8.1.2.3), MUST be delivered in the order they
are received.

The address-learning and -aging mechanisms used are vendor-dependent.

If network-layer forwarding is used, then the CMTS should conform to IETF Router Requirements [RFC-1812]
with respect to its CMTS-RFI and CMTS-NSI interfaces.

Conceptually, the CMTS forwards data packets at two abstract interfaces: between the CMTS-RFI and the
CMTS-NSI, and between the upstream and downstream channels. The CMTS MAY use any combination of
link-layer (bridging) and network-layer (routing) semantics at each of these interfaces. The methods used at the
two interfaces need not be the same.

Forwarding between the upstream and downstream channels within a MAC layer differs from traditional LAN
forwarding in that:

¢ A single channel is simplex, and cannot be considered a complete interface for most protocol (e.g., 802.1d
spanning tree, Routing Information Protocol per [RFC-1058]) purposes.
¢ Upstream channels are essentially point-to-point, whereas downstream channels are shared-media.

¢ Policy decisions may override full connectivity.

I Section 5.1.2.1, last paragraph added per RFI2-N-02171 by RKV on 10/29/02.
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For these reasons, an abstract entity called the MAC Forwarder exists within the CMTS to provide connectivity
between stations within a MAC domain (see Section 5.2).

5.1.2.3 CM Forwarding Rules

Data forwarding through the CM is link-layer bridging with the following specific rules.

5.1.2.3.1 CPE MAC Address Acquisition

The CM MUST acquire Ethernet MAC addresses of connected CPE devices, either from the provisioning
process or from learning, until the CM acquires its maximum number of CPE MAC addresses (a device-
dependent value). Once the CM acquires its maximum number of CPE MAC addresses, then newly discov-
ered CPE MAC addresses MUST NOT replace previously acquired addresses. The CM must support acquisi-
tion of at least one CPE MAC address.

The CM MUST allow configuration of CPE addresses during the provisioning process (up to its maximum
number of CPE addresses) to support configurations in which learning is not practical nor desired.

Addresses provided during the CM provisioning MUST take precedence over learned addresses.
CPE addresses MUST NOT be aged out.

In order to allow modification of user MAC addresses or movement of the CM, addresses are not retained in
non-volatile storage. On a CM reset (e.g., power cycle), all provisioned and learned addresses MUST be dis-
carded.

5.1.2.3.2 Forwarding

CM forwarding in both directions MUST conform to the following general 802.1d guidelines:

Link-layer frames MUST NOT be duplicated.
Stale frames (those that cannot be delivered in a timely fashion) MUST be discarded.

Link-layer frames MUST be delivered in the order that they are received on a given Service Flow (refer to
Section 8.1.2.3). In the upstream direction, the CM may perform one or more frame/packet processing
functions on frames received from the CMCI prior to classifying them to a Service Flow. In the downstream
direction, the CM may perform one or more frame/packet processing functions on frames received from the
HFC prior to transmitting them on the CMCI. Example processing functions include: DOCSIS protocol
filtering as specified in [DOCSIS5] section 7.3, a policy-based filtering service as described in Section
10.1.6.1 and Appendix I, and priority-based queuing to support 802.1P/Q services. !

Cable-Network-to-CMCI forwarding MUST follow the following specific rules:

Frames addressed to unknown destinations MUST NOT be forwarded from the cable port to the CPE ports.

Broadcast frames MUST be forwarded to the CPE ports, unless they are from source addresses which are
provisioned or learned as supported CPE devices, in which case they MUST NOT be forwarded.

The forwarding of multicast is controlled by administratively set filters and by either IGMP (refer to Section
5.3.1) or static provisioning (refer to Annex C.1.2.12). Multicast frames MUST NOT be forwarded unless

both filtering and either IGMP or static multicast provisioning are in a permissive state.

N

- This bulleted item updated per RFI2-N-02161 by RKV on 10/29/02.

Revised this bullet statement per ECN RFIv2.0-N-04.0143-4 by GO on 7/8/04.
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CMCI-to-Cable-Network forwarding MUST follow the following specific rules:

¢ Frames addressed to unknown destinations MUST be forwarded from all CPE ports to the cable port.
¢ Broadcast frames MUST be forwarded to the cable port.

e Multicast frames MUST be forwarded to the cable port in accordance with filtering configuration settings
specified by the cable operator’s operations and business support systems.

¢ Frames from source addresses other than those provisioned or learned as supported CPE devices MUST NOT
be forwarded.

e Other (non-supported) CPE source addresses MUST be learned from all CPE ports and this information used
to filter local traffic as in a traditional learning bridge.

¢ Frames addressed to destination addresses that are learned from all CPE ports MUST be filtered as local
traffic.!

5.2 The MAC Forwarder

The MAC Forwarder is a MAC sublayer that resides on the CMTS just below the MAC service access point
(MSAP) interface, as shown in Figure 5-4. It is responsible for delivering upstream frames to

¢ One or more downstream channels
e The MSAP interface

In Figure 5-4, the LLC sublayer and link security sublayers of the upstream and downstream channels on the
cable network terminate at the MAC Forwarder.

The MSAP interface user may be the NSI-RFI Forwarding process or the CMTS’s host protocol stack.

Host IP Stack,
incl. LLC
and 802.2/DIX

|
| \
| \
| \
\ + + MAC Service |
\ Access Point |
I AN \
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RFI-NSI Forwarding
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f—Th
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Downstream Channels

Figure 5-4 MAC Forwarder

Delivery of frames may be based on data-link-layer (bridging) semantics, network-layer (routing) semantics, or
some combination. Higher-layer semantics may also be employed (e.g., filters on UDP port numbers). The
CMTS MUST provide IP connectivity between hosts attached to cable modems, and must do so in a way that
meets the expectations of Ethernet-attached customer equipment. For example, the CMTS must either forward

I Section 5.1.2.3.2 updated per RF12-N-02171 by RKV on 10/29/02.
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ARP packets or it must facilitate a proxy ARP service. The CMTS MAC Forwarder MAY provide service for
non-IP protocols.

Note that there is no requirement that all upstream and downstream channels be aggregated under one MSAP as
shown above. The vendor could just as well choose to implement multiple MSAPs, each with a single upstream
and downstream channel.

5.2.1 Rules for Data-Link-Layer Forwarding

The requirements in this section apply if the MAC Forwarder is implemented using only data-link-layer
semantics.

Delivery of frames is dependent on the Destination Address within the frame. The means of learning the location
of each address is vendor-dependent, and MAY include:

¢ Transparent-bridging-like source-address learning and aging
* Gleaning from MAC Registration Request messages

e Administrative means

If the destination address of a frame is unicast, and that address is associated with a particular downstream
channel, then the frame MUST be forwarded to that channel.!

If the destination address of a frame is unicast, and that address is known to reside on the other (upper) side of the
MSAP interface, then the frame MUST be delivered to the MSAP interface.

If the destination address is broadcast, multicast,2 or unknown, the frame MUST be delivered to both the MSAP
and to all downstream channels (with the exception of the 5.3.1.2 multicast forwarding rules).
Delivery rules are similar to those for transparent bridging:

e Frames MUST NOT be duplicated.
¢ Frames that cannot be delivered in a timely fashion MUST be discarded.
e The Frame Check Sequence SHOULD be preserved rather than regenerated.

e Frames, on a given Service Flow (refer to Section 8.1.2.3), MUST be delivered in the order they are received.

5.3 Network Layer

As stated above, the purpose of the data-over-cable system is to transport IP traffic transparently through the
system.

The Network Layer protocol is the Internet Protocol (IP) version 4, as defined in [RFC-791], and migrating to IP
version 6.

This document imposes no requirements for reassembly of IP packets.

I Vendors may implement extensions, similar to static addresses in 802.1d/ISO 10038 bridging, that cause such

frames to be filtered or handled in some other manner.

2 All multicasts, including 802.1d/ISO 10038 Spanning Tree Bridge BPDUs, MUST be forwarded.
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5.3.1 Requirements for IGMP Management

There are two basic modes of IGMP capability that are applicable to a DOCSIS 2.0 device (CMTS and CM). The
first mode is a passive operation in which the device selectively forwards IGMP based upon the known state of
multicast session activity on the subscriber side (an example of this is described in Appendix V). In passive
mode, the device derives its IGMP timers based on the rules specified in section 3.3.1.1 of [DOCSIS11]. The
second mode is an active operation in which the device terminates and initiates IGMP based upon the known
state of multicast session activity on the subscriber side. One example of the latter, active, mode is commonly
referred to as an IGMP-Proxy implementation side (as described in [ID-IGMP]). A more complete example of an
active IGMP device is that of a Multicast Router.

Active and Passive IGMP devices MUST support IGMPv2 [RFC-2236].

5.3.1.1 IGMP Timer Requirements

The following IGMP timer requirements apply only when the device (CMTS / CM) is operating in passive IGMP
mode:

¢ The device MUST NOT require any specific configuration for the associated multicast timer values and
MUST be capable of adhering to the timers specified in this section.

¢ The device MAY provide configuration control that overrides the default values of these timers.

¢ The device MUST derive the Membership Query Interval by looking at the inter-arrival times of the Member-
ship Query messages. Formally: If n <2, MQI = 125 else MQI = MAX (125, MQ,,- MQ,,_;), where MQI is
the Membership Query Interval in seconds, n is the number of Membership Queries seen, and MQ,, is the
epoch time at which the nth Membership Query was seen to the nearest second.

¢ The Query Response Interval is carried in the Membership Query packet. The Query Response Interval
MUST be assumed to be 10 seconds if not otherwise set (or set to 0) in the Membership Query packet.

5.3.1.2 CMTS Rules

e If link-layer forwarding of multicast packets is used, the CMTS MUST forward all Membership Queries on
all downstream channels using the appropriate 802.3 multicast group (e.g., 01:00:5E:xx:xx:xx where
xx:xx:xx are the low order 23 bits of the multicast address expressed in hex notation. Refer to [IMA].).

e The CMTS MUST forward the first copy of Solicited and Unsolicited Membership Reports for any given
group received on its upstream RF interface to all of its downstream RF interfaces. However, if membership
is managed on a per downstream RF interface basis, Membership Reports and IGMP v2 Leave messages
MAY be forwarded only on the downstream interface to which the reporting CPE’s CM is connected.

¢ The CMTS SHOULD suppress the transmission of additional Membership Reports (for any given group)
downstream for at least the Query Response Interval. If the CMTS uses data-link-layer forwarding, it MUST
also forward the Membership Report out all appropriate Network Side Interfaces.

e The CMTS SHOULD suppress the downstream transmission of traffic to any IP multicast group that does not
have subscribers on that downstream RF interface (subject to any administrative controls).

¢ [fthe CMTS performs network-layer forwarding of multicast packets, it MUST support Active IGMP mode.

e If link-layer forwarding of multicast packets is used, the CMTS SHOULD support Passive IGMP mode and
MAY support Active IGMP mode.
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5.3.1.3 CM Rules

The CM MUST support IGMP with the cable-specific rules specified in this section.

The CM MUST implement the passive IGMP mode. Additionally, the CM MAY implement the active IGMP

mo

de. If it implements the active IGMP mode, the CM MUST support a capability to switch between modes.

5.3.1.3.1 Multicast Forwarding Requirements

The following requirements apply to both passive and active modes of IGMP operations:

The CM MUST NOT forward Membership Queries from its CPE interface to its RF interface.

The CM MUST NOT forward Membership Reports or IGMP v2 Leaves received on its RF interface to its
CPE interface.

The CM MUST NOT forward multicast traffic from its RF interface to its CPE interface unless a device on its
CPE interface is a member of that I[P multicast group.

The CM MUST forward multicast traffic from its CPE interface to its RF interface unless administratively
(via configuration or other mechanism) prohibited.

As a result of receiving a Membership Report on its CPE interface, the CM MUST begin forwarding traffic
for the appropriate IP multicast group. The CM MUST stop forwarding multicast traffic from the RF to the
CPE side whenever the CM has not received a Membership Report from the CPE side for more than the
Membership Interval, which is (2 * MQI) + QRI, where MQI is the Membership Query Interval and QRI is
the Query Response Interval.

The CM MAY stop forwarding traffic from the RF to the CPE side for a particular multicast group prior to the
expiration of the Membership Interval (see above) if it can determine (for example, via an IGMP LEAVE
message and the appropriate protocol exchange) that there are no CPE devices subscribed to that particular
group.

The following requirements apply only when the CM is operating in passive IGMP mode:

The CM MUST forward traffic for the ALL-HOSTS multicast group from its RF interface to its CPE inter-
face unless administratively prohibited. The CPE MUST always be considered a member of this group. In
particular, the CM MUST forward ALL-HOSTS Group Queries that pass permit filters on its RF interface to
its CPE interface.

Upon receiving a Membership Report on its CPE interface, the CM MUST start a random timer between 0
and 3 seconds. During this time period, the CM MUST discard any additional Membership Reports received
in its CPE interface for the associated multicast group. If the CM receives a Membership Report on its HFC
interface for the associated multicast group, the CM MUST discard the Membership Report received on its
CPE interface. If the random timer expires without the reception of a Membership Report on the CMs HFC
interface, the CM MUST transmit the Membership Report received on its CPE interface.

The following requirements apply only when the CM is operating in active IGMP mode:

¢ The CM MUST implement the Host portion of the IGMP v2 protocol [RFC-2236] on its RF interface for

CPEs with active groups and MUST NOT act as a Querier on its RF interface.

e The CM MUST act as an IGMPv2 Querier on its CPE interface.

If the CM has received a Membership Report on its downstream RF interface for groups active on the CMs
CPE interface within the Query Response Interval, it MUST suppress transmission on its upstream RF inter-
face of such Membership Reports.
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e The CM MUST suppress all subsequent Membership Reports for this group until such time as the CM
receives a Membership Query (General or Specific to this Group) on its RF interface or a IGMPv2 Leave is
received for this group from the CPE interface.

e The CM MUST treat Unsolicited Membership Reports (IGMP JOINs) from its CPE interface as a response to
a Membership Query received on its RF interface. Upon receipt of this unsolicited JOIN from its CPE inter-
face, the CM MUST start a random timer according to the Host State Diagram, specified in [RFC-2236], and
MUST use a Query Response Interval of 3 seconds. As specified above, if the CM receives a Membership
Report on its RF interface for this group during this random time period, it MUST suppress transmission of
this Join on its upstream RF interface.

¢ On startup, the CM SHOULD send one or more General Queries on its CPE interface (as described in [RFC-
2236]) in order to quickly and reliably determine membership information for attached CPEs.!

Note: Nothing in this section would prohibit the CM from being specifically configured to not forward certain multicast traffic as
a matter of network policy.

5.4 Above the Network Layer

The subscribers will be able to use the transparent IP capability as a bearer for higher-layer services. Use of these
services will be transparent to the CM.

In addition to the transport of user data, there are several network management and operation capabilities which
depend upon the Network Layer. These include:
¢ SNMP (Simple Network Management Protocol, [RFC-1157]), MUST be supported for network management.

e TFTP (Trivial File Transfer Protocol, [RFC-1350]), a file transfer protocol, MUST be supported for down-
loading operational software and configuration information, as modified by TFTP Timeout Interval and
Transfer Size Options [RFC-2349].

e DHCP (Dynamic Host Configuration Protocol, [RFC-2131]), a framework for passing configuration informa-
tion to hosts on a TCP/IP network, MUST be supported.

¢ Time of Day Protocol, [RFC-868], MUST be supported to obtain the time of day.

DHCP, TFTP, and ToD client messages generated by the CM MUST only be sent via the RF Interface. DHCP,
TFTP and ToD client messages include DHCPDISCOVER, DHCPREQUEST, DHCPDECLINE,
DHCPRELEASE, DHCPINFORM, TFTP-RRQ, TFTP-ACK, and ToD request.

The CM’s DHCP, TFTP, and ToD client MUST ignore DHCP, TFTP, and ToD server messages received on the
CMCI port. DHCP, TFTP, and ToD server messages include: DHCPOFFER, DHCPACK, DHCPNAK, TFTP-
DATA, and ToD time message.

5.5 Data Link Layer

The Data Link Layer is divided into sublayers in accordance with [[EEE802], with the addition of Link-Layer
security in accordance with [DOCSISS]. The sublayers, from the top, are:

¢ Logical Link Control (LLC) sublayer (Class 1 only)
e Link-Layer Security sublayer
® Media Access Control (MAC) sublayer

I Added this bullet statement per ECN RFIv2.0-N-03.0120-2 by GO on 02/11/04.
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5.5.1 LLC Sublayer

The LLC sublayer MUST be provided in accordance with [ISO/IEC10039]. Address resolution MUST be used
as defined in [RFC-826]. The MAC-to-LLC service definition is specified in [ISO/IEC10039].

5.5.2 Link-Layer Security Sublayer

Link-layer security MUST be provided in accordance with [DOCSISS].

5.5.3 MAC Sublayer

The MAC sublayer defines a single transmitter for each downstream channel - the CMTS. All CMs listen to all
frames transmitted on the downstream channel upon which they are registered and accept those where the
destinations match the CM itself or CPEs reached via the CMCI port. CMs can communicate with other CMs
only through the CMTS.

The upstream channel is characterized by many transmitters (CMs) and one receiver (the CMTS). Time in the
upstream channel is slotted, providing for Time Division Multiple Access at regulated time ticks. The CMTS
provides the time reference and controls the allowed usage for each interval. Intervals may be granted for
transmissions by particular CMs, or for contention by all CMs. CMs may contend to request transmission time.
To a limited extent, CMs may also contend to transmit actual data. In both cases, collisions can occur and retries
are used.

Section 8 describes the MAC-sublayer messages from the CMTS which direct the behavior of the CMs on the
upstream channel, as well as messaging from the CMs to the CMTS.

5.5.3.1 MAC Service Definition

The MAC sublayer service definition is in Appendix 1.

5.6 Physical Layer

The Physical (PHY) layer is comprised of two sublayers:

¢ Transmission Convergence sublayer (present in the downstream direction only)
e Physical Media Dependent (PMD) sublayer

5.6.1 Downstream Transmission Convergence Sublayer

The Downstream Transmission Convergence sublayer exists in the downstream direction only. It provides an
opportunity for additional services over the physical-layer bitstream. These additional services might include, for
example, digital video. Definition of any such additional services is beyond the scope of this document.

This sublayer is defined as a continuous series of 188-byte MPEG [ITU-T H.222.0] packets, each consisting of a
4-byte header followed by 184 bytes of payload. The header identifies the payload as belonging to the data-over-
cable MAC. Other values of the header may indicate other payloads. The mixture of payloads is arbitrary and
controlled by the CMTS.

The Downstream Transmission Convergence sublayer is defined in Section 7 of this document.
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5.6.2 PMD Sublayer

The Physical Media Dependent sublayer is defined in Section 6, “Physical Media Dependent Sublayer
Specification,” on page 39.

5.6.2.1 Interface Points
Three RF interface points are defined at the PMD sublayer:

a) Downstream output on the CMTS
b) Upstream input on the CMTS
¢) Cable in/out at the cable modem

Separate downstream output and upstream input interfaces on the CMTS are required for compatibility with
typical downstream and upstream signal combining and splitting arrangements in head-ends.
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6 Physical Media Dependent Sublayer Specification

6.1 Scope

This specification defines the electrical characteristics and signal processing operations for a cable modem (CM)
and cable modem termination system (CMTS). It is the intent of this specification to define an interoperable CM
and CMTS such that any implementation of a CM can work with any CMTS. It is not the intent of this
specification to imply any specific implementation.

This section applies to the first technology option referred to in Section 1.1 (1.1.1 Scope). For the second option,
refer to Annex F.

Whenever any reference in this section to spurious emissions conflicts with any legal requirement for the area of
operation, the latter shall take precedence.

6.2 Upstream

6.2.1 Overview

The upstream Physical Media Dependent (PMD) sublayer uses a FDMA/TDMA (herein called TDMA mode) or
FDMA/TDMA/S-CDMA (herein called S-CDMA mode) burst type format, which provides six modulation rates
and multiple modulation formats. The use of TDMA or S-CDMA mode is configured by the CMTS via MAC
messaging.

FDMA (frequency division multiple access) indicates that multiple RF channels are assigned in the upstream
band. A CM transmits on a single RF channel unless reconfigured to change channels. TDMA (time division
multiple access) indicates that upstream transmissions have a burst nature. A given RF channel is shared by
multiple CMs via the dynamic assignment of time slots. S-CDMA (synchronous code division multiple access)
indicates that multiple CMs can transmit simultaneously on the same RF channel and during the same TDMA
time slot, while being separated by different orthogonal codes.

In this document, the following naming conventions are used. For TDMA, the term “modulation rate” refers to
the RF channel symbol rate (160 to 5120 ksps). For S-CDMA, the term “chip rate,” which is the modulation rate
(1280 to 5120 kHz) of a single bit of the S-CDMA spreading code, may be used interchangeably with
“modulation rate”. The “modulation interval” is the symbol period (TDMA mode) or chip period (S-CDMA
mode) and is the reciprocal of the modulation rate. At the output of the spreader, a group of 128 chips which
comprise a single S-CDMA spreading code, and are the result of spreading a single information (QAM
constellation) symbol is referred to as a “spread symbol”. The period of a spread symbol (128 chips) is called a
“spreading interval.” A “burst” is a physical RF entity that contains a single preamble plus data, and (in the
absence of preceding and following bursts) exhibits RF energy ramp-up and ramp-down.

In some cases logical zeros are used to pad data blocks; this indicates data with zero-valued binary bits, which
result in non-zero transmitted RF energy. In other cases a numerical zero is used; this denotes, for example,
symbols which result in zero transmitted RF energy (after ramp-up and ramp-down are taken into account).

The modulation format includes pulse shaping for spectral efficiency, is carrier-frequency agile, and has
selectable output power level.

Each burst supports a flexible modulation order, modulation rate, preamble, randomization of the payload, and
programmable FEC encoding.
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All of the upstream transmission parameters associated with burst transmission outputs from the CM are
configurable by the CMTS via MAC messaging. Many of the parameters are programmable on a burst-by-burst
basis.

The PMD sublayer can support a near-continuous mode of transmission, wherein ramp-down of one burst MAY
overlap the ramp-up of the following burst, so that the transmitted envelope is never zero. In TDMA mode, the
system timing of the TDMA transmissions from the various CMs MUST provide that the center of the last
symbol of one burst and the center of the first symbol of the preamble of an immediately following burst are
separated by at least the duration of five symbols. The guard band MUST be greater than or equal to the duration
of five symbols plus the maximum timing error. Timing error is contributed by both the CM and CMTS. CM
timing performance is specified in Section 6.2.19. Maximum timing error and guard band may vary with CMTSs
from different vendors. The term guard time is similar to the guard band, except that it is measured from the end
of the last symbol of one burst to the beginning of the first symbol of the preamble of an immediately following

burst. Thus, the guard time is equal to the guard band — 1.!

The PMD sublayer also supports a synchronous mode of transmission when using S-CDMA, wherein ramp-
down of one burst MAY completely overlap the ramp-up of the following burst, so that the transmitted envelope
is never zero. There is no guard time for transmission on S-CDMA channels. The system timing of the S-CDMA
transmissions from the various CMs MUST provide adequate timing accuracy so that different CMs do not
appreciably interfere with each other. S-CDMA utilizes precise synchronization so that multiple CMs can

transmit simultaneously.2

The upstream modulator is part of the cable modem which interfaces with the cable network. The modulator
contains the electrical-level modulation function and the digital signal-processing function; the latter provides
the FEC, preamble prepend, symbol mapping, and other processing steps.

At the Demodulator, similar to the Modulator, there are two basic functional components: the demodulation
function and the signal processing function. The Demodulator resides in the CMTS and there is one
demodulation function (not necessarily an actual physical demodulator) for each carrier frequency in use. The
demodulation function receives all bursts on a given frequency.

The demodulation function of the Demodulator accepts a varying-level signal centered around a commanded
power level and performs symbol timing and carrier recovery and tracking, burst acquisition, and demodulation.
Additionally, the demodulation function provides an estimate of burst timing relative to a reference edge, an
estimate of received signal power, may provide an estimate of signal-to-noise ratio, and may engage adaptive
equalization to mitigate the effects of a) echoes in the cable plant, b) narrowband ingress and ¢) group delay. The
signal-processing function of the Demodulator performs the inverse processing of the signal-processing function
of the Modulator. This includes accepting the demodulated burst data stream and decoding, etc. The signal-
processing function also provides the edge-timing reference and gating-enable signal to the demodulators to
activate the burst acquisition for each assigned burst slot. The signal-processing function may also provide an
indication of successful decoding, decoding error, or fail-to-decode for each codeword and the number of
corrected Reed-Solomon symbols in each codeword. For every upstream burst, the CMTS has a prior knowledge
of the exact burst length in modulation intervals (see Sections 6.2.19, 6.2.5.1, and Annex A.2).

6.2.2 Signal Processing Requirements

The signal processing order for each burst packet type MUST be compatible with the sequence shown in Figure
6-1. For TDMA mode, the signal processing order for each burst packet type MUST follow the order of steps in

I Last five sentences of this paragraph updated per RFI2-N-02085 by RKV on 10/28/02.
2 This paragraph updated per RFI2-N-02173 by RKV on 10/30/02.
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Figure 6-2. For S-CDMA mode, the signal processing order for each burst packet type MUST follow the order of

steps in Figure 6-3.

The blocks used only in S-CDMA consist of a TCM encoder, S-CDMA framer, and S-CDMA spreader. The

TCM encoder provides trellis modulation encoding of data symbols and is described in Section 6.2.8. The S-
CDMA framer maps mini-slots into code resources and provides interleaving of data symbols and is described in
Section 6.2.11. The S-CDMA spreader spreads S-CDMA framed symbols for transmission and is described in
Section 6.2.14, “S-CDMA Spreader,” on page 72.
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