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1 SCOPE

1.1 Introduction and Purpose

PacketCable SMA is a CableLabs effort designed to address the following areas.

e  Security - The ability to protect lives and property through professional monitoring, notifying first responders
(e.g., fire, police, and medical) and providing emergency alerts to authorized individuals like home occupants.
For example, fire and smoke sensors alert monitoring agencies who can notify and provide critical information
to local emergency personnel.

e Monitoring - The ability to self-monitor the status and activity in the home so that a user can be made aware of
any desired state changes. For example, when motion is detected by a motion sensor, real-time alerts such as
video or photo clips are transmitted to the desired recipients.

e Automation - The ability to automate and remotely control lifestyle conveniences such as lighting, heating,
cooling and appliances. For example, a user can remotely use a web portal to verify and control conditions such
as lighting or temperature in the home.

This document specifies the Signaling, Media, Quality of Service (QoS), and Security requirements to support the
PacketCable SMA Architecture. For the SMA gateway device architecture, provisioning and management
requirements please refer to [PKT-SMA-PROV].

1.2 Requirements

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

"MUST" This word means that the item is an absolute requirement of this specification.
"MUST NOT" This phrase means that the item is an absolute prohibition of this specification.
"SHOULD" This word means that there may exist valid reasons in particular circumstances to

ignore this item, but the full implications should be understood and the case carefully
weighed before choosing a different course.

"SHOULD NOT"  This phrase means that there may exist valid reasons in particular circumstances when
the listed behavior is acceptable or even useful, but the full implications should be
understood and the case carefully weighed before implementing any behavior
described with this label.

"MAY" This word means that this item is truly optional. One vendor may choose to include
the item because a particular marketplace requires it or because it enhances the
product, for example; another vendor may omit the same item.

11/21/08 CableLabs® 1
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2 REFERENCES

2.1 Normative References

In order to claim compliance with this specification, it is necessary to conform to the following standards and other
works as indicated, in addition to the other requirements of this specification. Notwithstanding, intellectual property
rights may be required to use or implement such normative references.

[ID ICE]

[ID TURN]

[PKT-CODEC-
MEDIA]

[PKT-MM]

[PKT-MM-WS]

[PKT-SEC1.5]

[PKT-SMA-
PROV]

[RFC 2616]
[RFC 2617]

[RFC 2818]
[RFC 3264]

[RFC 3268]

[RFC 4346]
[RFC 4566]
[RFC 5280]

[RFC 5389]
[W3 XML1.0]

[W3 XSD1.0]

IETF Internet-Draft, draft-ietf-mmusic-ice-19, Interactive Connectivity Establishment (ICE): A
Methodology for Network Address Translator (NAT) Traversal for Offer/Answer Protocols,
October 29, 2007, work in progress.

IETF Internet-Draft, draft-ietf-behave-turn-11, Traversal Using Relays around NAT (TURN):
Relay Extensions to Session Traversal Utilities for NAT (STUN), October 29, 2008, work in
progress.

PacketCable 2.0 Codec and Media Specification, PKT-SP-CODEC-MEDIA-105-080710, July
10, 2008, Cable Television Laboratories, Inc.

PacketCable Multimedia Specification, PKT-SP-MM-104-080522, May 22, 2008, Cable
Television Laboratories, Inc.

PacketCable Multimedia Web Service Interface Specification, PKT-SP-MM-WS-102-080522,
May 22, 2008, Cable Television Laboratories, Inc.

PacketCable 1.5 Security Specification, PKT-SP-SEC1.5-102-070412, April 12, 2007, Cable
Television Laboratories, Inc.

PacketCable SMA Provisioning Specification, PKT-SP-SMA-PROV-101-081121, November
21, 2008, Cable Television Laboratories, Inc.

IETF RFC 2616, Hypertext Transfer Protocol -- HTTP/1.1, June 1999.
IETF RFC 2617, HTTP Authentication: Basic and Digest Access Authentication, June 1999.

IETF RFC 2818, HTTP over TLS, May 2000.

IETF RFC 3264, An Offer/Answer Model with the Session Description Protocol (SDP), June
2002.

IETF RFC 3268, Advanced Encryption Standard (AES) cipher suites for Transport Layer
Security (TLS), June 2002.

IETF RFC 4346, The Transport Layer Security (TLS) Protocol Version 1.1, April 2006.
IETF RFC 4566, SDP: Session Description Protocol, July 2006.

IETF RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile, May 2008.

IETF RFC 5389, Session Traversal Utilities for NAT (STUN), October 2008.

Extensible Markup Language (XML) 1.0 (Fourth Edition), W3C Recommendation, August
2006.

XML Schema Part 1: Structures Second Edition, W3C Recommendation 28, October 2004.
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2.2 Informative References

This specification uses the following informative references.

[ID-ICE- IETF Internet-Draft, draft-rosenberg-mmusic-ice-nonsip-01, "Guidelines for Usage of
NONSIP] Interactive Connectivity Establishment (ICE) by non Session Initiation Protocol (SIP)
Protocols", July 14, 2008, work in progress.

[TR-MM-ARCH] PacketCable Multimedia Architecture Framework Technical Report, PKT-TR-MM-ARCH-
V02-051221, December 21, 2005, Cable Television Laboratories, Inc.

[TR-PKT-NFT] PacketCable NAT and Firewall Traversal Technical Report, PKT-TR-NFT-V05-080425,
April 25, 2008, Cable Television Laboratories, Inc.

[TR-SMA- PacketCable SMA Architecture Framework Technical Report, PKT-TR-SMA-ARCH-V01-
ARCH] 081121, November 21, 2008, Cable Television Laboratories, Inc.

2.3 Reference Acquisition

e Cable Television Laboratories, Inc., 858 Coal Creek Circle, Louisville, CO 80027; Phone +1-303-661-9100;
Fax +1-303-661-9199; http://www.cablelabs.com

e Internet Engineering Task Force (IETF), Internet: http://www.ietf.org/
Note: Internet-Drafts are draft documents valid for a maximum of six months and may be updated, replaced, or
obsoleted by other documents at any time.
The list of current Internet-Drafts can be accessed at http://www.ietf.org/ietf/1id-abstracts.txt.
Internet-Drafts may also be accessed at http://tools.ietf.org/html/

e  World Wide Web Consortium, www.w3c.org, c/o MIT, 32 Vassar Street, Room 32-G515, Cambridge,
MA 0213.
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3 TERMS AND DEFINITIONS

This specification uses the following terms:

Conditional
DSx Signaling
Event
Expression
Macro

NAT, NAPT

PacketCable Multimedia

RESTful web services
Schedule

An XML element that provides for conditional execution of statements
DSA, DSC, and DSD - the full range of Dynamic Service messaging
A change in a defined condition

An XML element that resolves to a value

A series of steps and logic that can be run

NATS perform IP address translation, typically interconnecting private and public
address domains. NAPT devices also translate ports in order to save IP addresses. In
this document, the term NAT also refers to NAPT devices.

An application agnostic QoS architecture for services delivered over DOCSIS
networks

Use of REST design principles via HTTP as the protocol

A time-based event generator

Statement A single step in a macro
Trigger Something that responds to an event by running a program
4 CableLabs” 11/21/08
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4 ABBREVIATIONS AND ACRONYMS

This specification uses the following abbreviations:

AS Application Server
AM Application Manager
CM Cable Modem
CMTS Cable Modem Termination System
DOCSIS Data-Over-Cable Service Interface Specifications
HTTP Hyper Text Transport Protocol
ICE Interactive Connectivity Establishment
IP Internet Protocol
MPEG Moving Picture Experts Group
NAT Network Address Translation
PCMM PacketCable Multimedia
PS Policy Server
QoS Quality of Service
REST REpresentational State Transfer
SMA Security, Monitoring and Automation
SMS Short Message Service
STUN Simple Traversal of UDP Through NAT
TLS Transport Layer Security
TURN Traversal Using Relay NAT
XML eXtensible Markup Language
11/21/08 CableLabs® 5
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5 OVERVIEW

The PacketCable Security, Monitoring and Automation (SMA) architecture describes a set of functional groups and
logical entities, as well as a set of interfaces that support the information flows exchanged between the entities.

This section provides:
e Anoverview of PacketCable SMA.

e Anoverview of the functional entities and areas addressed by this specification.

The remainder of this section provides an brief overview of PacketCable SMA, the functional area and entities.
Please refer to [TR-SMA-ARCH] for a detailed overview of PacketCable SMA.

5.1 PacketCable SMA

PacketCable SMA, as specified in this document identifies a set of functional groups and logical entities as
illustrated in Figure 1.

Central Station
Domain

Central Station
Server

% 4 Access Domain\ a Operator Domain N

otification

Server
Portal
Server

SMA Gateway wabe | pocsis CMTS e

= Content
(852 (oonr) | server
OTHER
(e.g., cellular) Packt_etCal?Ie Back Office
Multimedia Senvers

AN AN

Figure 1 - SMA Reference Architecture

/ Home Domain \ User Communication
Options

&
Home IP Network @

Dispatch

Keypad or
Touchscreen

Remote Control

Direct User Interface

ls

e
Sensor Network(s)

A

Security Panel

There are four domains that are identified, as described below:

e Home Domain: The Home Domain consists of the SMA gateway which communicates with servers in the
Operator Domain as well as entities in the home such as legacy security panels, sensors and controller
networks, home Internet protocol (IP) networks, and user interfaces (keypads, remote controls, Set-top Box
OCAP application, etc.).

e Access Domain: The Access Domain provides the communications path and QOS resources required to
facilitate communications between the SMA gateway and the Operator Domain. The Access Domain includes
the Cable Modem, and optional router, in the home as well as the Cable Modem Termination System in the
network.

6 CableLabs® 11/21/08



Security, Monitoring, and Automation Specification PKT-SP-SMA-I01-081121

e  Operator Domain: The Operator Domain contains an Event Server which communicates with the SMA
gateway. It also contains a Portal Server which allows the end user to check status, arm/disarm, and manage the
system through various interfaces such as web user interface. Other elements in the Operator Domain include
Operational Support Systems to facilitate billing, provisioning, customer care, and network management.

e Central Station Domain: The Central Station Domain contains hardware, software and communications
facilities required to receive critical alarms from the Event Server.

5.2 SMA Functional Entities

Figure 2 depicts typical SMA entities and their relationships, as relevant to the PacketCable SMA efforts. For
simplicity, the diagram indicates two domains, Operator and Home. Each domain contains a set of logical or
physical components.

11/21/08 CableLabs® 7
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Figure 2 - SMA Entities and Interactions

PacketCable SMA specified in this document focuses on the interface between two primary entities: the SMA
gateway and the Event Server. The SMA gateway resides in the customer premises, and acts as the conduit to
signaling interactions between the Operator and the SMA devices in the home. Communication from the Operator
domain is accomplished using the Event Server, the SMA gateway's counterpart in the MSO domain.

In the customer premise, the SMA gateway is responsible for communications with one or more security systems
("System"). Each System is a logical collection of one or more Components in the security system. Each
Component, in turn, represents Controls, Sensors, or both. Examples of Sensors include magnets (for doors and
windows), motion sensors, speakerphones (for listening in), and video cameras. These sensors are primarily
unidirectional, reporting state or other sensory information to the Gateway, but not accepting state changes.

8 CableLabs® 11/21/08
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Controls are similar to Sensors in that they represent devices deployed throughout the home. Controls are also
controllable, accepting requests for state changes from the SMA gateway. Examples of Controls include Lighting
controls, and the security Panel itself (arming and disarming it).

When a Security System detects a state change (e.g., in a sensor), it reports a security Event, a data object which
identifies the sensor and the state change. Each Event may be associated with one or more media data objects, to
include rich media information which is contextual to the event. Media types can be audio streams, video streams,
or still images.

The Event Server receives all events from the SMA gateway. When an Event is received, the Event Server will
iterate through one or more processing rules, termed Responders, which are rule-driven objects that listen for Events
of certain kinds, and respond appropriately. For example, one Responder might watch for Burglary events, and
respond with "dispatch the Police". Another Responder might watch for Arming or Disarming events, and respond
with "send an SMS message to the customer". Each of these types of responses (dispatch, SMS, etc.) are represented
by Response objects, for which three specific sample types are shown: Dispatch Response, SMS Response, and IVR
Response (IVR stands for "Interactive Voice Response”, also known as "automated outbound phone call").

5.3 SMA Functional Areas

PacketCable SMA, as specified in this document, addresses four functional areas: Signaling, Media, QoS, and
Security. These areas are described in the following sub-sections.

5.3.1 Signaling

PacketCable SMA Signaling refers to the communication between the SMA gateway and the Event Server. This
communication interface allows an MSO to control an SMA gateway and for the SMA gateway to respond to
queries, and report required events.

To be able to communicate, the SMA gateway and the Event Server need to be aware of each other. The SMA
gateway then needs to initiate communication with the Event Server and register to indicate its availability. Once
registered, the SMA gateway can communicate any events generated by the SMA devices in the Home Domain.
This also allows an Event Server to communicate MSO directives and information requests to the SMA gateway.

This interface is based on RESTful web services.
5.3.2 Media Session Establishment

Media in SMA may include both video and audio streams, also referred to as media sessions. Video sessions would
generally be one way streaming video, although bidirectional video is permissible. Audio sessions may be either
one-way or two-way. An example of a two-way audio stream would be a user pressing a panic button on an alarm
panel and establishing a call to the central station.

Media session establishment uses the Session Description Protocol (SDP) and the Offer/Answer model, as specified
in [RFC 4566] and [RFC 3264], respectively.

5.3.3 QoS

The Quality of Service for SMA is based on PacketCable Multimedia defined in [TR-MM-ARCH]. The components
that participate in QoS management in SMA take on the same behavior and have the same responsibilities as
defined in the PCMM specifications. Please refer to [TR-MM-ARCH] for more information on how the CM,
CMTS, and Policy Server components participate in QoS management.

11/21/08 CableLabs® 9
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The Event Server is responsible for identifying SMA requests that require QoS protection for packet flows that
traverse the DOCSIS access network. The Event Server is also responsible for reserving, committing, and releasing
QoS resources for all such flows.

The Application Manager serves as the interface between the PacketCable SMA architecture and the PacketCable
Multimedia architecture. Its function is to receive QoS requests from the Event Server and to create and manage the
PacketCable Multimedia Gates for each flow using the COPS-based pkt-mm-3 interface.

The communication between the Event Server and the Application Manager is based on the PacketCable
Multimedia Web Service Interface Specification defined in [PKT-MM-WS]. The choice of a web service for this
interface was made to allow for code reuse within the Event Server, which already has a RESTful web services
interface for communication with the SMA gateway.

5.3.4 Security

SMA signaling contains potentially sensitive and personally identifiable information, such as status change events
indicating conditions inside the house and instructions controlling SMA devices, such as alarm settings. Exposing
the SMA signaling interface to unauthorized individuals may result in an unacceptable security risk. Specifically,
without security, threats such as false event insertion, rogue instruction insertion, private data acquisition, and other
common man-in-the-middle, denial of service, and replay attacks may be possible.

To mitigate such security threats, it is recommended that the SMA signaling be protected by a security mechanism
to ensure the privacy of the communications as well as the authenticity and integrity of the data transmitted over the
communications channel. While DOCSIS provides BP1+ as a mechanism for ensuring message privacy,
authentication, and integrity, there are some situations in which relying on BPI+ may not be sufficient to address the
security risks. For example, deployments which have turned off BPI+ security mechanism and deployments in
which the SMA gateway resides on a customer’s local area network which is not protected by BPI+, another
security mechanism may be needed.

In keeping with the restful approach for SMA signaling, security in SMA is accomplished using Transport Layer
Security (TLS), as specified in [RFC 4346] and [RFC 3268]. The usage of TLS for message encryption and
message integrity is governed by configuration data. An SMA gateway may be configured to use TLS for all
communication with its Event Server. The Event Server may be configured to only accept communication with a
particular SMA gateway when that communication is protected by TLS. Some SMA gateways communicating with
an Event Server may be required to use TLS while other SMA gateways communicating with the same Event Server
may not be required to use TLS.

10 CableLabs® 11/21/08



Security, Monitoring, and Automation Specification PKT-SP-SMA-I01-081121

6 PACKETCABLE SMA SIGNALING INTERFACE REQUIREMENTS

PacketCable SMA focuses primarily on the interactions between the SMA gateway and the Event Server, and any
interfaces to support this communication. This specification describes the areas of Signaling, Media, QoS, and
Security. The interfaces required to support this are illustrated in Figure 3.

Y 4 N
K . TURN
pKt-sma-3 Server
STUN
pkt-sma-2 Server
SMA
Gateway
pkt-sma-1
Event . Application
Server pkt-mm-11 Manager
NAT
pkt-mm-3
CM pkt-mm-1 CMTS | pkemm-2| FPolicy
Server
\ Home Domain ) \ Operator Domain /

Figure 3 - SMA Interfaces

As shown in Figure 3, when the SMA gateway is connected via a DOCSIS Cable Modem, PacketCable SMA reuses
the PacketCable Multimedia interfaces for QoS. It also specifies three interfaces: pkt-sma-1, pkt-sma-2 and pkt-
sma-3. The latter two are only required when the SMA gateway is connected via a NAT device, and hence are
shown in italics. The functional areas addressed by these interfaces, and the interface requirements, are presented in
the following sub-sections.

6.1 SMA Signaling
The SMA Signaling Interface is illustrated in Figure 4.

SMA okt-sma 1 Event
Gateway Server

Figure 4 - SMA Signaling Interface
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The interface, termed pkt-sma-1, allows for communication between the SMA gateway and the Event Server. The
interface is realized via RESTful web services, which uses:

1. HTTP 1.1 ([RFC 2616]) as the communication protocol.

2. W3C XML 1.0 ([W3 XMLZ1.0]) for data definitions, with the data models created using the W3C XML
Schema Definition 1.0 ([W3 XSD1.0]).

This interface allows for the SMA gateway and the Event Server to send and receive SMA Messages. The
requirements related to the HTTP protocol usage and URI formation, the SMA messages, error handling, and the
backoff and retry mechanisms are specified in the following sub-sections.

6.1.1 HTTP Protocol Usage and URI Formation
This sub-section specifies the HTTP protocol usage and the HTTP URI formation. The following requirements

apply:

¢ An SMA gateway implementing the pkt-sma-1 interface specified in this document MUST comply with the
requirements specified in this sub-section.

e An Event Server implementing the pkt-sma-1 interface specified in this document MUST comply with the
requirements specified in this sub-section.

The version of HTTP to be used for pkt-sma-1 MUST be HTTP 1.1, as specified in [RFC 2616]. The subset of

possible HTTP operations that can be used for SMA messaging is limited to the following:

e GET

e POST
e PUT
e DELETE

The SMA gateway and the Event Server act as either the client or the server, based on the originator of an SMA
message. When the SMA gateway is the originator of a message, it MUST use the following format for HTTP URI
formation:
http://<Event Server FQDN>/<resource ID>[(?<query string>)]
When the Event Server is the originator of a message, it MUST use the following format for HTTP URI formation:
http://[<SMA gateway FQDN>/<resource ID>/[(?<query string>)]
Where:
<Event Server FQDN > is the Event Server FQDN, provided during configuration.
<SMA gateway FQDN > is the identifier of the SMA gateway.
<resource |D> is the identifier for the resource.
<query string> additional filter criteria for a message type of ‘instruction'.

The SMA gateway identifier (FQDN or URI) indicated above SHOULD include the Event Server Identifier. For
example, if the Event Server FQDN is es.example.com, an SMA gateway that is connected to it should have an
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FQDN of sg.es.example.com. This will allow network elements that wish to establish communication with an SMA
gateway (sg.es.example.com) to easily identify the Event Server through which a communication channel can be
established (es.example.com).

Certain resource identifiers are reserved by this document. They are as follows:

o ALLKNOWNSMADEVICES, refers to all the SMA devices known to an SMA gateway.

e ALLACTIVESMADEVICES, refers to the subset of all known SMA devices that are actively connected to an
SMA gateway.

e ALLINACTIVESMADEVICES, refers to the subset of all known SMA devices that are not actively connected
to an SMA gateway.

e <SMA Dev>/PROFILE, refers to the SMA device profile of the SMA device identified by <SMA Dev>.

e <SMA Dev>, refers to the current state of all the properties of the SMA device identified by <SMA Dev>.

e ev/<correlation ID | event ID, or HB>, refers to an event being generated, or the heartbeat.

When the SMA gateway related identifiers that refer to its connected SMA devices (above) are included in an
instruction, the SMA gateway MUST return the applicable device identifiers, display hames, namespaces, device

tag (optional), schema locations (if the namespace is not a URI, or the URI does not indicate the Schema location)
using the XML Schema specified in Annex A.6.

For the SMA device profile, refer to Annex A.9 and the example in Appendix I11. This does not return the current
state of the all properties. It returns the methods and properties supported by the specific device and related
information such as property types, default values etc. When the SMA device is asked to return the current state of
all the properties, the SMA device MUST return an SMA response (Annex A.5) that contains all the supported
properties and their corresponding values.

6.1.2 SMA Messages

The messages exchanged between the SMA gateway and the Event Server are termed as SMA messages. This
section provides more details regarding the SMA message types, message transmission, and their formats.

6.1.2.1 Message Types

SMA messages can be categorized into two types: Instructions and Events. The Event Server can send across
messages that control the state of the SMA services provided by the SMA gateway and the SMA network elements
in the Home Domain. The SMA gateway can also send across a request to request the property on an Event Server
(e.g., its registration state). Such SMA messages are termed instructions. A non-exhaustive list of instruction
messages follows:

e Add SMA device: adds a new SMA device to the SMA gateway.

o Delete SMA device: removes a SMA device from the SMA gateway.
e  Set Property: sets a SMA device property.

e  Get Property: gets a SMA device property.

e Query Home Domain: returns the queried properties (e.g., connection status) for SMA devices that are
connected to the SMA gateway in the home domain.

o Create Logical Directive: a new directive (e.g., macros, triggers, schedules) is added.
e Modify Logical Directive: a previously configured logical directive is updated.

e Delete Logical Directive: removes a previously configured directive.
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Messages can also be Events, which are messages that report the state of a particular entity or action on the
originating entity. Events can be generated as a result of modification to SMA features, but they do not themselves
modify the SMA features. They are transmitted from the SMA gateway to the Event Server and, optionally, the
other way around. Examples of events include:

e SMA device connectivity, e.g., new SMA device found.

e SMA device state change: e.g., the motion sensor was triggered.
6.1.2.2 Message Transmission

Based on the RESTful web services approach for SMA signaling, each SMA message is transmitted viaa HTTP
method (e.g., HTTP GET). The HTTP method identifies the intent:

e The HTTP GET operation is used to transmit an instruction to retrieve a resource. A resource can be one or
more properties, or property fields, within an Event Server, SMA gateway, or an SMA device. For example, the
instruction can request a list of all SMA devices connected to an SMA gateway.

e The HTTP POST operation is used to identify an SMA Message instruction or an event. An example of an
instruction is media session establishment. An example of an event is triggering of a sensor.

e The HTTP PUT operation is used to identify an instruction to modify the contents of a resource. For instance,
the Event Server can instruct the SMA gateway to modify the contents of a specific resource or property. It is to
be noted that such a resource already exist. For creation, a HTTP POST operation is used.

e The HTTP DELETE operation identifies an instruction to delete a specific resource. For example, the SMA
gateway may be instructed to delete a connected SMA device.
The following requirements apply to the SMA gateway:

e The SMA gateway MUST support the HTTP methods - GET, POST, PUT, DELETE - as specified in this
document. As a note, while the SMA gateway can receive a HTTP DELETE request, the SMA gateway MUST
NOT use the HTTP DELETE operation when it communicates with the Event Server.

e Upon receiving a HTTP request from the SMA gateway, the Event Server MUST respond immediately with a
suitable HTTP response (e.g., 200 OK). It is to be noted that of the HTTP method contains an instruction, the
HTTP response may or may not contain an SMA response as specified later in this section.

The following requirements apply to the Event Server:

e The Event Server MUST support the HTTP methods - GET, POST, PUT and DELETE - as specified in this
document.

e An Event Server that receives a HTTP DELETE operation from the SMA gateway MUST reject the request
with a HTTP 403 response.

e Upon receiving a HTTP request from the SMA gateway, the Event Server MUST respond immediately with a
suitable HTTP response (e.g., 200 OK). It is to be noted that when the HTTP method contains an instruction,
the HTTP response may or may not contain an SMA response as specified later in this section.

When the HTTP request contains an instruction, the HTTP response may or may not contain an SMA response to
the instruction. If the instruction resulted in the retrieval or generation of data, then there are two ways in which this
data can be transmitted:

e Synchronous, i.e., the data is transmitted within the HTTP response.

e Asynchronous, i.e., the data is transmitted later as an event (within an SMA event).
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The decision of synchronous or asynchronous is made based on the two timers: T1 and T2. Timer T1 indicates the
acceptable time for a HTTP Response, with or without an SMA response to the SMA instruction. Timer T2
indicates the acceptable time for the SMA response. The following SMA gateway requirements apply:

e An SMA gateway that receives an instruction viaa HTTP request MUST send an HTTP response within Timer
T1.

e An SMA gateway MUST respond with an SMA message to an instruction within Timer T2.

e An Event Server that does not receive a HTTP response or an SMA response within the specified timers, T1
and T2 respectively, MUST declare the instruction to have failed and retry.

The following Event Server requirements apply:

e An Event Server that receives an instruction via a HTTP request MUST send an HTTP response within Timer
T1.

e An Event Server MUST respond with an SMA response to an instruction within Timer T2.

e An SMA gateway that does not receive a HTTP response or an SMA response within the specified timers, T1
and T2 respectively, MUST declare the instruction to have failed and retry.

For asynchronous messages, the SMA requests and responses are correlated using a correlation ID. This correlation
ID MUST be used as the event ID when sending an asynchronous event. For all asynchronous SMA responses, the
cause of the event MUST be the label "instruction"”.

6.1.2.3 Message Format

The XML Schemas for the data inserted in the various SMA messages are specified in Annex A. The SMA gateway
MUST adhere to the following XML Schema definitions:

e Instruction

e Event

e Registration

e  Deregistration
e Response

e Device List

e Heartbeat

The Event Server MUST also adhere to the above XML Schema definitions. The XML Schemas and XML instance
documents comply with [W3 XML1.0] and [W3 XSD1.0], respectively.

The Device Profile data model is provided for SMA device vendors in an effort to provide a common, interoperable,
way in which a SMA device vendor can describe SMA device properties and methods. An example usage is
illustrated in Appendix I11.

6.1.3 Registration and Deregistration

This section specifies the registration and deregistration procedures for SMA services. They are specified in the
following sub-sections.
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6.1.3.1 Registration

The SMA gateway MUST register with the Event Server prior to exchanging SMA instructions or events. The
registration process authenticates the SMA gateway with the Event Server and also allows the Event Server to bind
an SMA gateway identity with a TCP or TLS connection terminating at the Event Server.

When TLS is used mutual authentication between the SMA gateway and the Event Server is accomplished via one
of two mechanisms: mutual authentication using X.509 certificates or HTTP digest authentication ([RFC 2617]).
When TLS is not used, digest authentication MAY be used. However, unless the TCP connection is integrity-
protected using other mechanisms, it is subject to security threats such as Man-in-the-Middle and impersonation.

Thus, unless it is explicitly configured to not use TLS, the SMA Gateway MUST attempt to establish TLS with the
Event Server. An SMA gateway that contains an X.509 certificate and is not explicitly configured to use digest (via
the configuration of a username and password) MUST present its certificate during TLS establishment.

If the SMA gateway is configured with a username it will anticipate digest authentication and MAY include an
Authorization header in the first SMA register request sent to the Event Server, as described in [RFC 2617]. If the
SMA gateway includes an Authorization header field in the first SMA register request, the Authorization header
field MUST contain an empty response parameter.

Whenever it attempts to establish a TLS connection, the SMA gateway MUST validate the Event Server certificate
during TLS setup as specified in Section 6.4.4.2 of this document. The SMA gateway MUST tear down the TCP
connection used for TLS communication if the server certificate is not valid.

Upon receiving the first register request from the SMA gateway, unless TLS was established via mutual
authentication, the Event Server SHOULD challenge the register request with a 401 response. When challenging a
register request, the Event Server MUST include a WWW-Authenticate message within the 401 response, as
described in [RFC 2617]. In some cases, the Event Server MAY accept the SMA gateway’s registration without
challenge and answer the register request with a 200 response. The determination of when to challenge the SMA
gateway’s registration request and when to allow registration without challenge is outside the scope of this
document. An example of where this behavior may be desired is in a situation where critical events need to be
exchanged and authentication, privacy, and integrity are ensured by non-SMA means.

Upon receiving the 401 to the first register request, the SMA gateway MUST send a subsequent register request to
the Event Server. The SMA gateway's second register request MUST include an appropriate response parameter
calculated from the nonce challenge presented in the 401 response from the Event Server.

Upon receiving the subsequent register request from the SMA gateway, the Event Server MUST validate the
response as per [RFC 2617], including validating that the nonce is not stale and that the response has been correctly
computed based on the shared secret and the nonce in the 401 from the Event Server. If the Event Server finds that
the response is invalid, it MAY respond with another 401 with a new nonce. Alternatively, if the Event Server finds
that the response is invalid, it MAY drop the TCP or TLS connection completely.

Unless configured not to use TLS, the SMA gateway MUST NOT start the SMA registration procedure until a
mutually authentication TLS connection is established. Once a TCP or TLS connection is established by the SMA
gateway, the SMA gateway MUST send an SMA register message inside an HTTP POST request to the Event
Server as an SMA event with a register body that is compliant with the XML Schema specified in A.3.

The SMA Gateway MUST use the following URI for a registration event:
http://<Event Server FQDN>/ev/register
If the Event Server finds that the response is valid, it MUST send a 200 response to the HTTP POST request. Once

registration is completed the same channel (TCP or TLS) is used for bidirectional communication between the SMA
gateway and the event server.
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6.1.3.2 Deregistration

Deregistration can be initiated by either the SMA gateway or the Event Server. Deregistration may occur for various
reasons. The SMA gateway may wish to deregister when it knows it needs to go offline for a period of time for a
reboot, for example, thus gracefully closing the connection with the Event Server. The Event Server may wish to
deregister when it needs to go offline for maintenance and thus needs to move existing registrations to another
Event Server.

When it wishes to deregister, the SMA gateway MUST send a deregister message inside an HTTP POST request to
the Event Server using the following URI:

http://<Event Server FQDN>/ev/deregister.

When the Event Server wishes to deregister the SMA gateway, the Event Server MUST send a deregister message
inside an HTTP POST request to the SMA gateway using the following URI:

http://<SMA gateway FQDN>/ev/deregister.

The body of the deregister request in either case will contain a reason for deregistration (e.g., "user initiated reset",
"load balancing™).

6.1.3.3 Body of register request

The SMA gateway MUST include the following in the body of the register request:
e SMA gateway URI

e  Manufacturer

e Model

e Version

e A comma separated list of SMA protocol versions that it supports (e.g., "1.0,1.1")

6.1.3.4 Body of deregister request

The SMA gateway MUST include the reason for deregistration in the body of the deregister request, as specified in
A.4. The Event Server MUST include the reason for the deregistration request in the body of the deregister request,
as specified in A.4. The Event Server SHOULD also include the wait time (i.e., how long to wait for next
registration attempt). The Event Server MAY include the URISs in the case it is redirecting the SMA gateway. When
the optional reconnection information is provided, the SMA gateway MUST act on the values provided.

6.1.4 Heartbeat

The presence of a TLS or TCP connection between the SMA gateway and the Event Server is a general indication
of the presence of a communication channel. However, it does not guarantee that signaling messages will be

received by either entity. This is accomplished by a special event message, termed heartbeat.

The heartbeat message is a simple request and response mechanism. When the SMA gateway wants to verify the
presence of an Event Server, it sends an event with the URI:

http://<Event Server FQDN>/ev/HB
When the Event Server wants to verify the presence of the SMA gateway, it sends an event with the URI:

http://<SMA gateway FQDN>/ev/HB
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The SMA gateway MUST wait for an operator configured period after the last successful communication it has with
the Event Server, prior to sending a heartbeat event. The time of last successful communication is specified as the
point in time when the SMA gateway received a request (e.g., HTTP GET) or a response (e.g., 2xx) from the Event
Server. For the configuration parameter, refer to [PKT-SMA-PROV]. If a transmitted Heartbeat message does not
receive a response, then the SMA gateway MUST retry as it would any other event and indicate the retry attempt
using the data elements as specified in Annex A.6. The receipt of a 200 OK response indicates that the Event Server
is capable of handling SMA signaling; the SMA gateway MUST treat all other responses as errors. Further, the
absence of a 200 OK response, even after retries, MUST be addressed as a connection failure by the SMA gateway.

The Event Server MUST adhere to the same requirements as the SMA gateway, with the roles reversed. However,
the configuration of the time-to-wait is out of scope for this document.

6.1.5 Error Handling

This section contains the SMA messaging error conditions and their handling at the Event Server and at the SMA
gateway. The Event Server's behavior upon receiving non-2xx HTTP responses from the SMA gateway is specified
in Table 1. The SMA gateway's behavior upon receiving non-2xx HTTP responses from the Event Server is

specified in Table 2.

Table 1 - Event Server behavior upon receiving HTTP responses from the SMA gateway

HTTP Response from SMA
gateway

Required Event Server
Action

Suggested action detail

HTTP 3xx responses

Event Server ignores and
retries.

Event Server: Retry using backoff algorithm. Log event, send alarm.
SMA gateway: Log event

HTTP 400, Bad Request

Event Server ignores and
retry.

Event Server: Retry using backoff algorithm. Log event, send alarm
SMA gateway: Log event

HTTP 401, Unauthorized

Event Server ignores and
retries.

Event Server: Retry using backoff algorithm. Log event, send alarm.
SMA gateway: Log event.

HTTP 407, Proxy Authentication
Required

Event Server ignores and
retries.

Event Server: Log event, if unsuccessful send alarm.
SMA gateway: Log event,

HTTP 408, Request Time-out

Event Server retries.

Event Server: Retry using backoff algorithm. Log event.
SMA gateway: Log event.

HTTP 488, Not Acceptable Here

Event Server verifies
SMA gateway URI

Event Server: Log event, verify SMA gateway URI

HTTP 503, Service Unavailable

Event Server retries.

Event Server: Retry using backoff algorithm. Log event.
SMA gateway: Log event.

Table 2 - SMA gateway behavior upon rec

eiving HTTP responses from the Event Server

HTTP Response from Event
Server

Required SMA
gateway Action

Suggested action detail

HTTP 301, Moved Permanently

SMA gateway retries to
new URI

SMA gateway: Store and use new URI, log event.

HTTP 305, Use Proxy

SMA gateway, if
authorized, retries to
proxy

SMA gateway: Store and use new URI, log event.

HTTP 307, Temporary Redirect

SMA gateway retries with
a different Event Server
URI.

SMA gateway: Store and use new URI, log event.

HTTP 400, Bad Request

SMA gateway retries.

SMA gateway: Retry one time, log event, continue operation as
appropriate (define behavior on repeated error responses). Indicate
error condition to user.

Event Server: Log event.
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HTTP Response from Event
Server

Required SMA
gateway Action

Suggested action detail

HTTP 401, Unauthorized

SMA gateway performs
authentication as
specified in Section
6.1.3.1

SMA gateway: Log event, indicate error condition to user. Retry
with proper authentication.

Event Server: Log event.

HTTP 407, Proxy Authentication
Required

SMA gateway performs
authentication as
specified in Section
6.1.3.1

SMA gateway: Log event, if unsuccessful, indicate error condition to
user.

Event Server: Log event.

HTTP 408, Request Time-out

SMA gateway retries.

SMA gateway: Retry with backoff algorithm. If persistent, indicate
error condition to user. Try on backup channel with appropriate
backoff algorithm.

HTTP 488, Not Acceptable Here

SMA gateway verifies
Event Server URI

If the Event Server URI matches what is configured, the SMA
gateway logs an event. If not, the SMA gateway retries with the

correct EventServerURI (which may be different from the
SignalingURI used for session establishment).

HTTP 503, Service Unavailable SMA gateway retries. SMA gateway: Log event. Retry with backoff algorithm. If persistent,
indicate error condition to user. Try on backup channel with

appropriate backoff algorithm.
Event Server: Log event.

When receiving an HTTP response code listed in Table 1, the Event Server MUST take the action listed in the table
corresponding to that response code. When receiving an HTTP response code listed in Table 2, the SMA gateway
MUST take the action listed in the table corresponding to that response code.

6.1.6 Backoff and Retry Procedures

In support of the continued proper operation of the SMA Service and the connected SMA devices, the SMA
gateway MUST maintain communication with the SMA Event Server. The system could be particularly vulnerable
during communication recovery situations including lost messages or network outages. The objectives are to

minimize any periods of service unavailability due to network problems, to prevent mass recovery situations from
overwhelming the network, and to keep the end user aware of the state of connection.

The following sections indicate the factors that are to be considered and balanced for system operation.

6.1.6.1 Maintaining Security

Security is to be maintained at the user premise. The requirements to support this are:

e The SMA gateway MUST use a connection recovery procedure that will not interfere with or compromise any
security mechanisms.

e The SMA gateway SHOULD log connectivity events including loss of communication with the Event Server
retry attempts and reconnections.

6.1.6.2 User Experience

The SMA gateway MUST automatically attempt to re-establish communication with the Event Server in the event
of error or network disconnection. If available, the SMA gateway SHOULD make use of a backup communications
channel, if it is determined that the primary communications channel is unavailable. The SMA gateway SHOULD
indicate to the user, if possible, the state of communication with the SMA Event Server.
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6.1.6.3 Behavior after area-wide outage

In order to control the reconnection and re-registration of SMA gateways after an area-wide communication outage:
e  The SMA gateway retry mechanism SHOULD include randomized retry intervals.

e The SMA gateway retry mechanism SHOULD have an exponential retry fall-off rate.

e The SMA gateway retry mechanism SHOULD have a maximum retry duration (e.g., 8, 12, 24 hours).

6.1.6.4 Long-term service shutdown

To provide the ability to support long-term service shutdown without dramatically affecting the performance of the
underlying network:

e The SMA gateway SHOULD have a limit on the time during which it will try to re-establish communication
with the Event Server (e.g., hours or days) after which the SMA gateway will enter a self-disconnected state.

e The SMA gateway SHOULD have a manual forced reconnect function to allow a user to re-establish
communication with the Event Server after the self-disconnected state has been entered.

6.1.7 SMA Logic

To allow for efficient controls over the SMA devices in the Home Domain, this document specifies logical
constructs that contain conditions and instructions. This is termed as SMA Logic. The specification language
introduces the following:

e Macro
e Trigger
e Schedule

SMA Logic requirements are specified in detail in Annex B. The SMA gateway MUST accept valid SMA logical
constructs when provided as part of the configuration, or as an update in an instruction. The SMA gateway MAY
reject invalid SMA logical constructs.

6.2 Media

PacketCable SMA supports both video and audio streams, also referred to as media sessions. Media sessions can be
requested by users who are within the home domain or outside of the home domain. The scope of this specification
is limited to the media sessions that are facilitated by signaling between the Event Server and the SMA gateway.
While it is possible for SMA devices to directly speak to media clients, it is out of scope for this specification.

Figure 3 shows the network elements that participate in the establishment and maintenance of media sessions. The
pkt-sma-1 interface is used to convey SMA signaling messages. The pkt-sma-2 and pkt-sma-3 interfaces are used to
convey Simple Traversal of UDP through NAT (STUN) and Traversal Using Relay NAT (TURN) messages used in
the traversal of NAT devices.

A media client (e.g., web Ul, monitoring station) may request media from a media enabled SMA device via the
SMA gateway. This can be either be an ad-hoc request (e.g., user wants a camera to stream) or the result of a trigger
(e.g., motion sensor is triggered; user wants to contact emergency personnel). If the media is not being streamed,
i.e., a media session is not required, it can be obtained via the SMA signaling interface, e.g., HTTP GET method. If
a media session is required (e.g., one-way