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principal credentials to embed within themselves privilege attributes and
other mechanisms for positive authorization, amplifying the privileges of
the principal beyond what can be done using a credentials without such an
a-data element.

This can not be provided without this element because the definition of the
authorization-data field allows elements to be added at will by the bearer
of a TGT at the time that they request service tickets and elements may also
be added to a delegated ticket by inclusion in the authenticator.

For KDC-issued elements this is prevented because the elements are signed by
the KDC by including a checksum encrypted using the server®"s key (the same
key used to encrypt the ticket - or a key derived from that key). Elements
encapsulated with in the KDC-issued element will be ignored by the
application server if this "signature" is not present. Further, elements
encapsulated within this element from a ticket granting ticket may be
interpreted by the KDC, and used as a basis according to policy for
including new signed elements within derivative tickets, but they will not
be copied to a derivative ticket directly. If they are copied directly to a
derivative ticket by a KDC that is not aware of this element, the signature
will not be correct for the application ticket elements, and the field will
be ignored by the application server.

This element and the elements it encapsulates may be safely ignored by
applications, application servers, and KDCs that do not implement this

element.
B.5. And-Or
AD-AND-OR SEQUENCE {
condition-count[0] INTEGER,
elements[1] AuthorizationData
}=20

When restrictive AD elements encapsulated within the and-or element are
encountered, only the number specified in condition-count of the
encapsulated conditions must be met in order to satisfy this element. This
element may be used to implement an "or' operation by setting the
condition-count field to 1, and it may specify an "and" operation by setting
the condition count to the number of embedded elements. Application servers
that do not implement this element must reject tickets that contain
authorization data elements of this type.

B.6. Mandatory ticket extensions

AD-Mandatory-Ticket-Extensions SEQUENCE {
te-type[0] INTEGER,
te-checksum[0] Checksum

1=20

An authorization data element of type mandatory-ticket-extensions specifies
the type and a collision-proof checksum using the same hash algorithm used
to protect the integrity of the ticket itself. This checksum will be
calculated over an individual extension field of the type indicated. If
there are more than one extension, multiple Mandatory-Ticket-Extensions
authorization data elements may be present, each with a checksum for a
different extension field. This restriction indicates that the ticket should
not be accepted if a ticket extension is not present in the ticket for which
the type and checksum do not match that checksum specified in the
authorization data element. Note that although the type is redundant for the
purposes of the comparison, it makes the comparison easier when multiple
extensions are present. Application servers that do not implement this
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element must reject tickets that contain authorization data elements of this
type.

B.7. Authorization Data in ticket extensions
AD-IN-Ticket-Extensions Checksum

An authorization data element of type in-ticket-extensions specifies a
collision-proof checksum using the same hash algorithm used to protect the
integrity of the ticket itself. This checksum is calculated over a separate
external AuthorizationData field carried in the ticket extensions.
Application servers that do not implement this element must reject tickets
that contain authorization data elements of this type. Application servers
that do implement this element will search the ticket extensions for
authorization data fields, calculate the specified checksum over each
authorization data field and look for one matching the checksum in this
in-ticket-extensions element. ITf not found, then the ticket must be
rejected. If found, the corresponding authorization data elements will be
interpreted in the same manner as if they were contained in the top level
authorization data field.

Note that if multiple external authorization data fields are present in a
ticket, each will have a corresponding element of type in-ticket-extensions
in the top level authorization data field, and the external entries will be
linked to the corresponding element by their checksums.

C. Definition of common ticket extensions

This appendix contains the definitions of common ticket extensions. Support
for these extensions is optional. However, certain extensions have
associated authorization data elements that may require rejection of a
ticket containing an extension by application servers that do not implement
the particular extension. Other extensions have been defined beyond those
described in this specification. Such extensions are described elsewhere and
for some of those extensions the reserved number may be found in the list of
constants.

It is known that older versions of Kerberos did not support this field, and
that some clients will strip this field from a ticket when they parse and
then reassemble a ticket as it is passed to the application servers. The
presence of the extension will not break such clients, but any functionally
dependent on the extensions will not work when such tickets are handled by
old clients. In such situations, some implementation may use alternate
methods to transmit the information in the extensions field.

C.1. Null ticket extension

TE-Nul IExtension OctetString -- The empty Octet String

The te-data field in the null ticket extension is an octet string of length
zero. This extension may be included In a ticket granting ticket so that the
KDC can determine on presentation of the ticket granting ticket whether the
client software will strip the extensions field. =20

C.2. External Authorization Data

TE-ExternalAuthorizationData AuthorizationData

The te-data field in the external authorization data ticket extension is
field of type AuthorizationData containing one or more authorization data

elements. If present, a corresponding authorization data element will be
present in the primary authorization data for the ticket and that element
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will contain a checksum of the external authorization data ticket extension.

D. Significant changes since RFC 1510
Commentary

Section 1: The preamble and introduction does not define the protocol,
mention is made in the introduction regarding the ability to rely on the KDC
to check the transited field, and on the inclusion of a flag in a ticket
indicating that this check has occurred. This is a new capability not
present in RFC1510. Pre-existing implementation may ignore or not set this
flag without negative security implications.

The definition of the secret key says that in the case of a user the key may
be derived from a password. In 1510, it said that the key was derived from
the password. This change was made to accommodate situations where the user
key might be stored on a smart-card, or otherwise obtained independent of a
password.

The introduction also mentions the use of public key for initial
authentication in Kerberos by reference. RFC1510 did not include such a
reference.

Section 1.2 was added to explain that while Kerberos provides authentication
of a named principal, it is still the responsibility of the application to
ensure that the authenticated name is the entity with which the application
wishes to communicate. Because section 1.2 is completely new, 1 am
particularly interested in suggestions to improve the wording of this
section. Sections 1.2-4 were renumbered.

Section 2: No changes were made to existing options and flags specified in
RFC1510, though some of the sections in the specification were renumbered,
and text was revised to make the description and intent of existing options
clearer, especially with respect to the ENC-TKT-IN-SKEY option (now section
2.9.3) which is used for user-to-user authentication. New options and ticket
flags added since RFC1510 include transited policy checking (section 2.7),
anonymous tickets (section 2.8) and name canonicalization (section 2.9.1).

Section 3: Added mention of the optional checksum field in the KRB-ERROR
message. Added mention of name canonicalization and anonymous tickets in
exposition on KDC options. Mention of the name canonicalization case is
included in the description of the KDC reply (3.1.3). A warning regarding
generation of session keys for application use was added, urging the
inclusion of key entropy from the KDC generated session key in the ticket.
An example regarding use of the subsession key was added to section 3.2.6.
Descriptions of the pa-etype-info, and pa-pw-salt preauthentication data
items were added.

Changes to section 4: Added language about who has access to the keys in the
Kerberos database. Also made it clear that KDC"s may obtain the information
from some database field through other means - for example, one form of
pkinit may extract some of these fields from a certificate.

Regarding the discussion on the list regarding the use of tamper resistant
hardware to store keys, | was not able to determine specific suggested
changes to the text in the RFC regarding this. Much of this discussion
centers around particular implementations. 1 did however loosen the wording
about the database so as not to preclude keys that can not be extracted in
the clear from such hardware.

Section 5: A statement regarding the carrying of unrecognized additional
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fields In ASN.1 encoding through in tickets was added (still waiting on some
better text regarding this).

Ticket flags and KDC options were added to support the new functions
described elsewhere in this document. The encoding of the options flags are
now described to be no less than 32 bits, and the smallest number of bits
beyond 32 needed to encode any set bits. It also describes the encoding of
the bitstring as using "unnamed" bits.

An optional ticket extensions field was added to support the carrying of
auxiliary data that allows the passing of auxiliary that is to accompany a
ticket to the verifier.

(1 would like to drop the part about optionally appending it of the opaque
part of the ciphertext. We are still waiting on some text regarding how to
assure backward compatibility).

(still pending, Tom Yu"s request to change the application codes on KDC
message to indicate which minor rev of the protocol - 1 think this might
break things, but am not sure).

Definition of the PA-USE-SPECIFIED-KVNO preauthentication data field was
added.

The optional e-cksum field was added to the KRB-ERROR message and the e-data
filed was generalized for use in other than the KDC_ERR_PREAUTH_REQUIRED
error. The TypedData structure was defined. Type tags for TypedData are
defined in the same sequence as the PA-DATA type space to avoid confusion
with the use of the PA-DATA namespace previously used for the e-data field
for the KDC_ERR_PREAUTH_REQUIRED error.

Section 7: Words were added describing the convention that domain based
realm names for newly created realms should be specified as upper case. This
recommendation does not make lower case realm names illegal. Words were
added highlighting that the slash separated components in the X500 style of
realm names is consistent with existing RFC1510 based implementations, but
that it conflicts with the general recommendation of X_.500 name
representation specified in RFC2253.

There were suggestions on the list regarding extensions to or new name
types. These require discussion at the IETF meeting. My own feeling at this
point is that in the absence of a strong consensus for adding new types

at this time, 1 would rather not add new name types in the current draft,
but leave things open for additions later.

Section 8: Since RFC1510, the definition of the TCP transport for Kerberos
messages was added.

Section 9: Requirements for supporting DES3-CBC-SHA1-KD encryption and
HMAC-SHA1-DES3-KD checksums were added.

1 would like to make support for Rijndael mandatory and for us to have a
SINGLE standard for use of Rijndale in these revisions.

Discussion

Section 8: Regarding the suggestion of weakening the requirement for use of
port 88 for cases where the port can be looked up elsewhere - 1 did not
incorporate this suggestion because cross realm authentication requires the
ability to contact the appropriate KDC, and unless ALL implementations of
Kerberos include support for finding such alternate port numbers, use of
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such KDC"s would be non-interoperable.

[TM] Project Athena, Athena, and Kerberos are trademarks of the
Massachusetts Institute of Technology (MIT). No commercial use of these
trademarks may be made without prior written permission of MIT.

[1-1] Note, however, that many applications use Kerberos® functions only
upon the initiation of a stream-based network connection. Unless an
application subsequently provides integrity protection for the data stream,
the identity verification applies only to the initiation of the connection,
and does not guarantee that subsequent messages on the connection originate
from the same principal.

[1-2] Secret and private are often used interchangeably in the literature.
In our usage, it takes two (or more) to share a secret, thus a shared DES
key is a secret key. Something is only private when no one but its owner
knows it. Thus, in public key cryptosystems, one has a public and a private
key.

[1-3] OF course, with appropriate permission the client could arrange
registration of a separately-named principal in a remote realm, and engage
in normal exchanges with that realm"s services. However, for even small
numbers of clients this becomes cumbersome, and more automatic methods as
described here are necessary.

[2.1] Though it is permissible to request or issue tickets with no network
addresses specified.

[2.2] 1t is important that the KDC be sent the name as typed by the user,
and not only the canonical form of the name. If the domain name system was
used to Find the canonical name on the client side, the mapping is
vulnerable. [3.1] The password-changing request must not be honored unless
the requester can provide the old password (the user®s current secret key).
Otherwise, it would be possible for someone to walk up to an unattended
session and change another user®s password.

[3-2] To authenticate a user logging on to a local system, the credentials
obtained in the AS exchange may first be used in a TGS exchange to obtain
credentials for a local server. Those credentials must then be verified by a
local server through successful completion of the Client/Server exchange.

[3-3] ""Random™ means that, among other things, it should be impossible to
guess the next session key based on knowledge of past session keys. This can
only be achieved in a pseudo-random number generator if it is based on
cryptographic principles. It is more desirable to use a truly random number
generator, such as one based on measurements of random physical phenomena.

[3-4] Tickets contain both an encrypted and unencrypted portion, so
cleartext here refers to the entire unit, which can be copied from one
message and replayed in another without any cryptographic skill.

[3-5] Note that this can make applications based on unreliable transports
difficult to code correctly. If the transport might deliver duplicated
messages, either a new authenticator must be generated for each retry, or
the application server must match requests and replies and replay the first
reply in response to a detected duplicate.

[3-6] This allows easy implementation of user-to-user authentication [8],
which uses ticket-granting ticket session keys in lieu of secret server keys
in situations where such secret keys could be easily compromised.

[3-7INote also that the rejection here is restricted to authenticators from
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the same principal to the same server. Other client principals communicating
with the same server principal should not be have their authenticators
rejected if the time and microsecond fields happen to match some other
client®s authenticator.

[3-8] ITf this is not done, an attacker could subvert the authentication by
recording the ticket and authenticator sent over the network to a server and
replaying them following an event that caused the server to lose track of
recently seen authenticators.

[3-9] In the Kerberos version 4 protocol, the timestamp in the reply was the
client™s timestamp plus one. This is not necessary in version 5 because
version 5 messages are formatted in such a way that it is not possible to
create the reply by judicious message surgery (even in encrypted form)
without knowledge of the appropriate encryption keys.

[3-10] Note that for encrypting the KRB_AP_REP message, the sub-session key
is not used, even if present in the Authenticator.

[3-11] Implementations of the protocol may wish to provide routines to
choose subkeys based on session keys and random numbers and to generate a
negotiated key to be returned in the KRB_AP_REP message.

[3-12]This can be accomplished in several ways. It might be known beforehand
(since the realm is part of the principal identifier), it might be stored in
a nameserver, or it might be obtained from a configuration file. If the
realm to be used is obtained from a nameserver, there is a danger of being
spoofed if the nameservice providing the realm name is not authenticated.
This might result in the use of a realm which has been compromised, and
would result in an attacker®s ability to compromise the authentication of
the application server to the client.

[3-13] If the client selects a sub-session key, care must be taken to ensure
the randomness of the selected sub-session key. One approach would be to
generate a random number and XOR it with the session key from the
ticket-granting ticket.

[4.1] The implementation of the Kerberos server need not combine the
database and the server on the same machine; it is feasible to store the
principal database in, say, a network name service, as long as the entries
stored therein are protected from disclosure to and modification by
unauthorized parties. However, we recommend against such strategies, as they
can make system management and threat analysis quite complex.

[4-2] See the discussion of the padata field in section 5.4.2 for details on
why this can be useful.
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Appendix C. PKINIT Specification

The PKINIT specification is currently still an IETF draft. This document complies only
with the version of the PKINIT draft that is included in this section. The PacketCable
security team will continue to track the progress of the PKINIT draft through the IETF.
Note that the details of the first and second Oakley groups are provided in Appendix H of
this specification.

INTERNET-DRAFT Brian Tung
draft-ietf-cat-kerberos-pk-init-16.txt Clifford Neuman
Updates: RFC 1510bis usc/isl
expires June 25, 2002 Matthew Hur

Cisco

Ari Medvinsky
Keen.com, Inc.

Sasha Medvinsky
Motorola

John Wray

Iris Associates, Inc.
Jonathan Trostle
Cisco

Public Key Cryptography for Initial Authentication in Kerberos
0. Status Of This Memo

This document is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC 2026. Internet-Drafts are
working documents of the Internet Engineering Task Force (IETF),
its areas, and its working groups. Note that other groups may also
distribute working documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six
months and may be updated, replaced, or obsoleted by other
documents at any time. It is inappropriate to use Internet-Drafts
as reference material or to cite them other than as "work in
progress.'

The list of current Internet-Drafts can be accessed at
http://www. ietf.org/ietf/lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://www. ietf.org/shadow.html.

To learn the current status of any Internet-Draft, please check
the "lid-abstracts.txt" listing contained in the Internet-Drafts
Shadow Directories on ftp.ietf.org (US East Coast),
nic.nordu.net (Europe), ftp.isi.edu (US West Coast), or
munnari.oz.au (Pacific Rim).

The distribution of this memo is unlimited. It is filed as
draft-ietf-cat-kerberos-pk-init-16.txt, and expires June 25, 2002.
Please send comments to the authors.

1. Abstract

This document defines extensions (PKINIT) to the Kerberos protocol
specification (RFC 1510bis [1]) to provide a method for using public
key cryptography during initial authentication. The methods

defined specify the ways in which preauthentication data fields and
error data fields in Kerberos messages are to be used to transport
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public key data.
2. Introduction

The popularity of public key cryptography has produced a desire for
its support in Kerberos [2]. The advantages provided by public key
cryptography include simplified key management (from the Kerberos
perspective) and the ability to leverage existing and developing
public key certification infrastructures.

Public key cryptography can be integrated into Kerberos in a number
of ways. One is to associate a key pair with each realm, which can
then be used to facilitate cross-realm authentication; this is the
topic of another draft proposal. Another way is to allow users with
public key certificates to use them in initial authentication. This
is the concern of the current document.

PKINIT utilizes ephemeral-ephemeral Diffie-Hellman keys in
combination with RSA keys as the primary, required mechanism. Note
that PKINIT supports the use of separate signature and encryption
keys.

PKINIT enables access to Kerberos-secured services based on initial
authentication utilizing public key cryptography. PKINIT utilizes
standard public key signature and encryption data formats within the
standard Kerberos messages. The basic mechanism is as follows: The
user sends an AS-REQ message to the KDC as before, except that if that
user is to use public key cryptography in the initial authentication
step, his certificate and a signature accompany the initial request
in the preauthentication fields. Upon receipt of this request, the
KDC verifies the certificate and issues a ticket granting ticket
(TGT) as before, except that the encPart from the AS-REP message
carrying the TGT is now encrypted utilizing either a Diffie-Hellman
derived key or the user®s public key. This message is authenticated
utilizing the public key signature of the KDC.

Note that PKINIT does not require the use of certificates. A KDC
may store the public key of a principal as part of that principal®s
record. In this scenario, the KDC is the trusted party that vouches
for the principal (as in a standard, non-cross realm, Kerberos
environment). Thus, for any principal, the KDC may maintain a
symmetric key, a public key, or both.

The PKINIT specification may also be used as a building block for
other specifications. PKINIT may be utilized to establish
inter-realm keys for the purposes of issuing cross-realm service
tickets. It may also be used to issue anonymous Kerberos tickets
using the Diffie-Hellman option. Efforts are under way to draft
specifications for these two application protocols.

Additionally, the PKINIT specification may be used for direct peer
to peer authentication without contacting a central KDC. This
application of PKINIT is based on concepts introduced in [6, 7].
For direct client-to-server authentication, the client uses PKINIT
to authenticate to the end server (instead of a central KDC), which
then issues a ticket for itself. This approach has an advantage
over TLS [5] in that the server does not need to save state (cache
session keys). Furthermore, an additional benefit is that Kerberos
tickets can facilitate delegation (see [6])-

3. Proposed Extensions

This section describes extensions to RFC 1510bis for supporting the
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use of public key cryptography in the initial request for a ticket
granting ticket (TGT).

In summary, the following change to RFC 1510bis is proposed:

* Users may authenticate using either a public key pair or a
conventional (symmetric) key. |If public key cryptography is
used, public key data is transported in preauthentication
data fields to help establish identity. The user presents
a public key certificate and obtains an ordinary TGT that may
be used for subsequent authentication, with such
authentication using only conventional cryptography.

Section 3.1 provides definitions to help specify message formats.
Section 3.2 describes the extensions for the initial authentication
method.

3.1. Definitions

The extensions involve new preauthentication fields; we introduce
the following preauthentication types:

PA-PK-AS-REQ 14
PA-PK-AS-REP 15

The extensions also involve new error types; we introduce the
following types:

KDC_ERR_CLIENT_NOT_TRUSTED 62
KDC_ERR_KDC_NOT_TRUSTED 63
KDC_ERR_INVALID_SIG 64
KDC_ERR_KEY_TOO_WEAK 65
KDC_ERR_CERTIFICATE_MISMATCH 66
KDC_ERR_CANT_VERIFY_CERTIFICATE 70
KDC_ERR_INVALID_CERTIFICATE 71
KDC_ERR_REVOKED_CERTIFICATE 72
KDC_ERR_REVOCATION_STATUS_UNKNOWN 73
KDC_ERR_REVOCATION_STATUS_UNAVAILABLE 74
KDC_ERR_CLIENT NAME_MISMATCH 75
KDC_ERR_KDC_NAME_MISMATCH 76

We utilize the following typed data for errors:

TD-PKINIT-CMS-CERTIFICATES 101
TD-KRB-PRINCIPAL 102
TD-KRB-REALM 103
TD-TRUSTED-CERTIFIERS 104
TD-CERTIFICATE- INDEX 105
We utilize the following encryption types (which map directly to
0IDs):
dsaWithSHA1-CmsOID 9
md5WithRSAEncryption-CmsOID 10
shalWithRSAEncryption-CmsOID 11
rc2CBC-EnvOID 12
rsakEncryption-EnvOID (PKCS#1 v1.5) 13
rsaES-OAEP-ENV-0ID (PKCS#1 v2.0) 14
des-ede3-cbc-Env-01D 15

These mappings are provided so that a client may send the
appropriate enctypes in the AS-REQ message in order to indicate
support for the corresponding OIDs (for performing PKINIT). The
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above encryption types are utilized only within CMS structures
within the PKINIT preauthentication fields. Their use within
the Kerberos EncryptedData structure is unspecified.

In many cases, PKINIT requires the encoding of the X.500 name of a
certificate authority as a Realm. When such a name appears as

a realm it will be represented using the "Other”™ form of the realm
name as specified in the naming constraints section of RFC 1510bis.
For a realm derived from an X.500 name, NAMETYPE will have the value
X500-RFC2253. The full realm name will appear as follows:

<nametype> + "':" + <string>

where nametype is ""X500-RFC2253" and string is the result of doing
an RFC2253 encoding of the distinguished name, i.e.

""X500-RFC2253:" + RFC2253Encode(DistinguishedName)

where DistinguishedName is an X.500 name, and RFC2253Encode is a
function returning a readable UTF encoding of an X.500 name, as
defined by RFC 2253 [11] (part of LDAPv3 [15]).

Each component of a DistinguishedName is called a
RelativeDistinguishedName, where a RelativeDistinguishedName is a
SET OF AttributeTypeAndValue. RFC 2253 does not specify the order
in which to encode the elements of the RelativeDistinguishedName and
so to ensure that this encoding is unique, we add the following rule
to those specified by RFC 2253:

When converting a multi-valued RelativeDistinguishedName
to a string, the output consists of the string encodings
of each AttributeTypeAndvValue, in the same order as
specified by the DER encoding.

Similarly, in cases where the KDC does not provide a specific
policy-based mapping from the X.500 name or X.509 Version 3
SubjectAltName extension in the user®s certificate to a Kerberos
principal name, PKINIT requires the direct encoding of the X.500
name as a PrincipalName. In this case, the name-type of the
principal name MUST be set to KRB_NT-X500-PRINCIPAL. This new
name type is defined in RFC 1510bis as:

KRB_NT_X500_PRINCIPAL 6
For this type, the name-string MUST be set as follows:
RFC2253Encode(DistinguishedName)

as described above. When this name type is used, the principal®s
realm MUST be set to the certificate authority"s distinguished
name using the X500-RFC2253 realm name format described earlier in
this section.

Note that the same string may be represented using several different
ASN.1 data types. As the result, the reverse conversion from an
RFC2253-encoded principal name back to an X.500 name may not be
unique and may result in an X.500 name that is not the same as the
original X.500 name found in the client certificate.

RFC 1510bis describes an alternate encoding of an X.500 name into a
realm name. However, as described in RFC 1510bis, the alternate
encoding does not guarantee a unique mapping from a
DistinguishedName inside a certificate into a realm name and
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similarly cannot be used to produce a unique principal name. PKINIT
therefore uses an RFC 2253-based name mapping approach, as specified
above.

RFC 1510bis specifies the ASN.1 structure for PrincipalName as follows:

PrincipalName ::= SEQUENCE {
name-type[0] INTEGER,
name-string[1] SEQUENCE OF GeneralString

}

The following rules relate to the matching of PrincipalNames

with regard to the PKI name constraints for CAs as laid out in RFC
2459 [12]. In order to be regarded as a match (for permitted and
excluded name trees), the following MUST be satisfied.

1. If the constraint is given as a user plus realm name, or
as a client principal name plus realm name (as specified in
RFC 1510bis), the realm name MUST be valid (see 2.a-d below)
and the match MUST be exact, byte for byte.

2. If the constraint is given only as a realm name, matching
depends on the type of the realm:

a. |If the realm contains a colon (":") before any equal
sign (*="), it is treated as a realm of type Other,
and MUST match exactly, byte for byte.

b. Otherwise, if the realm name conforms to rules regarding
the format of DNS names, it is considered a realm name of
type Domain. The constraint may be given as a realm
name "FOO.BAR", which matches any PrincipalName within
the realm "FOO.BAR" but not those in subrealms such as
"CAR.FOO.BAR". A constraint of the form "_FOO.BAR"
matches PrincipalNames in subrealms of the form
"CAR.FOO.BAR" but not the realm "FOO.BAR" itself.

c. Otherwise, the realm name is invalid and does not match
under any conditions.

3.1.1. Encryption and Key Formats

In the exposition below, we use the terms public key and private
key generically. It should be understood that the term "public
key™ may be used to refer to either a public encryption key or a
signature verification key, and that the term "private key'" may be
used to refer to either a private decryption key or a signature
generation key. The fact that these are logically distinct does
not preclude the assignment of bitwise identical keys for RSA
keys.

In the case of Diffie-Hellman, the key is produced from the agreed
bit string as follows:

* Truncate the bit string to the required length.
* Apply the specific cryptosystem®s random-to-key function.

Appropriate key constraints for each valid cryptosystem are given
in RFC 1510bis.

3.1.2. Algorithm ldentifiers

PKINIT does not define, but does permit, the algorithm identifiers
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listed below.
3.1.2.1. Signature Algorithm ldentifiers

The following signature algorithm identifiers specified in [8] and
in [12] are used with PKINIT:

sha-1WithRSAEncryption (RSA with SHAL)
md5WithRSAEncryption (RSA with MD5)
id-dsa-with-shal (DSA with SHA1l)

3.1.2.2 Diffie-Hellman Key Agreement Algorithm ldentifier

The following algorithm identifier shall be used within the
SubjectPublicKeylnfo data structure: dhpublicnumber

This identifier and the associated algorithm parameters are
specified in RFC 2459 [12].

3.1.2_.3. Algorithm Identifiers for RSA Encryption

These algorithm identifiers are used inside the EnvelopedData data
structure, for encrypting the temporary key with a public key:

rsakEncryption (RSA encryption, PKCS#1 v1.5)
1d-RSAES-0AEP (RSA encryption, PKCS#1 v2.0)

Both of the above RSA encryption schemes are specified in [13].
Currently, only PKCS#1 v1.5 is specified by CMS [8], although the
CMS specification says that it will likely include PKCS#1 v2.0 in
the future. (PKCS#1 v2.0 addresses adaptive chosen ciphertext
vulnerability discovered in PKCS#1 v1.5.)

3.1.2.4. Algorithm Identifiers for Encryption with Secret Keys

These algorithm identifiers are used inside the EnvelopedData data
structure in the PKINIT Reply, for encrypting the reply key with the
temporary key:

des-ede3-cbc (3-key 3-DES, CBC mode)

rc2-chc (RC2, CBC mode)

The full definition of the above algorithm identifiers and their
corresponding parameters (an IV for block chaining) is provided in
the CMS specification [8].-

3.2. Public Key Authentication

Implementation of the changes in this section is REQUIRED for
compliance with PKINIT.

3.2.1. Client Request

Public keys may be signed by some certification authority (CA), or
they may be maintained by the KDC in which case the KDC is the
trusted authority. Note that the latter mode does not require the
use of certificates.

The initial authentication request is sent as per RFC 1510bis, except
that a preauthentication field containing data signed by the user®s
private key accompanies the request:

PA-PK-AS-REQ ::= SEQUENCE {
-— PA TYPE 14
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signedAuthPack [0] Contentlinfo,

-- Defined in CMS [8];
-- SignedData OID is {pkcs7 2}
-- AuthPack (below) defines the
-- data that is signed.

trustedCertifiers [1] SEQUENCE OF TrustedCas OPTIONAL,

-- This is a list of CAs that the
-- client trusts and that certify
-- KDCs.

kdcCert [2] IssuerAndSerialNumber OPTIONAL

-- As defined in CMS [8];

-- specifies a particular KDC
-- certificate if the client
-- already has it.

encryptionCert [3] IssuerAndSerialNumber OPTIONAL

-- For example, this may be the
-- client"s Diffie-Hellman

-- certificate, or it may be the
-- client"s RSA encryption

-- certificate.
}
TrustedCas ::= CHOICE {
principalName [0] KerberosName,
-- as defined below
caName [1] Name
-- fully qualified X.500 name
-- as defined by X.509
issuerAndSerial [2] IssuerAndSerialNumber
-- Since a CA may have a number of
-- certificates, only one of which
-- a client trusts
}
The type of the Contentlnfo in the signedAuthPack is SignedData.
Its usage is as follows:

The SignedData data type is specified in the Cryptographic
Message Syntax, a product of the S/MIME working group of the
IETF. The following describes how to fill in the fields of
this data:

1.

The encapContentinfo field MUST contain the PKAuthenticator
and, optionally, the client"s Diffie Hellman public value.

a. The eContentType field MUST contain the OID value for
pkauthdata: iso (1) org (3) dod (6) internet (1)
security (5) kerberosv5 (2) pkinit (3) pkauthdata (1)

b. The eContent field is data of the type AuthPack (below).
The signerilnfos field contains the signature of AuthPack.

The Certificates field, when non-empty, contains the client"s
certificate chain. |If present, the KDC uses the public key
from the client"s certificate to verify the signature in the
request. Note that the client may pass different certificate
chains that are used for signing or for encrypting. Thus,
the KDC may utilize a different client certificate for
signature verification than the one it uses to encrypt the
reply to the client. For example, the client may place a
Diffie-Hellman certificate in this field in order to convey
its static Diffie Hellman certificate to the KDC to enable
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static-ephemeral Diffie-Hellman mode for the reply; in this
case, the client does NOT place its public value in the
AuthPack (defined below). As another example, the client may
place an RSA encryption certificate in this field. However,
there MUST always be (at least) a signature certificate.

4. When a DH key is being used, the public exponent is provided
in the subjectPublicKey field of the SubjectPublicKeylnfo and
the DH parameters are supplied as a DomainParameters in the
Algorithmldentitfier parameters. The DH paramaters SHOULD be
chosen from the First and Second defined Oakley Groups [The
Internet Key Exchange (IKE) RFC-2409], if a server will not
accept either of these groups, it will respond with a krb-
error of KDC_ERR_KEY_TOO_WEAK and the e_data will contain a
DomainParameters with appropriate parameters for the client
to use.

5. The KDC may wish to use cached Diffie-Hellman parameters
(see Section 3.2.2, KDC Response). To indicate acceptance
of cached parameters, the client sends zero in the nonce
field of the PKAuthenticator. Zero is not a valid value
for this field under any other circumstances. If cached
parameters are used, the client and the KDC MUST perform
key derivation (for the appropriate cryptosystem) on the
resulting encryption key, as specified in RFC 1510bis. (With
a zero nonce, message binding is performed using the nonce
in the main request, which must be encrypted using the
encapsulated reply key.)

AuthPack ::= SEQUENCE {
pkAuthenticator [0] PKAuthenticator,
clientPublicvalue [1] SubjectPublicKeylnfo OPTIONAL
-- if client is using Diffie-Hellman
-- (ephemeral-ephemeral only)
}
PKAuthenticator ::= SEQUENCE {
cusec [0]1 INTEGER,
-- for replay prevention as in RFC 1510bis
ctime [1] KerberosTime,
-- for replay prevention as in RFC 1510bis
nonce [2] INTEGER,

-- zero only if client will accept
-- cached DH parameters from KDC;
-- must be non-zero otherwise
pachecksum [3] Checksum
-- Checksum over KDC-REQ-BODY
-- Defined by Kerberos spec;
-- must be unkeyed, e.g. shal or rsa-md5

}
SubjectPublicKeylnfo ::= SEQUENCE {
algorithm Algorithmldentifier,
-- dhKeyAgreement
subjectPublicKey BIT STRING
-- for DH, equals
-- public exponent (INTEGER encoded
-- as payload of BIT STRING)
} -- as specified by the X_.509 recommendation [7]
Algorithmldentifier ::= SEQUENCE {

algorithm OBJECT IDENTIFIER,
-- for dhKeyAgreement, this is
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-- { iso (1) member-body (2) US (840)
-- ansi-x942(10046) number-type(2) 1 }
-- from RFC 2459 [12]

parameters ANY DEFINED by algorithm OPTIONAL
-- for dhKeyAgreement, this is
-- DomainParameters
} -- as specified by the X.509 recommendation [7]
DomainParameters ::= SEQUENCE {
p INTEGER, -- odd prime, p=jq +1
g INTEGER, -- generator, ¢
q INTEGER, -- factor of p-1
7 INTEGER OPTIONAL, -- subgroup factor
validationParms ValidationParms OPTIONAL
} -- as defined in RFC 2459 [12]
ValidationParms ::= SEQUENCE {
seed BIT STRING,

-- seed for the system parameter
-- generation process
pgenCounter INTEGER
-- integer value output as part
-- of the of the system parameter
-- prime generation process
} -- as defined in RFC 2459 [12]

IT the client passes an issuer and serial number in the request,

the KDC is requested to use the referred-to certificate. |If none
exists, then the KDC returns an error of type
KDC_ERR_CERTIFICATE_MISMATCH. It also returns this error if, on the
other hand, the client does not pass any trustedCertifiers,
believing that it has the KDC"s certificate, but the KDC has more
than one certificate. The KDC should include information in the
KRB-ERROR message that indicates the KDC certificate(s) that a
client may utilize. This data is specified in the e-data, which

is defined in RFC 1510bis revisions as a SEQUENCE of TypedData:

TypedData ::= SEQUENCE {
data-type [O] INTEGER,
data-value [1] OCTET STRING,

} -- per Kerberos RFC 1510bis

where:
data-type = TD-PKINIT-CMS-CERTIFICATES = 101
data-value = CertificateSet // as specified by CMS [8]

The PKAuthenticator carries information to foil replay attacks, to
bind the pre-authentication data to the KDC-REQ-BODY, and to bind the
request and response. The PKAuthenticator is signed with the client’s
signature key.

3.2.2. KDC Response

Upon receipt of the AS _REQ with PA-PK-AS-REQ pre-authentication
type, the KDC attempts to verify the user®s certificate chain
(userCert), if one is provided in the request. This is done by
verifying the certification path against the KDC"s policy of
legitimate certifiers.

ITf the client"s certificate chain contains no certificate signed by
a CA trusted by the KDC, then the KDC sends back an error message
of type KDC_ERR_CANT_VERIFY_CERTIFICATE. The accompanying e-data
is a SEQUENCE of one TypedData (with type TD-TRUSTED-CERTIFIERS=104)
whose data-value is an OCTET STRING which is the DER encoding of
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TrustedCertifiers ::= SEQUENCE OF PrincipalName
-- X.500 name encoded as a principal name
-- see Section 3.1

IT whille verifying a certificate chain the KDC determines that the
signature on one of the certificates in the CertificateSet from
the signedAuthPack fails verification, then the KDC returns an
error of type KDC_ERR_INVALID_CERTIFICATE. The accompanying
e-data is a SEQUENCE of one TypedData (with type
TD-CERTIFICATE-INDEX=105) whose data-value is an OCTET STRING
which is the DER encoding of the index into the CertificateSet
ordered as sent by the client.

Certificatelndex ::= INTEGER
-- 0 = 1st certificate,
- (in order of encoding)
-- 1 = 2nd certificate, etc

The KDC may also check whether any of the certificates in the
client™s chain has been revoked. |If one of the certificates has
been revoked, then the KDC returns an error of type
KDC_ERR_REVOKED_CERTIFICATE; if such a query reveals that

the certificate™s revocation status is unknown or not

available, then if required by policy, the KDC returns the
appropriate error of type KDC_ERR_REVOCATION_STATUS_UNKNOWN or
KDC_ERR_REVOCATION_STATUS_UNAVAILABLE. 1In any of these three
cases, the affected certificate is identified by the accompanying
e-data, which contains a Certificatelndex as described for
KDC_ERR_INVALID_CERTIFICATE.

If the certificate chain can be verified, but the name of the
client in the certificate does not match the client®"s name in the
request, then the KDC returns an error of type
KDC_ERR_CLIENT_NAME_MISMATCH. There is no accompanying e-data
field in this case.

Even if all succeeds, the KDC may--for policy reasons--decide not

to trust the client. In this case, the KDC returns an error message
of type KDC_ERR_CLIENT_NOT_TRUSTED. One specific case of this is
the presence or absence of an Enhanced Key Usage (EKU) OID within
the certificate extensions. The rules regarding acceptability of

an EKU sequence (or the absence of any sequence) are a matter of
local policy. For the benefit of implementers, we define a PKINIT
EKU OID as the following: iso (1) org (3) dod (6) internet (1)
security (5) kerberosv5 (2) pkinit (3) pkekuoid (2).

IT a trust relationship exists, the KDC then verifies the client’s
signature on AuthPack. |If that fails, the KDC returns an error
message of type KDC_ERR_INVALID_SIG. Otherwise, the KDC uses the
timestamp (ctime and cusec) in the PKAuthenticator to assure that
the request is not a replay. The KDC also verifies that its name
is specified in the PKAuthenticator.

IT the clientPublicvalue field is filled in, indicating that the
client wishes to use Diffie-Hellman key agreement, then the KDC
checks to see that the parameters satisfy its policy. |If they do
not (e.g., the prime size is insufficient for the expected
encryption type), then the KDC sends back an error message of type
KDC_ERR_KEY_TOO _WEAK, with an e-data containing a structure of

type DomainParameters with appropriate DH parameters for the client
to retry the request. Otherwise, it generates its own public and
private values for the response.

11/29/07 CablelLabs® 201



PKT-SP-SEC-C01-071129 PacketCable™ 1.0 Specifications

The KDC also checks that the timestamp in the PKAuthenticator is
within the allowable window and that the principal name and realm
are correct. |If the local (server) time and the client time in the
authenticator differ by more than the allowable clock skew, then the
KDC returns an error message of type KRB_AP_ERR_SKEW as defined in
RFC 1510bis.

Assuming no errors, the KDC replies as per RFC 1510bis, except as
follows. The user®"s name in the ticket is determined by the
following decision algorithm:

1. If the KDC has a mapping from the name in the certificate
to a Kerberos name, then use that name.
Else

2. If the certificate contains the SubjectAltName extension
and the local KDC policy defines a mapping from the
SubjectAltName to a Kerberos name, then use that name.

Else
3. Use the name as represented in the certificate, mapping
as necessary (e.g., as per RFC 2253 for X.500 names). In

this case the realm in the ticket MUST be the name of the
certifier that issued the user®s certificate.

Note that a principal name may be carried in the subjectAltName
field of a certificate. This name may be mapped to a principal
record in a security database based on local policy, for example
the subjectAltName may be kerberos/principal@realm format. |In
this case the realm name is not that of the CA but that of the
local realm doing the mapping (or some realm name chosen by that
realm).

IT a non-KDC X.509 certificate contains the principal name within

the subjectAltName version 3 extension, that name may utilize
KerberosName as defined below, or, in the case of an S/MIME
certificate [14], may utilize the email address. |If the KDC

is presented with an S/MIME certificate, then the email address
within subjectAltName will be interpreted as a principal and realm
separated by the "@" sign, or as a name that needs to be mapped
according to local policy. |If the resulting name does not correspond
to a registered principal name, then the principal name is formed as
defined in section 3.1.

The trustedCertifiers field contains a list of certification
authorities trusted by the client, in the case that the client does
not possess the KDC"s public key certificate. 1f the KDC has no
certificate signed by any of the trustedCertifiers, then it returns
an error of type KDC_ERR_KDC_NOT_TRUSTED.

KDCs should try to (in order of preference):

1. Use the KDC certificate identified by the serialNumber included
in the client™s request.

2. Use a certificate issued to the KDC by one of the client"s
trustedCertifier(s);

IT the KDC is unable to comply with any of these options, then the

KDC returns an error message of type KDC_ERR_KDC_NOT_TRUSTED to the

client.

The KDC encrypts the reply not with the user®s long-term key, but
with the Diffie Hellman derived key or a random key generated

for this particular response which is carried in the padata field of
the TGS-REP message.
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PA-PK-AS-REP ::= CHOICE {
-- PA TYPE 15
dhSignedData [0] Contentlnfo,
-- Defined in CMS [8] and used only with
-- Diffie-Hellman key exchange (if the
-- client public value was present in the
-- request).
-- SignedData OID is {pkcs7 2}
-- This choice MUST be supported
-- by compliant implementations.
encKeyPack [1] Contentinfo
-- Defined in CMS [8].-
-- The temporary key is encrypted
-- using the client public key
-- key.
-- EnvelopedData OID is {pkcs7 3}
-- SignedReplyKeyPack, encrypted
-- with the temporary key, is also
-- included.

}

The type of the ContentInfo in the dhSignedData is SignedData.
Its usage is as follows:

When the Diffie-Hellman option is used, dhSignedData in
PA-PK-AS-REP provides authenticated Diffie-Hellman parameters

of the KDC. The reply key used to encrypt part of the KDC reply
message is derived from the Diffie-Hellman exchange:

1. Both the KDC and the client calculate a secret value
(g™ab mod p), where a is the client"s private exponent and
b is the KDC"s private exponent.

2. Both the KDC and the client take the first N bits of this
secret value and convert it into a reply key. N depends on
the reply key type.

a. For example, if the reply key is DES, N=64 bits, where
some of the bits are replaced with parity bits, according
to FIPS PUB 74.

b. As another example, if the reply key is (3-key) 3-DES,
N=192 bits, where some of the bits are replaced with
parity bits, according to FIPS PUB 74.

3. The encapContentinfo field MUST contain the KdcDHKeylnfo as
defined below.

a. The eContentType field MUST contain the OID value for
pkdhkeydata: iso (1) org (3) dod (6) internet (1)
security (5) kerberosv5 (2) pkinit (3) pkdhkeydata (2)

b. The eContent field is data of the type KdcDHKeylnfo
(below).

4. The certificates field MUST contain the certificates
necessary for the client to establish trust in the KDC"s
certificate based on the list of trusted certifiers sent by
the client in the PA-PK-AS-REQ. This field may be empty if
the client did not send to the KDC a list of trusted
certifiers (the trustedCertifiers field was empty, meaning
that the client already possesses the KDC"s certificate).
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The signerinfos field is a SET that MUST contain at least
one member, since it contains the actual signature.

IT the client indicated acceptance of cached Diffie-Hellman
parameters from the KDC, and the KDC supports such an option
(for performance reasons), the KDC should return a zero in
the nonce field and include the expiration time of the
parameters in the dhKeyExpiration field. |If this time is
exceeded, the client SHOULD NOT use the reply. If the time
is absent, the client SHOULD NOT use the reply and MAY
resubmit a request with a non-zero nonce (thus indicating
non-acceptance of cached Diffie-Hellman parameters). As
indicated above in Section 3.2.1, Client Request, when the
KDC uses cached parameters, the client and the KDC MUST
perform key derivation (for the appropriate cryptosystem)

on the resulting encryption key, as specified in RFC 1510bis.

KdcDHKeylInfo ::= SEQUENCE {

-- used only when utilizing Diffie-Hellman

subjectPublicKey [O] BIT STRING,

nonce

-- Equals public exponent (g”a mod p)
-- INTEGER encoded as payload of
—-- BIT STRING
[1] INTEGCER,
-- Binds response to the request
-- Exception: Set to zero when KDC
-- is using a cached DH value

dhKeyExpiration [2] KerberosTime OPTIONAL

}

-- Expiration time for KDC"s cached
-- DH value

The type of the Contentinfo in the encKeyPack is EnvelopedData. Its
usage is as follows:

The

EnvelopedData data type is specified in the Cryptographic

Message Syntax, a product of the S/MIME working group of the
IETF. It contains a temporary key encrypted with the PKINIT
client™s public key. It also contains a signed and encrypted
reply key.

1.

The originatorinfo field is not required, since that
information may be presented in the signedData structure
that is encrypted within the encryptedContentinfo field.

The optional unprotectedAttrs field is not required for
PKINIT.

The recipientinfos field is a SET which MUST contain exactly
one member of the KeyTransRecipientinfo type for encryption
with a public key.

a. The encryptedKey field (in KeyTransRecipientinfo)
contains the temporary key which is encrypted with the
PKINIT client"s public key.

The encryptedContentinfo field contains the signed and
encrypted reply key.

a. The contentType field MUST contain the OID value for
id-signedData: iso (1) member-body (2) us (840)
rsadsi (113549) pkcs (1) pkcs7 (7) signedData (2)
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b. The encryptedContent field is encrypted data of the CMS
type signedData as specified below.

i. The encapContentinfo field MUST contains the
ReplyKeyPack .

* The eContentType field MUST contain the OID value
for pkrkeydata: iso (1) org (3) dod (6) internet (1)
security (5) kerberosv5 (2) pkinit (3) pkrkeydata (3)

* The eContent field is data of the type ReplyKeyPack
(below).

The certificates field MUST contain the certificates
necessary for the client to establish trust in the
KDC*"s certificate based on the list of trusted
certifiers sent by the client in the PA-PK-AS-REQ.
This field may be empty if the client did not send
to the KDC a list of trusted certifiers (the
trustedCertifiers field was empty, meaning that the
client already possesses the KDC"s certificate).

The signerinfos field is a SET that MUST contain at
least one member, since it contains the actual
signature.

ReplyKeyPack ::= SEQUENCE {
-- not used for Diffie-Hellman
replyKey [0]1 EncryptionKey,
-- from RFC 1510bis
-- used to encrypt main reply
-— ENCTYPE is at least as strong as
-— ENCTYPE of session key
nonce [1]1 INTEGER,
-- binds response to the request
-- must be same as the nonce
-- passed in the PKAuthenticator

3.2.2.1. Use of transited Field

Since each certifier in the certification path of a user®s
certificate is equivalent to a separate Kerberos realm, the name
of each certifier in the certificate chain MUST be added to the
transited field of the ticket. The format of these realm names is
defined in Section 3.1 of this document. |If applicable, the
transit-policy-checked flag should be set in the issued ticket.

3.2.2.2. Kerberos Names in Certificates

The KDC"s certificate(s) MUST bind the public key(s) of the KDC to
a name derivable from the name of the realm for that KDC. X.509
certificates MUST contain the principal name of the KDC (defined in
RFC 1510bis) as the SubjectAltName version 3 extension. Below is
the definition of this version 3 extension, as specified by the
X.509 standard:

subjectAltName EXTENSION ::=
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName
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GeneralNames ::= SEQUENCE SIZE(1..MAX) OF GeneralName
GeneralName ::= CHOICE {

otherName [0] OtherName,
}
OtherName ::= SEQUENCE {

type-id OBJECT IDENTIFIER,

value [0] EXPLICIT ANY DEFINED BY type-id
}

For the purpose of specifying a Kerberos principal name, the value
in OtherName MUST be a KerberosName, defined as follows:

KerberosName ::= SEQUENCE {
realm [0] Realm,
principalName [1] PrincipalName

This specific syntax is identified within subjectAltName by setting
the type-id in OtherName to krb5PrincipalName, where (from the
Kerberos specification) we have

krb5 OBJECT IDENTIFIER ::= { iso (1)
org (3)
dod (6)
internet (1)
security (5)
kerberosvs (2) }

krb5PrincipalName OBJECT IDENTIFIER ::= { krb5 2 }

(This specification may also be used to specify a Kerberos name

within the user®s certificate.) The KDC"s certificate may be signed
directly by a CA, or there may be intermediaries if the server resides
within a large organization, or it may be unsigned if the client
indicates possession (and trust) of the KDC"s certificate.

Note that the KDC"s principal name has the instance equal to the
realm, and those fields should be appropriately set in the realm
and principalName fields of the KerberosName. This is the case
even when obtaining a cross-realm ticket using PKINIT.

3.2.3. Client Extraction of Reply

The client then extracts the random key used to encrypt the main
reply. This random key (in encPaReply) is encrypted with either the
client"s public key or with a key derived from the DH values
exchanged between the client and the KDC. The client uses this
random key to decrypt the main reply, and subsequently proceeds as
described in RFC 1510bis.

3.2.4_ Required Algorithms

Not all of the algorithms in the PKINIT protocol specification have
to be implemented in order to comply with the proposed standard.
Below is a list of the required algorithms:

* Diffie-Hellman public/private key pairs
* utilizing Diffie-Hellman ephemeral-ephemeral mode
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*

SHA1 digest and RSA for signatures
SHA1 digest for the Checksum in the PKAuthenticator
* using Kerberos checksum type "shal”
3-key triple DES keys derived from the Diffie-Hellman Exchange
3-key triple DES Temporary and Reply keys

*

*

*

4. Logistics and Policy

This section describes a way to define the policy on the use of
PKINIT for each principal and request.

The KDC is not required to contain a database record for users

who use public key authentication. However, if these users are
registered with the KDC, it is recommended that the database record
for these users be modified to an additional flag in the attributes
field to indicate that the user should authenticate using PKINIT.
IT this flag is set and a request message does not contain the
PKINIT preauthentication field, then the KDC sends back as error of
type KDC_ERR_PREAUTH_REQUIRED indicating that a preauthentication
field of type PA-PK-AS-REQ must be included in the request.

5. Security Considerations

PKINIT raises a few security considerations, which we will address
in this section.

First of all, PKINIT extends the cross-realm model to the public
key infrastructure. Anyone using PKINIT must be aware of how the
certification infrastructure they are linking to works.

Also, as in standard Kerberos, PKINIT presents the possibility of
interactions between different cryptosystems of varying strengths,
and this now includes public-key cryptosystems. Many systems, for
instance, allow the use of 512-bit public keys. Using such keys
to wrap data encrypted under strong conventional cryptosystems,
such as triple-DES, may be inappropriate.

Care should be taken in how certificates are chosen for the purposes
of authentication using PKINIT. Some local policies require that key
escrow be applied for certain certificate types. People deploying
PKINIT should be aware of the implications of using certificates that
have escrowed keys for the purposes of authentication.

As described in Section 3.2, PKINIT allows for the caching of the
Diffie-Hellman parameters on the KDC side, for performance reasons.
For similar reasons, the signed data in this case does not vary from
message to message, until the cached parameters expire. Because of
the persistence of these parameters, the client and the KDC are to
use the appropriate key derivation measures (as described in RFC
1510bis) when using cached DH parameters.

PKINIT does not provide for a "return routability test" to prevent
attackers from mounting a denial of service attack on the KDC by
causing it to perform needless expensive cryptographic operations.
Strictly speaking, this is also true of base Kerberos, although the
potential cost is not as great iIn base Kerberos, because it does
not make use of public key cryptography.

Lastly, PKINIT calls for randomly generated keys for conventional
cryptosystems. Many such systems contain systematically "weak"
keys. For recommendations regarding these weak keys, see RFC
1510bis.
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6. Transport Issues
Certificate chains can potentially grow quite large and span several
UDP packets; this in turn increases the probability that a Kerberos
message involving PKINIT extensions will be broken in transit. In
light of the possibility that the Kerberos specification will
require KDCs to accept requests using TCP as a transport mechanism,
we make the same recommendation with respect to the PKINIT
extensions as well.
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Appendix D. PKCROSS Specification

The text in this section has been removed because it is not within the scope of
PacketCable 1.0.
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Appendix E. Example of MMH Algorithm Implementation
(Informative)

This appendix gives an example implementation of the MMH MAC algorithm. There
may be other implementations that have advantages over this example in particular
operating environments. This example is for informational purposes only and is meant to
clarify the specification.

The example implementation uses the term “MMH16” for the case where the MAC
length is 2 octets and “MMH32” for the case where the length is 4 octets.

A main program is included for exercising the example implementation. The output
produced by the program is included.

/*
Demo of PacketCable MMH16 and MMH32 MAC algorithms.

This program has been tested using Microsoft C/C++ Version 5.0.
It is believed to port easily to other compilers, but this has
not been tested. When porting, be sure to pick the definitions
for Intl6, Int32, uintl6, and uint32 carefully.
*/

#include <stdio.h>

/*

Define signed and unsigned integers having 16 and 32 bits.
This is machine/compiler dependent, so pick carefully.

*/

typedef short iIntl6;

typedef unsigned short uintl6;

typedef int int32;

typedef unsigned int uint32;

/*

Define this symbol to see intermediate values.
Comment it out for clean display.

*/

#define VERBOSE

int32 reduceModF4(int32 x) {

/*

Routine to reduce an int32 value modulo F4, where F4 = 0x10001.
Result is in range [0, 0x10000].

*/

int32 xHi, xLo;
/* Range of x iIs [0x80000000, Ox7Ffffffff]. */

/*

IT x is negative, add a multiple of F4 to make it non-negative.
This loop executes no more than two times.

*/

whille (x < 0) x += OX7FFF7fff;
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/* Range of x is [0, OX7FFFfffF]. */

/* Subtract high 16 bits of x from low 16 bits. */
xHI = x >> 16;

xLo = x & OxFfff;

X = xLo - xHi;

/* Range of x iIs [OxFFFF8001, OxO000FFfFF]. */

/* If x is negative, add F4. */
if (x < 0) x += 0x10001;

/* Range of x is [0, 0x10000]. */

return Xx;

}

uintlé mmh16(

unsigned char *message,
unsigned char *key,
unsigned char *pad,

int msglLen

) {

/*
Compute and return the MMH16 MAC of the message using the
indicated key and pad.

The length of the message is msgLen bytes; msgLen must be even.
The length of the key must be at least msgLen bytes.

The length of the pad is two bytes. The pad must be freshly
picked from a secure random source.

*/

intlé x, y;

uintlé u, v;

int32 sum;

int i;

sum = 03

for (i=0; i<msgLen; i+=2) {

/* Build a 16-bit factor from the next two message bytes. */
X = *message++;

X <<= 8;

X |= *message++;

/* Build a 16-bit factor from the next two key bytes. */

y = *key++;
y <<= 8;
y I= *key++;

/* Accumulate product of the factors into 32-bit sum */
sum += (Iint32)x * (int32)y;

#ifdef VERBOSE

printf(" x %04x y %04x sum %08x\n", x & OxFFFF, y & OxFFFF, sum);
#endif

}
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/* Reduce sum modulo F4 and truncate to 16 bits. */
u = (uintl6) reduceModF4(sum);

#ifdef VERBOSE
printf("" sum mod F4, truncated to 16 bits: %04x\n", u & OxFffFff);
#endif

/* Build the pad variable from the two pad bytes */
Vv = *pad++;

Vv <<= 8;

v |= *pad;

#ifdef VERBOSE
printf(*" pad variable: %04x\n", v & OxFfFff);
#endif

/* Accumulate pad variable, truncate to 16 bits */
u= intle)(u + v);

#ifdef VERBOSE
printf(*" mmh16 value: %04x\n", u & OXFFff);
#endif

return u;

}

uint32 mmh32(

unsigned char *message,
unsigned char *key,
unsigned char *pad,

int msglLen

) {

/*
Compute and return the MMH32 MAC of the message using the
indicated key and pad.

The length of the message is msgLen bytes; msgLen must be even.
The length of the key must be at least (msgLen + 2) bytes.

The length of the pad is four bytes. The pad must be freshly
picked from a secure random source.
*/

uintlé x, y;
uint32 sum;

X = mmhl6(message, key, pad, msglLen);

y = mmhl6(message, key+2, pad+2, msglLen);
sum = X;

sum <<= 16;

sum |=y;

return sum;

}

void show(char *name, unsigned char *src, int nbytes) {

/*
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Routine to display a byte array, in normal or reverse order
*/

int i;
enum {
BYTES_PER_LINE = 16

}:
it (name) printf("%s'", name);

for (i=0; i<nbytes; i++) {
if ((i % BYTES_PER_LINE) == 0) printf('\n");
printf("'%02x ", src[i]);

3
printf(''\n"");
3

int mainQ) {

uintlé macl6;
uint32 mac32;

unsigned char message[] = {
Ox4e, Ox6f, 0x77, O0x20, 0x69, Ox73, 0x20, Ox74, 0x68,
0x65, 0x20, 0Ox74, 0x69, Ox6d, 0x65, Ox2e,

};

unsigned char key[] = {
0x35, 0x2c, Oxcf, 0x84, 0x95, Oxef, 0xd7, Oxdf, 0Oxbs,
Oxf5, 0x74, 0x05, 0x95, Oxeb, 0x98, 0xd6, Oxeb, 0x98,

}:

unsigned char padl6[] = {
Oxae, 0x07,

}:

unsigned char pad32[] = {
Oxbd, Oxel, 0x89, Ox7b,

}:

unsigned char macBuf[4];

printf(""Example of MMH16 computation\n');
show(*'message’’, message, sizeof(message));
show("'key", key, sizeof(message));
show(*'pad", padl6, 2);

macl6é = mmhl6(message, key, padl6, sizeof(message));
macBuf[1] (unsigned char)macl6; macl6 >>= 8;
macBuf[0] (unsigned char)macl6;

show("'"MMH16 MAC™", macBuf, 2);
printf(’'\n"");

printf(""Example of MMH32 computation\n™);
show("'message'’, message, sizeof(message));
show(’key", key, sizeof(message)+2);
show("'pad", pad32, 4);

mac32 = mmh32(message, key, pad32, sizeof(message));
macBuf[3] (unsigned char)mac32; mac32 >>= 8;
macBuf[2] (unsigned char)mac32; mac32 >>= 8;
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macBuf[1] = (unsigned char)mac32; mac32 >>= §;
macBuf[0] = (unsigned char)mac32;

show(""MMH32 MAC'", macBuf, 4);
printf(''\n"");

return O;

Here is the output produced by the program:

Example of MMH16 computation

message
4e 6F 77 20 69 73 20 74 68 65 20 74 69 6d 65 2e
key

35 2c cf 84 95 ef d7 df b8 5 74 05 95 eb 98 d6
pad

ae 07

X 4e6Ff y 352c sum 104a7614

X 7720 y cf84 sum f9bac294

X 6973 y 95ef sum ceOa23fl

x 2074 y d7df sum c8f3d4fd

X 6865 y b8f5 sum abfb55a6

x 2074 y 7405 sum bab087ea

X 696d y 95eb sum 8FOO0bff9

X 652e y 98d6 sum 663aa46d

sum mod F4, truncated to 16 bits: 3e33
pad variable: ae07

mmh16 value: ec3a

MMH16 MAC

ec 3a

Example of MMH32 computation

message
4e 6F 77 20 69 73 20 74 68 65 20 74 69 6d 65 2e
key

35 2c cf 84 95 ef d7 df b8 5 74 05 95 eb 98 d6
eb 98

pad

bd el 89 7b

X 4e6f y 352c sum 104a7614

X 7720 y cf84 sum f9bac294

X 6973 y 95ef sum ce0a23f1

X 2074 y d7df sum c8f3d4fd

X 6865 y b8f5 sum abfb55a6

X 2074 y 7405 sum bab087ea

X y

696d 95eb sum 8F00bff9
X 652e y 98d6 sum 663aa46d
sum mod F4, truncated to 16 bits: 3e33
pad variable: bdel

mmh16 value: fcl4

X 4e6F y cf84 sum F125323c
7720 y 95ef sum bfca091lc
6973 y d7df sum af427949
2074 y b8f5 sum a640e84d
6865 y 7405 sum d590b646
2074 y 95eb sum c81le04c2
696d y 98d6 sum 9dalddeO

X X X X X X

306

CablelLabs® 11/29/07



PKT-SP-SEC-C01-071129 PacketCable™ 1.0 Specifications

X 652e y eb98 sum 95912b30

sum mod F4, truncated to 16 bits: 959f
pad variable: 897b

mmh16 value: 1fla

MMH32 MAC
fc 14 1f la
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Appendix F. Oakley Groups

PKINIT states that DH parameters SHOULD be taken from the first or second Oakley
groups as defined in [26]. Additionally, this specification requires that DH groups are
used exactly as defined in [26].

[26] defines several so-called “Oakley groups.” Only the first two are relevant to this
specification. [26] requires implementations to support the first group, and recommends
that they support the second. This Appendix is included because [26] does not give
values of g (the p-1 factor) for the groups, and these are necessary in order to encode the
dhpublicnumber type used in the subjectPublicKeylInfo data structure in PKINIT.

The first two Oakley groups are defined as follows:

First Oakley Group:

Prime (p):

FFFFFFFF FFFFFFFF
29024E08 8A67CC74
EF9519B3 CD3A431B
E485B576 625E7EC6

Generator (g or b):

2.
Factor (q):

7FFFFFFF FFFFFFFF
94812704 4533E63A
F7CA8CD9 E69D218D
F242DABB 312F3F63

Second Oakley Group:

Prime (p):

CO0FDAA2
020BBEAG
302BOA6D
F44C42E9

E487ED51
0105DF53
98158536
7A262174

2168C234
3B139B22
F25F1437
A63A3620

10B4611A
1D89CD91
FO92F8A1B
D31D1B10

C4C6628B
514A0879
4FE1356D
FFFFFFFF

62633145
28A5043C
A7F09AB6
7FFFFFFF

80DC1CD1
8E3404DD
6D51C245
FFFFFFFF

CO6EOE6G8
C71A026E
B6ABE122
FFFFFFFF

FFFFFFFF
29024E08
EF9519B3
E485B576
EE386BFB
FFFFFFFF

FFFFFFFF COOFDAA2 2168C234 C4C6628B 80DC1CD1
8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD
CD3A431B 302BOA6D F25F1437 4FE1356D 6D51C245
625E7EC6 F44C42E9 A637ED6B OBFF5CB6 F406B7ED
5A899FA5 AEOF2411 7C4BIFE6 49286651 ECE65381
FFFFFFFF
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Generator (g or b):
2.

Factor (q):
7FFFFFFF FFFFFFFF E487ED51 10B4611A 62633145 CO6GEOE6GS
94812704 4533E63A 0105DF53 1D89CD91 28A5043C C71A026E
F7CA8CD9 E69D218D 98158536 F92F8A1B A7F09AB6 BGASE122
F242DABB 312F3F63 7A262174 D31BF6B5 85FFAES5B 7A035BF6
F71C35FD AD44CFD2 D74F9208 BE258FF3 24943328 F67329CO
FFFFFFFF FFFFFFFF
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Appendix H. Revision History

The following Engineering Change Notices are included in PKT-SP-SEC-103-010626.

ECN Author ECN Summary
Approval
Date
sec-n-00049v3 | S. Medvinsky | 2/26/01 The current RTP key distribution over NCS signaling
mes-sages assumes that each endpoint knows if it is the
initiator of a call or a target of a call. This assumption
may be false in some cases.
sec-n-00151v2 | J. Xiz 5/29/01 Change RTCP security mechanism from IPSEC to
RTCP application layer encryption and authentication.
sec-n-01011v2 | D. Maxwell 5/29/01 Consolidates several editorial changes correcting minor
editorial errors in the recently published 102 Security
Specification.
sec-n-01022 L. LeVay 4/16/01 The value specified fora KRB_NT_SRV_HST
principal type is incorrect (according the reference
IETF Kerberos Revisions spec)
sec-n-01024v2 | S. Medvinsky | 4/16/01 The spec currently calls for the MTA to adjust its local
clock based on the Kerberos clock skew, which is
incorrect.
sec-n-01025 S. Medvinsky | 4/16/01 The interface between the KDC and the Provisioning
Server for the MTA MAC address -> FQDN mapping
is currently unspecified.
sec-n-01026v2 | S. Kumar, 4/16/01 PKT-SP-PROV-ECNI01-010221 explained
R. Spitzer provisioning flows (MTA9 to MTA14); there was a
mention to refer the security specification for when the
steps should executed.
sec-n-01028 R. Spitzer 5/7/01 Makes minor changes to the certificate chapter of the
specification to bring it line with changes made in
secure provisioning
sec-n-01029 S. Medvinsky | 5/7/01 The current description of security association
establishment in the MTA MIB does not provide
enough details and does not specify requirements.
sec-n-01030v2 | D. Maxwell, | 6/4/01 Makes minor changes to the certificate chapter of the
S. Medvinsky specification to bring it line with changes made in
secure provisioning
sec-n-01032 D.R. Evans 6/4/01 Although the specification includes detailed
instructions for generating fields such as signatures, it
in many instances does not include a requirement that
such fields be checked on incoming records.
sec-n-01034v2 | D. Maxwell, | 5/28/01 This ECR makes a major change by specifying
S. Medvinsky RIJNDAEL in the CBC mode as a replacement for RC-
4 as the mandatory cipher for RTP.
sec-n-01035 D.R. Evans 5/7/01 Minor change to ease restriction on MTA-FQDN client
port.
sec-n-00146v2 | N. Davoust 1/22/01 Changes to several security mechanisms during the
PacketCable MTA Device provisioning process.
sec-n-01049 D.R. Evans 5/21/01 The type of the session key needs to be specified.
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sec-n-01050 R. Spitzer, 5/21/01 In the Security specification (PKT-SP-SEC-102-
M. Kumar, 001219), Kerberos error handling is not addressed.
S. Medvinsky
sec-n-01062 D.R. Evans 6/4/01 Correct errors and clarify description of DNS lookups

for cross-realm messaging.

The following Engineering Change Notices are incorporated in PKT-SP-SEC-104-

010820.
ECN Author ECN Summary
Approval
Date
sec-n-00079 S. Medvinsky (1/22/01 Construction of CMS Kerberos principal identifier.
sec-n-01097 D. Maxwell, (8/13/01 Replace Figure 11 and Figure 22.
S. Medvinsky,
P. Grossman

sec-n-01098 D. Maxwell  [8/13/01 Editorial Changes

sec-n-01101 DR Evans 8/13/01 Correct encoding requirements.

sec-n-01104 S. Medvinsky [8/13/01 Correct description of SignedData.

sec-n-01107 S. Medvinsky |8/20/01 Update security spec according to changes in latest
PKINIT IETF draft.

sec-n-01108 S. Medvinsky |8/20/01 Fix inconsistency in short block encryption between RTP
and RTCP protocols.

sec-n-01109 S. Medvinsky [8/20/01 Fix inconsistency in certificate verification between
DOCSIS BI+ and this spec

sec-n-01110 S. Medvinsky |8/20/01 Consolidation of editorial changes of minor editorial
errors.

sec-n-01111 S. Medvinsky [8/20/01 Fix description of Kerberos checksum rsa-md5-des.

sec-n-01112 S. Medvinsky (8/20/01 Correct security interface between RKS and MGC.
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The following Engineering Change Notices are incorporated in PKT-SP-SEC-105-

020116.
ECN
Approval
ECN Author Date Summary

sec-n-01115 DR Evans 12/17/01 Simplifies RADIUS key management so that the same
key is used in both directions for gate coordination
messages.

sec-n-01116 S. Medvinsky (12/17/01 Specify how certain Kerberos errors are handled when a
key management exchange was started with a Wake Up.
Remove requirements for Kerberos errors that are not
already mentioned in the security specification.

sec-n-01117 E. Rosenfeld |12/17/01 This ECR addresses a minor change to make the
Kerberos Error Header messages consistent.

sec-n-01126 DR Evans 12/17/01 Allows possibility of eliminating extraneous information
in Kerberos tickets.

sec-n-01127 D. Maxwell, |12/17/01  |Addresses minor changes in Table 1.

B. Hagar

sec-n-01138 S. Medvinsky [12/17/01 Ensure receiver of a Kerberos message that doesn’t
comply with PacketCable requirements rejects message

sec-n-01140 DR Evans 12/17/01 Remove requirement that the service type be KRB-NT-
SRV-HST for the ticket-granting service hosted by the
KDC.

sec-n-01143 DR Evans 12/17/01 Clarify requirement concerning nonce to be returned in
the case of a KRB-ERROR

sec-n-01159 DR Evans 12/17/01 Explicitly adds checksum algorithm to specification

sec-n-01160 DR Evans 1/14/02 Clarifies intent of informational language concerning
Kerberos options by adding normative requirements.

sec-n-01162 S. Medvinsky [12/17/01 Add a requirement for an MTA to verify subjectAltName
extension in the KDC certificate.

sec-n-01163 S. Kumar 12/17/01 This ECR corrects some minor typographical errors.

sec-n-01165 E. Rosenfeld |1/14/02 Correct error in ASN.1 syntax errors and reformat all
ASN.1

sec-n-01173 DR Evans 1/14/02 Removes material related to Management Event
Messaging

sec-n-01175 D. Atkins 1/3/2002 Fix Kerberos naming conventions

sec-n-01200 J. McCauley |1/14/02 Clarify AES use in PacketCable

sec-n-01201 S. Medvinsky [1/3/2002 In inter-domain call signaling, SIP messages are
encrypted and then re-encrypted (vi IPSec) at each
intermediate SIP signaling proxy between the two CMSs.
This exposes media stream keying material at the SIP
proxies.

sec-n-01202 E. Rosenfeld |1/14/02 Fix errors/omissions found in a proofread of sections 5, 6,
7,8,and 9.

sec-n-01203 E. Rosenfeld |1/14/02 Remove all obsolete or unused references to streamline

the spec.
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sec-n-01204

E. Rosenfeld

1/14/02

Ensure PKINIT draft used is the most recent. Add an
additional appendix to specify the Oakley groups used for
the Diffie-Hellman exchange, and specify which group
must be implemented.

sec-n-01205

E. Rosenfeld

1/14/02

Section 7.6 has many errors and is hard to understand.
These changes are aimed at making 7.6 much clearer and
easier to understand.

sec-n-01206

A. Deacon

1/14/02

Changes in Certificate Chapter; generic naming of CAs in
IP Telephony Hierarchy.

The following Engineering Change Notices are incorporated in PKT-SP-SEC-106-

021018.
ECN
Approval
ECN Author Date Summary
sec-n-02004 | S. 2/25/02 While specifying SNMPv3 Transform Identifiers the
Channabasappa specification does not address the key size as per the
requirements set forth by the SNMPv3 specifications.
sec-n-02017 DR Evans 6/24/02 Current wording is ambiguous in light of PKINIT use
of Oakley Groups.
sec-n-02023 DR Evans 6/24/02 Corrects example MTA principal name
sec-n-02034 DR Evans 6/24/02 Allows fields in certs to contain differing information
sec-n-02035 | A. Deacon 6/24/02 The details of the subject distinguished name for
MTA manufacturer CA certificate and the MTA
device certificates use the incorrect string
representation for the “State” attribute.
sec-n-02048 DR Evans 6/24/02 Places requirements on minimum size of private
Diffie-Hellman keys in PKINIT
sec-n-02068 | S. Medvinsky 6/24/02 The Electronic Surveillance section in the security
spec has an architecture diagram that is out of date
and missing descriptions of related security interfaces.
sec-n-02069 E. Nechamkin 6/24/02 Security Spec. requires that all Mfg. Certificates must
be included in MTA Secure Code Download.
Excluding PC Mfg. Certificate which is to be
customized into modem
sec-n-02070 | J. Munson 6/24/02 In Section 7.5.3.1 irrelevant text is to be deleted.
sec-n-02071 | S. 6/24/02 MTA-FQDN messaging specified between the KDC
Channabasappa & Prov Server, currently does not totally prevent
MTA Cloning attacks.
sec-n-02072 E. Rosenfeld 6/24/02 Remove a few RC4-specific remnants that were
missed in a previous ECR.
sec-n-02073 | E. Necham-kin 6/24/02 Clarifications of the specifics in the AP Request and
AP Reply mapping is added.
sec-n-02074 | L. LeVay 6/3/02 Addressing a DoS vulnerability in the Kerberized
IPSEC interface between MTA & CMS, by requiring
the MTAs IP address to be included in the CMS
ticket.
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sec-n-02086 | E. Nechamkin 7/1/02 Need to specify that the MTA must establish SAs with

the IP address that sent the key management message
(AP-REP or REKEY).

sec-n-02087 | W. Xiaobo 7/1/02 Fix the inconsistency for IPsec transform identifier
between PacketCable specification and IANA
specification in section 6.1.2.1.

sec-n-02088 | S. 7/1/02 The security spec currently references certain
Channabasappa variables which resemble MIB variables, but are only
used as place holders — requiring clarification; related
to the same issue is a misquoted MIB variable

sec-n-02096 | S. Medvinsky 6/24/02 The security spec is unclear as to what the Application
Server should do after it sends an AP Rep during
Kerberized key management and times out while
waiting on an SA Recovered message from the MTA.

sec-n-02097 | E. Rosenfeld 7/1/02 Clarify that the MAC appended to the RTP packet is
considered part of the security processing, and not
additional bytes included in the RTP packet (and thus
subject to having to follow the padding requirements

in RTP).
sec-n-02098 | DR Evans 7/1/02 Adds Profiles for Kerberos and IKE with certs for
core network devices
sec-n-02103 | S. Medvinsky 7/1/02 Provides ability to disable RTCP encryption.
sec-n-02104 | S. Medvinsky 7/1/02 A couple entries in Table 1 of the security spec are

incorrect and out-of-synch with the actual
specification of those security interfaces.

sec-n-02105 | S. Medvinsky 7/1/02 The specification of the Kerberized IPsec protocol is
unclear regarding the selected ciphersuite format in
the AP Reply

sec-n-02109 | J. Shoghli 7/8/02 Clarify RTP and RTCP ciphersuite negotiation in
conjunction with mgcp-n-02018.

sec-n-02114 | L. LeVay 7/1/02 When an application specific MTA FQDN Error is

returned from the Provisioning Server to the KDC,
there is no requirement for the KDC to return an error
to the MTA (in response to the MTA’s PKINIT

Request).
sec-n-02115 | N. Gilboa 7/8/02 Change FIPS 140-1 references to FIPS 140-2.
sec-n-02136 | L.LeVay 7/22/02 A KDC requirement to support the inclusion of the

caddr in the AS Reply when the MTA's IP addr is
included in the ticket was missed in ECN sec-n-02074
(which addresses a Kerberized IPSec vulnerability)

sec-0-02137 | S. Medvinsky 7/29/02 The security spec currently requires the same
retransmission strategy for key management as what
is defined in the NCS spec, which is inconsistent with
the MTA MIB definition and is more complex than
what is necessary.
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sec-n-02156 | E. Rosenfeld 8/22/02 Provide support for disabling the NCS Signaling
security interface on MTAs during the provisioning
process, and support for ESP_NULL.
sec-n- E. Nechamkin 9/9/02 Media (RTP/RTCP) security is always on by default
02157a in the current spec. This ECR enables media security

to be turned off during a call set-up.

The following Engineering Change Notices are incorporated in PKT-SP-SEC-107-

021127.
ECN Author ECN Problem Description
Approval
Date

sec-n-02075 P. Leong 11/11/02 The security interface between CMS and Provisioning
Server shall be IPSec with IKE-.

sec-n-02102 E. Rosenfeld 11/11/02 Add Secure Software Download functionality in
support of the Standalone MTA (S-MTA)
specification.

sec-n-02159 J. Zhu 11/18/02 Fix IPsec Authentication Algorithms in section
6.1.2.2.

sec-n-02189 E. Rosenfeld 11/18/02 Clarify the details surround IPsec Security Association
processing.

sec-n-02190 A. Negahdar 11/18/02 Clarifies the requirement for performing the Kerberos
Key Management and establishing the IPsec SAs
between the MTA and the new CMS in the case of
NCS Redirect.

sec-n-02191 E. Rosenfeld 11/18/02 Removes RADIUS Gate Coordination Security, as the
Gate Coordination interface has been removed from
the architecture.

sec-n-02192 S. 11/18/02 Clarifies proper storage/usage of Kerberos tickets in

Channabasappa NVRAM.

sec-n-02193 A. Negahdar 11/18/02 Clarifies the definition of the Server Kerberos
Principal Name element of the Wake Up and the
Rekey messages.

sec-n-02194 S. Medvinsky 11/18/02 Resolving inconsistencies created from adding
optional key management protocols per sec-n-02098

sec-n-02195 N. Gilboa 11/18/02 Clarify the calculation of the subkey used for
Kerberized IPSec.

sec-n-02196 J. Byrne 11/18/02 Case 2 of Step 2 of Section 9.8.1.1 MMH[16,s,1] in
the PacketCable Security specification is incorrect.

sec-n-02197 D. R. Evans 11/18/02 Change Requirements on Certificate Validity Periods
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The following Engineering Change Notices are incorporated in PKT-SP-SEC-108-

030415.
ECN Author ECN Problem Description
Approval
Date

sec-n-02196 J. Byrne 11/18/02 Change #2 correction of error in section 7.6.2.3.1.1
during incorporation in 107

sec-n-02225 E. Rosenfeld 2/18/03 Radius-based gate coordination was removed from
the spec, but one section was missed.

sec-n-02226 E. Rosenfeld 2/24/03 Cleans up miscellaneous errors in the specification.

sec-n-02227 S. Medvinsky 2/24/03 Clarifies what a CMS should do when it sends out a
Wake Up and gets back an AP Request with the
server-nonce field set to 0

sec-n-02228 S. Kumar 2/24/03 Clarification on SA establishment with configured
CMS.

sec-n-02229 S. Kumar 2/24/03 Clarify the requirement to generate Secret and Pad
for RTP-RTCP key negotiation.

sec-n-02230 S. Medvinsky 2/24/03 Several synchronization issues were discovered
during the time that the MTA has to retry sending
an AP Request to an application server

sec-n-02236 DR Evans 2/24/03 Provides explicit requirement regarding presence of
cname field in TGS-REQ message.

sec-n-03012 G. Strub 2/24/03 Modifies the KDC processing of a replayed AS
Request or TGS Request.

sec-n-03013 DR Evans 2/24/03 Removes redundant requirements.

sec-n-03020 E. Nechamkin 3/10/2003 Removes conflicting requirements to drop an
SNMP Request message in Section 6.5.4.5.2.

sec-n-03021 S. Medvinsky 3/10/2003 Appendix B contains a version of the Kerberos
revisions draft missing a definition of the
EncryptedData ASN.1 structure used inside many
Kerberos objects.

sec-n-03022 A. Bose 3/10/2003 Spec doesn't specify how the CMTS and Gate
Controller reestablish Security Associations in
failure conditions.

pkt-n-03006 DR Evans 3/3/2002 Updates glossary definition of SFID
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The following Engineering Change Notices are incorporated in PKT-SP-SEC-109-

030728.
ECN Author ECN Problem Description
Approval
Date

sec-n-03036 DR Evans 6/30/03 Correctly identifies checksum type

sec-n-03038 E. Nechamkin 6/30/03 The requirement to the MTA when it fails to get a
response from the application server (REQ4189)
needs to be clarified.

sec-n-03045 N. Gilboa 6/30/03 Clarifies the process of transferring control of an
MTA from one CMS to another.

sec-n-03047 A. Negahdar 6/30/03 This ECR clarifies the MTA requirement in the
spec and ECN sec-n-02228 for establishing IPsec
SAs following the provisioning process.

sec-n-03056 S. Medvinsky 6/30/03 Editorial changes are needed in order to fix the
description of the MTA provisioning flows.

sec-n-03057 E. Rosenfeld 6/30/03 Modify informative text example for ciphersuite
negotiation so it conforms to the Requirement.

sec-n-03058 E. Rosenfeld 6/30/03 Require MTAs to store Kerberos tickets in
NVRAM.

The following Engineering Change Notices are incorporated in PKT-SP-SEC-110-

040113.
ECN Author ECN Problem Description
Approval
Date

sec-n-03066 S. Kumar 10/20/03 Clarifies about the time nonce has to be saved by
MTA after sending AP request for Wakeup
message.

sec-n-03067 C. Nguyen 10/20/03 Clarifies the use of IV for NULL versus NON-
NULL encryption in RTCP as well as the
generation of sequence number in secured RTP
packets.

sec-n-03068 S. Channabasappa 11/03/03 Replace Appendix E of the security spec
(Appendix E references the DNS LOCATE
specification, draft-ietf-cat-krb-dns-locate-02.txt,
which is currently obsolete) with specification
text.

sec-n-03069 S. Medvinsky 10/20/03 Clarify client processing of the Wake Up
message.

sec-n-03082 S. Kumar 11/17/03 Clarifies requirements surrounding Kerberized
Key management for SNMPv3.

sec-n-03105 E. Rosenfeld 11/24/03 Make normative the statement that the AP
Request in response to a Rekey must contain only
one ciphersuite.
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sec-n-03106 E. Nechamkin 11/24/03 PKINIT Reply section should, but does not,
explicitly prohibit the presence of any other
certificates except the ones required.

sec-n-03114 E. Rosenfeld 12/01/03 Update the name of the packetcable security OID.

The following Engineering Change Notices are incorporated in PKT-SP-SEC-111-

040730.
ECN Author ECN Problem Description
Approval
Date
SEC-N-04.0147-3 DR Evans 6/7/2004 Allow receipt of negative sequence numbers
SEC-N-04.0150-1 A. Negadhar 7/6/2004 Updating the security specification to synch up

with the recent addition of Simplified
provisioning flows and SNMP Coexistence in
the provisioning specification

The following Engineering Change Notice was incorporated in PKT-SP-SEC-112-

050812.
ECN Author ECN Problem Description
Approval
Date
SEC-N-04.0179-5 E. Rosenfeld 8/9/2004 Final Editorial/Clarification changes before
Security spec is split into 1.0 and 1.1 versions.

The following Engineering Change Notice was incorporated in PKT-SP-SEC-C01-

071129.
ECN Author ECN Approval Problem Description
Date
SEC-N-04.0200-3 K. Marez 10/29/07 Corrected some minor editorial issues, updated
to be against version 112,
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