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Annex L defines the object model for the DOCSIS 3.0 Security requirements.

Annex M defines the object model for the DOCSIS 3.0 IP Multicast requirements.

Annex N defines the object model for the CM registration and upstream status requirements.
Annex O defines the object model for the MAC requirements.

Annex P defines the object model for the Subscriber Management requirements.

Annex Q defines the DOCSIS 3.0 MIB modules.

Annex R defines the DOCSIS 3.0 IPDR Service Definition schemas.

1.5.2 Appendices
Appendix I identifies business process scenarios for Subscriber Account Management.

Appendix Il provides a summary of Cable Modem authentication and code file authentication including areas of
responsibility.

Appendix I1 includes example IPDR Instance Documents.

Appendix IV includes a list of IPDR/SP message encoding examples.

Appendix V identifies signal quality monitoring use cases for use as operational guideline examples.

Appendix VI provides an overview of the Object Model Notation using UML.

Appendix VII includes an RCC/RCP object diagram and corresponding XML Schema and Instance Documents.

Appendix VIII includes acknowledgements and contains a list of contributors.
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2 REFERENCES

2.1 Normative References?
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works as indicated, in addition to the other requirements of this specification. Notwithstanding, intellectual property
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DOCSIS eDOCSIS™ Specification, CM-SP-eDOCSIS-114-080215, February 15, 2008, Cable
Television Laboratories, Inc.
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mgmd-mib-08.

IPDR Business Solution Requirements - Network Data Management Usage (NDM-U), Version
3.5.0.1, IPDR.org, November 2004.

IPDR/Capability File Format, Version 3.5.0.1, IPDR.org, November 2004.

IPDR/SP Protocol Specification, Version 2.1, IPDR.org, November 2004.

IPDR Service Specification Design Guide, Version 3.5.1, IPDR.org, November 2004.
IPDR/XDR File Encoding Format, Version 3.5.1, IPDR.org, November 2004.

DOCSIS M-CMTS Operations Support System Interface Specification, CM-SP-M-0SSI-107-
071206, December 6, 2007, Cable Television Laboratories, Inc.

DOCSIS MAC and Upper Layer Protocols Interface Specification v3.0, CM-SP-MULPIv3.0-
108-080522, May 22, 2008, Cable Television Laboratories, Inc.

DOCSIS Physical Layer Specification v3.0, CM-SP-PHYVv3.0-107-080522, May 22, 2008,
Cable Television Laboratories, Inc.

IETF RFC 1157, J. D. Case, et al., A Simple Network Management Protocol (SNMP), May
1990.

IETF RFC 1832, R. Srinivasan, XDR: External Data Representation Standard, August 1995.

IETF RFC 1901, K. Norseth, Ed. and E. Bell, Ed., Introduction to Community-based SNMPv2,
January 1996.

IETF RFC 2578, K. McCloghrie, et al., Structure of Management Information Version 2
(SMIv2), April 1999.

IETF RFC 2580, K. McCloghrie, et al., Conformance Statements for SMIv2, April 1999.

IETF RFC 2669, M. St. Johns, Ed., DOCSIS Cable Device MIB Cable Device Management
Information Base for DOCSIS compliant Cable Modems and Cable Modem Termination
Systems, August 1999.

IETF RFC 2786, M. St. Johns, Diffie-Helman [sic] USM Key Management Information Base
and Textual Convention, March 2000.

IETF RFC 2790, Waldbusser, P. Grillo, Host Resources MIB, March 2000.

3 Section revised per 0SSIv3.0-N-07.0376-1 by ab on 5/3/07 and per OSSIv3.0-N-07.0402-1, #1 & #3 on 5/7/07 by KN, and per
OSSIv3.0-N-07.0480-3 by ab on 7/12/07. Revised per OSSIv3.0-N-07.0532-4 on 1/29/08 by KN.
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[RFC 3414]
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[RFC 3416]
[RFC 3417]
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[RFC 3419]
[RFC 3433]
[RFC 3584]
[RFC 3635]
[RFC 3826]
[RFC 3927]
[RFC 4022]

[RFC 4036]

[RFC 4113]

[RFC 4131]

[RFC 4133]
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IETF RFC 2933, K. McCloghrie et al., Internet Group Management Protocol MIB, October
2000.

IETF RFC 3083, R. Woundy, Baseline Privacy Interface Management Information Base for
DOCSIS Compliant Cable Modems and Cable Modem Termination Systems, March 2001.
IETF RFC 3164, C. Lonvick, The BSD syslog Protocol, August 2001.

IETF RFC 3410, J. Case, et al., Introduction and Applicability Statements for Internet-
Standard Management Framework, December 2002.

IETF RFC 3411/STD0062, D. Harrington, et al., An Architecture for Describing Simple
Network Management Protocol (SNMP) Management Frameworks, December 2002.

IETF RFC 3412, J. Case, et al., Message Processing and Dispatching for the Simple Network
Management Protocol (SNMP), December 2002.

IETF RFC 3413/STD0062, D. Levi, et al., Simple Network Management Protocol (SNMP)
Applications, December 2002.

IETF RFC 3414/STD0062, U. Blumenthal and B. Wijnen, User-based Security Model (USM)
for version 3 of the Simple Network Management Protocol (SNMPv3), December 2002.

IETF RFC 3415, B. Wijnen, et al., View-based Access Control Model (VACM) for the Simple
Network Management Protocol (SNMP), December 2002.

IETF RFC 3416, R. Presuhn, Ed., Version 2 of the Protocol Operations for the Simple
Network Management Protocol (SNMP), December 2002.

IETF RFC 3417, R. Presuhn, Ed., Transport Mappings for the Simple Network Management
Protocol (SNMP), December 2002.

IETF RFC 3418, R. Presuhn, Ed., Management Information Base (MIB) for the Simple
Network Management Protocol (SNMP), December 2002.

IETF RFC 3419, M. Daniele, J. Schoenwaelder, Textual Conventions for Transport Addresses,
December 2002.

IETF RFC 3433, A. Bierman, D. Romascanu, K.C. Norseth, Entity Sensor Management
Information Base, December 2002.

IETF RFC 3584, R. Frye, et al., Coexistence between Version 1, Version 2, and Version 3 of
the Internet-Standard and Network Management Framework, March 2000.

IETF RFC 3635, J. Flick, Definitions of Managed Objects for the Ethernet-like Interface
Types, September 2003.

IETF RFC 3826, U. Blumenthal, et al., The Advanced Encryption Standard (AES) Cipher
Algorithm in the SNMP User-based Security Model, June 2004.

IETF RFC 3927, G. Klyne, et al., Dynamic Configuration of IPv4 Link-Local Addresses, May
2005.

IETF RFC 4022, R. Raghunarayan, Ed., Management Information Base for the Transmission
Control Protocol (TCP), March 2005.

IETF RFC 4036, W. Sawyer, Management Information Base for Data Over Cable Service
Interface Specification (DOCSIS) Cable Modem Termination Systems for Subscriber
Management, April 2005.

IETF RFC 4113, B. Fenner and J. Flick, Management Information Base for the User Datagram
Protocol (UDP), June 2005.

IETF RFC 4131, S. Green et al., Management Information Base for Data Over Cable Service
Interface Specification (DOCSIS) Cable Modems and Cable Modem Termination Systems for
Baseline Privacy Plus, September 2005.

IETF RFC 4133, A. Bierman, K. and McCloghrie, Entity MIB, August 2005.
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[RFC 4188]
[RFC 4293]
[RFC 4506]
[RFC 4546]

[RFC 4639]

[SEC]
[TEI]

[W3 XSD1.0]
[W3 XML1.0]

[USB]

IETF RFC 4188, K. Norseth, Ed. and E. Bell, Ed., Definitions of Managed Objects for
Bridges, September 2005.

IETF RFC 4293, S. Routhier, Ed., Management Information Base for the Internet Protocol
(IP), April 2006.

IETF RFC 4506/STD0067, XDR: External Data Representation Standard. M. Eisler, Ed. May
2006.

IETF RFC 4546, D. Raftus and E. Cardona, Radio Frequency (RF) Interface Management
Information Base for DOCSIS 2.0 Compliant RF Interfaces, June 2006.

IETF RFC 4639, R. Woundy and K. Marez, Cable Device Management Information Base for
Data-Over-Cable Service Interface Specification (DOCSIS) Compliant Cable Modems and
Cable Modem Termination Systems, December 2006.

DOCSIS Security Specification v3.0, CM-SP-SECv3.0-108-080522, May 22, 2008, Cable
Television Laboratories, Inc.

Business Services over DOCSIS™ TDM Emulation Interface Specification, CM-SP-TEI-105-
080522, May 22, 2008, Cable Television Laboratories, Inc.

XML Schema Part 1: Structures Second Edition, W3C Recommendation 28, October 2004.

Extensible Markup Language (XML) 1.0 (Third Edition), W3C Recommendation 04, February
2004.

Universal Serial Bus Specification, Compag, Hewlett-Packard, Intel, Lucent, Microsoft, NEC,
Philips, Revision 2.0, April 27, 2000 (http://www.usb.org)

2.2 Informative References?

This specification uses the following informative references.

[1SO 11404]
[1SO 19501]
[ITU-R X.692]

[ITU-T M.3400]
[NSI]

[PKT-DQOS]
[PKT-PCMM]

[RFC 791]
[RFC 1042]

[RFC 1213]

[RFC 2460]

BS ISO/IEC 11404:1996 Information technology. Programming languages, their environments
and system software interfaces. Language-independent datatypes, January 2002.

ISO/IEC 19501:2005 Information technology -- Open Distributed Processing -- Unified
Modeling Language (UML) Version 1.4.2.

ITU-T Rec. X.692, Information technology — ASN.1 encoding rules: Specification of
Encoding Control Notation (ECN), March 2002.

ITU-T Rec. M.3400 (02/2000), TMN management functions.

DOCSIS Cable Modem Termination System - Network Side Interface Specification, SP-
CMTS-NSI-101-960702, Cable Television Laboratories, Inc.

PacketCable 1.5 Dynamic Quality-of-Service Specification, PKT-SP-DQOS1.5-103-070412,
April 12, 2007, Cable Television Laboratories, Inc.

PacketCable Specification, Multimedia Specification, PKT-SP-MM-104-080515, December
21, 2005, Cable Television Laboratories, Inc.

IETF RFC 791, J. Postel. Internet Protocol, September 1981.

IETF RFC 1042, J. Postel and J.K. Reynolds. Standard for the transmission of IP datagrams
over IEEE 80 networks, February 1988.

IETF RFC 1213, K. McCloghrie and M. Rose, Management Information Base for Network
Management of TCP/IP-base internets: MIB-11, March 1991.

IETF RFC 2460, Internet Protocol, Version 6 (IPv6) Specification. S. Deering and R. Hinden,
December 1998.

4 revised per OSSIv3.0-N-07.0395-3 by ab on 5/4/07, and per OSSIv3.0-N-07.0473-3 by ab on 7/12/07.
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[RFC 2560]

[RFC 2579]
[RFC 2821]
[RFC 2856]

[RFC 2933]
[RFC 3019]
[RFC 3168]

[RFC 3260]
[RFC 3289]

[RFC 3306]
[RFC 3423]
[RFC 3569]
[RFC 4001]
[RFC 4181]
[RFC 4291]
[RFC 4323]

[RFC 4604]

IETF RFC 2560, M. Myers, et al., X.509 Internet Public Key Infrastructure Online Certificate
Status Protocol — OCSP, June 1999.

IETF RFC 2579, K. McCloghrie, et al., Textual Conventions for SMIv2, April 1999.
IETF RFC 2821, J. Klensin, Simple Mail Transfer Protocol, April 2001.

IETF RTC 2856, A. Bierman, et al., Textual Conventions for Additional High Capacity Data
Types, June 2000.

IETF RFC 2933, K. McCloghrie, et al., Internet Group Management Protocol MIB, October
2000.

IETF RFC 3019, B. Haberman, R. and Worzella, IP Version 6 Management Information Base
for The Multicast Listener Discovery Protocol, January 2001.

IETF RFC 3168, K. Ramakrishnan et al., The Addition of Explicit Congestion Notification
(ECN, September 2001.

IETF RFC 3260, D. Grossman, New Terminology and Clarifications for Diffserv, April 2002.

IETF RFC 3289, F. Baker, K. Chan, A. Smith, Management Information Base for the
Differentiated Services Architecture, May 2002.

IETF RFC 3306, B. Haberman, and D. Thaler, Unicast-Prefix-based IPv6 Multicast
Addresses, August 2002.

IETF RFC 3423, K. Zhang and E. Elkin, XACCT's Common Reliable Accounting for
Network Element (CRANE), Protocol Specification Version 1.0, November 2002.

IETF RFC 3569, S. Bhattacharyya, Ed., An Overview of Source-Specific Multicast (SSM),
July 2003.

IETF RFC 4001, M. Daniele, et al., Textual Conventions for Internet Network Addresses,
February 2005.

IETF RFC 4181, C. Heard, Ed. Guidelines for Authors and Reviewers of MIB Documents,
September 2005.

IETF RFC 4291, R. Hinden and S. Deering, Internet Protocol Version 6 (IPv6) Addressing
Architecture, February 2006.

IETF RFC 4323, M. Patrick and W. Murwin, Data Over Cable System Interface Specification
Quality of Service Management Information Base (DOCSIS-QOS MIB), January 2006.

IETF RFC 4604, H. Holbrook et al., Using Internet Group Management Protocol Version 3
(IGMPv3) and Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific
Multicast, August 2006.

2.3 Reference Acquisition

CableLabs Specifications:

e Cable Television Laboratories, Inc., 858 Coal Creek Circle, Louisville, CO 80027;
Phone +1-303-661-9100; Fax +1-303-661-9199; Internet: http://www.cablelabs.com

ANSI Specifications:

e  American National Standards Institute, Inc. 1819 L Street, NW, 6th floor
Washington, DC 20036; Phone +1-202-293-8020; Fax +1-202-293-9287. Internet: http://www.ansi.org
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617-253-2613; Fax +1-617-258-5999. http://www.w3.0rg/Consortium/
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7 OSSI MANAGEMENT OBJECTS

7.1  SNMP Management Information Bases (MIBS)*®

This section defines the minimum set of managed objects required to support the management of a CM. This section
defines the minimum set of managed objects required to support the management of a CMTS.

The CM MAY augment the required MIBs with objects from other standard or vendor-specific MIBs where
appropriate. The CMTS MAY augment the required MIBs with objects from other standard or vendor-specific
MIBs where appropriate.

The DOCSIS 0SSI 3.0 specification has priority over the IETF MIBs and all objects. Though deprecated or
optional in the IETF MIB, the object can be required by this specification as mandatory.

The CM MUST implement the MIB requirements in accordance with this specification regardless of the value of an
IETF MIB object's status (e.g., deprecated or optional).

The CMTS MUST implement the MIB requirements in accordance with this specification regardless of the value of
an IETF MIB object's status (e.g., deprecated or optional).

If not required by this specification, deprecated objects are optional. If a CM implements a deprecated MIB object,

the CM MUST implement the MIB object correctly according to the MIB definition. If a CMTS implements a

deprecated MIB object, the CMTS MUST implement the MIB object correctly according to the MIB definition.

If a CM does not implement a deprecated MIB object, the following conditions MUST be met:

e The CM MUST NOT instantiate the deprecated MIB object.

e The CM MUST respond with the appropriate error/exception condition, such as noSuchObject for SNMPv2c,
when an attempt to access the deprecated MIB object is made.

If a CMTS does not implement a deprecated MIB object, the following conditions MUST be met:

e The CMTS MUST NOT instantiate the deprecated MIB object.

e The CMTS MUST respond with the appropriate error/exception condition, such as noSuchObject for
SNMPv2c, when an attempt to access the deprecated MIB object is made

If not required by this specification, additional objects are optional. If a CM implements any additional MIB objects,
the CM MUST implement the MIB object correctly according to the MIB definition. If a CMTS implements any
additional MIB objects, the CMTS MUST implement the MIB object correctly according to the MIB definition.

If a CM does not implement one or more additional MIB objects, the following conditions MUST be met:

e The CM MUST NOT instantiate the additional MIB object or objects.

e The CM MUST respond with the appropriate error/exception condition, such as noSuchObject for SNMPv2c
when an attempt to access the non existent additional MIB object is made, when the additional MIB object or
objects are accessed.

If a CMTS does not implement one or more additional objects, the following conditions MUST be met:

e The CMTS MUST NOT instantiate the additional MIB object or objects.

18 Section revised per OSSIv3.0-N-08.0608-1 on 4/10/08 by KN.
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A CMTS operating in SNMP Coexistence mode MUST support SNMP notification type 'trap' and 'inform' as
defined in [RFC 3416] and [RFC 3413].

The CM MUST send notifications for any event, if docsDevEvControl object [RFC 4639], throttling/limiting
mechanism [RFC 4639] and [RFC 3413] limitations applied later do not restrict notification sending. **

The CMTS MUST send notifications for any event, if docsDevEvControl object [RFC 4639], throttling/limiting
mechanism [RFC 4639] and [RFC 3413] limitations applied later do not restrict notification sending.

The CM MUST NOT report via SNMP natifications vendor-specific events that are not described in instructions
submitted with certification testing application documentation. The CMTS MUST NOT report via SNMP
notifications vendor-specific events that are not described in instructions submitted with certification testing
application documentation.

8.1.2.1.3 Syslog message format

When the CM sends a syslog message for a DOCSIS-defined event, the CM MUST send it in the following format:
<level>CABLEMODEM[vendor]: <eventld> text vendor-specific-text

When the CMTS sends a syslog message for a DOCSIS-defined event, the CMTS MUST send it in the following
format:

<level>TIMESTAMP HOSTNAME CMTS[vendor]: <eventld> text vendor-specific-text
Where:

e level is an ASCII representation of the event priority, enclosed in angle brackets, which is constructed as an OR
of the default Facility (128) and event priority (0-7). The resulting level ranges between 128 and 135.

e TIMESTAMP and HOSTNAME follow the format of [RFC 3164]. The single space after TIMESTAMP is part of
the TIMESTAMP field. The single space after HOSTNAME is part of the HOSTNAME field.

e vendor is the vendor name for the vendor-specific syslog messages or DOCSIS for the standard DOCSIS
messages.

e eventld is an ASCII representation of the INTEGER number in decimal format, enclosed in angle brackets,
which uniquely identifies the type of event. The CM MUST equate the eventld with the value stored in the
docsDevEvld object in docsDevEventTable. The CMTS MUST equate the eventld with the value stored in the
docsDevEvld object in docsDevEventTable. For the standard DOCSIS events this number is converted from
the error code using the following rules:

0 The number is an eight-digit decimal number.
0 The first two digits (left-most) are the ASCII code for the letter in the Error code.

0 The next four digits are filled by 2 or 3 digits between the letter and the dot in the Error code with zero
filling in the gap in the left side.

0 The last two digits are filled by the number after the dot in the Error code with zero filling in the gap in the
left side.

For example, event D04.2 is converted into 68000402, and Event 1114.1 is converted into 73011401. This
convention only uses a small portion of available number space reserved for DOCSIS (0 to 2*!-1). The first
letter of an error code is always in upper-case. See Annex D for event definitions.

e text contains the textual description for the standard DOCSIS event message, as defined in Annex D.

o vendor-specific-text contains vendor specific information. This field is optional.

%% docsDevCmtsTrapControl changed to docsDevCmtsNotifControl in this para and following para per OSSIv3.0-N-07.0442-3,
5/9/07, PO
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The CM MUST not set to ‘active' an entry created using the SNMPv3 Notification Receiver TLV (see the Common
Radio Frequency Interface Encodings Annex of [MULPI]) which does not satisfy the corresponding [RFC 3413]
requirements to do so. This type of misconfiguration doesn't stop the CM from registering, however the SNMP
notification process may not work as expected.

The mapping from the TLV to these tables is described in the following section.

8.1.4.1 Mapping of TLV fields into created SNMPv3 table rows

The following sections illustrate how the fields from the config file SNMPv3 Notification Receiver TLV elements
are placed into the SNMPvV3 tables. The TLV fields are shown below as:

Table 8-6 - SNMPv3 Notification Receiver TLV Mapping

Sub-TLVs Variable Name Associated MIB Object
SNMPv3 Notification Receiver IPv4 Address TAddress snmpTargetAddrTAddress [RFC 3413]
SNMPv3 Notification Receiver IPv6 Address TAddress snmpTargetAddrTAddress [RFC 3413]
SNMPv3 Notification Receiver UDP Port Number | Port snmpTargetAddrTAddress [RFC 3413]
SNMPv3 Notification Receiver Trap Type TrapType see following sections
SNMPv3 Notification Receiver Timeout Timeout snmpTargetAddrTimeout [RFC 3413]
SNMPv3 Notification Receiver Retries Retries snmpTargetAddrRetryCount [RFC 3413]
SNMPv3 Notification Receiver Filtering FilterOID see following sections
Parameters
SNMPv3 Notification Receiver Security Name SecurityName see following sections

The variable names from Table 8-6 are defined as follows:

<TAddress> A 32-bit IPv4 or IPv6 address of a notification receiver

<Port> A 16-bit UDP Port number on the notification receiver to receive the notifications
<TrapType> Defines the notification type as explained above

<Timeout> 16-bit timeout, in milliseconds to wait before sending a retry of an Inform Notification
<Retries> 16-bit number of times to retry an Inform after the first Inform transmission

<FilterOID>  The OID of the snmpTrapOID value that is the root of the MIB subtree that defines all of the
notifications to be sent to the Notification Receiver.

<SecurityName> The security name specified on the TLV element, or "@config" if not specified.
Table 8-7 through Table 8-18 are shown in the order that the agent will search down through them when a
notification is generated in order to determine to whom to send the notification, and how to fill out the contents of

the notification packet.

In configuring entries in these SNMPv3 tables, note the following:

% Section revised per 0SSIv3.0-N-07.0435-2, #1 on 5/10/07 by KN.
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The Community Name for traps in SNMPv1 and SNMPv2 packets is configured as "public". The Security Name in
traps and informs in SNMPv3 packets where no security name has been specified is configured as "@config", in
which case the security level is "noAuthNoPriv".

Several columnar objects are configured with a value beginning with the string "@config". If these tables are
configured through other mechanisms, network operators should not use values beginning with "@config" to avoid
conflicts with the mapping process specified here.

8.1.4.1.1 snmpNotifyTable

The snmpNotifyTable is defined in the "Notification MIB Module" section of [RFC 3413].

The CM MUST create two rows with fixed values if one or more SNMPv3 Notification Receiver TLV elements are
present in the config file.

Table 8-7 - snmpNotifyTable

Column Name (* = Part of Index) 1st Row Column Value 2nd Row Column Value
* snmpNotifyName "@config_inform" "@config_trap"
snmpNotifyTag "@config_inform" "@config_trap"
snmpNotifyType inform (2) trap (1)
snmpNotifyStorageType volatile (2) volatile (2)
snmpNotifyRowStatus active (1) active (1)

8.1.4.1.2 snmpTargetAddrTable*®
The snmpTargetAddrTable is defined in the "Definitions" section of [RFC 3413].

The CM MUST create one row in snmpTargetAddrTable for each entry defined in Table 8-8 -
snmpTargetAddrTable.

Thus, two entries are created in this table if both SNMPv3 Notification Receiver IPv4 Address and SNMPv3
Notification Receiver IPv6 Address sub-TLVs are included in the same TLV. All other parameters are the same.

Table 8-8 - snmpTargetAddrTable

Column Name (* = Part of Index) Column Value

* snmpTargetAddrName "@config_n_IPv[4 | 6]" where n is 0..m-1 and m is the number of
SNMPv3 Notification Receiver config file TLVs

@config_n_IPv4 is for an entry created if SNMPv3 Notification
Receiver config file TLV contains <TrapType> of TDomain
SnmpUDPAddress

@config_n_IPv6 is for an entry created if SNMPv3 Notification
Receiver config file TLV contains <TrapType> of TDomain
TransportAddressIPv6

snmpTargetAddrTDomain IPv4: snmpUDPDomain [RFC 3417]
IPv6: transportDomainUdplpv6 [RFC 3419]

% Section revised per 0SSIv3.0-N-08.0641-2 on 4/25/08 by KN.
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Column Name (* = Part of Index)

Column Value

snmpTargetAddrTAddress (IP Address
and UDP Port of the Notification
Receiver)

IPv4: SnmpUDPAddress [RFC 3417]

OCTET STRING (6) Octets 1-4: <TAddress> Octets 5-6: <Port>
IPv6: TransportAddressIPv6 [RFC 3419]

OCTET STRING (18) Octets 1-16: <TAddress> Octets 17-18: <Port>

snmpTargetAddrTimeout

<Timeout>

snmpTargetAddrRetryCount

<Retries>

snmpTargetAddrTagList "@config_trap" if <TrapType>is 1, 2, or 4
"@config_inform" if <TrapType> is 3 or 5,

snmpTargetAddrParams "@config_n"

snmpTargetAddrStorageType volatile (2)

snmpTargetAddrRowStatus active (1)

8.1.4.1.3 snmpTargetAddrExtTable®’

The snmpTargetAddrExtTable is defined in the "SNMP Community MIB Module" section of [RFC 3584].

The CM MUST create one row in snmpTargetAddrExtTable for each entry defined in Table 8-8,

snmpTargetAddrTable.

Table 8-9 - snmpTargetAddrExtTable

Column Name (* = Part of Index)

Column Value

* snmpTargetAddrName "@config_n_IPv[4 | 6]" where n is 0..m-1 and m is the number of
SNMPv3 Notification Receiver config file TLVs (see Table 8-8 for
details).

snmpTargetAddrTMask <Zero-length OCTET STRING>

snmpTargetAddrMMS SM Maximum Message Size

8.1.4.1.4 snmpTargetParamsTable

The snmpTargetParamsTable is defined in the "Definitions" section of [RFC 3413].

The CM MUST create one row in snmpTargetParamsTable for each SNMPv3 Notification Receiver TLV in the

config file.

Table 8-10 - snmpTargetParamsTable

Column Name (* = Part of Index)

Column Value

* snmpTargetParamsName

"@config_n" where n is 0..m-1 and m is the number of SNMPv3
Notification Receiver config file TLVs

snmpTargetParamsMPModel

SYNTAX:
SnmpMessageProcessingModel

SNMPv1 (0) if <TrapType>is 1
SNMPv2c (1) if <TrapType>is2or3
SNMPv3 (3) if <TrapType>is 4 or 5

% Section revised per 0SSIv3.0-N-08.0641-2 on 4/25/08 by KN.
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Column Name (* = Part of Index)

Column Value

snmpTargetParamsSecurityModel
SYNTAX: SnmpSecurityModel

SNMPv1 (1) if <TrapType>is 1
SNMPv2c (2) if <TrapType>is 2 or 3
USM (3) if <TrapType>is4or5

Note: The mapping of SNMP protocol types to value here are different
from snmpTargetParamsMPModel

snmpTargetParamsSecurityName

If <TrapType>is 1, 2, or 3, or if the <Security Name> field is zero-
length:

"@config"

If <TrapType> is 4 or 5, and the <Security Name> field is non-zero
length:

<SecurityName>

snmpTargetParamsSecurityLevel

If <TrapType>is 1, 2, or 3, or if the <Security Name> field is zero-
length:

noAuthNoPriv (1)

If <TrapType> is 4 or 5, and the <Security Name> field is non-zero
length:

The security level of <SecurityName>

snmpTargetParamsStorageType

volatile (2)

snmpTargetParamsRowStatus

active (1)

8.1.4.1.5 snmpNotifyFilterProfileTable

The snmpNotifyFilterProfileTable is defined in the "Naotification MIB Module" section of [RFC 3413].

The CM MUST create one row in snmpNotifyFilterProfileTable for each SNMPv3 Notification Receiver TLV that

has a non-zero <FilterOID>.

Table 8-11 - snmpNotifyFilterProfileTable

Column Name (* = Part of Index)

Column Value

* snmpTargetParamsName

"@config_n" where n is 0..m-1 and m is the number of SNMPv3
Notification Receiver config file TLVs

snmpNotifyFilterProfileName

"@config_n" where n is 0..m-1 and m is the number of SNMPv3
Notification Receiver config file TLVs

snmpNotifyFilterProfileStorType

volatile (2)

snmpNotifyFilterProfileRowStatus

active (1)

8.1.4.1.6 snmpNotifyFilterTable

The snmpNotifyFilterTable is defined in the "Notification MIB Module" section of [RFC 3413].

The CM MUST create one row in snmpNotifyFilterTable for each SNMPv3 Notification Receiver TLV that has a

non-zero <FilterOID>.
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Table 8-12 - snmpNotifyFilterTable

Column Name (* = Part of Index)

Column Value

* snmpNotifyFilterProfileName

"@config_n" where n is 0..m-1 and m is the number of SNMPv3
Notification Receiver config file TLVs

* snmpNotifyFilterSubtree <FilterOID>
snmpNotifyFilterMask <Zero-length OCTET STRING>
snmpNotifyFilterType included (1)
snmpNotifyFilterStorageType volatile (2)
snmpNotifyFilterRowStatus active (1)

8.1.4.1.7 snmpCommunityTable

The snmpCommunityTable is defined in the "SNMP Community MIB Module" section of [RFC 3584].

The CM MUST create one row in snmpCommunityTable with fixed values if one or more SNMPv3 Notification
Receiver TLVs are present in the config file. This causes SNMPv1 and v2c notifications to contain the community
string in snmpCommunityName.

Table 8-13 - snmpCommunityTable

Column Name (* = Part of Index)

Column Value

* snmpCommunityIndex "@config"
snmpCommunityName "public”
snmpCommunitySecurityName "@config"

snmpCommunityContextEnginelD

<the enginelD of the cable modem>

snmpCommunityContextName

<Zero-length OCTET STRING>

snmpCommunityTransportTag

<Zero-length OCTET STRING>

snmpCommunityStorageType

volatile (2)

snmpCommunityStatus

active (1)

8.1.4.1.8 usmUserTable

The usmUserTable is defined in the "Definitions" section of [RFC 3414].

The CM MUST create one row in usmUserTable with fixed values if one or more SNMPv3 Notification Receiver
TLVs are present in the config file. Other rows are created, one each time the engine ID of a trap receiver is
discovered. This specifies the user name on the remote notification receivers to which notifications are to be sent.

One row in the usmUserTable is created. When the engine ID of each notification receiver is discovered, the agent
copies this row into a new row and replaces the 0x00 in the usmUserEnginelD column with the newly-discovered
value.
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Table 8-14 - usmUserTable

Column Name (* = Part of Index) Column Value
* usmUserEnginelD 0x00
* usmUserName "@config"

When other rows are created, this is replaced with the <SecurityName>
field from the SNMPv3 Notification Receiver config file TLV.

usmUserSecurityName "@config"
When other rows are created, this is replaced with the <SecurityName>
field from the SNMPv3 Notification Receiver config file TLV.

usmUserCloneFrom <don't care> This row cannot be cloned.

usmUserAuthProtocol None
When other rows are created, this is replaced with None or MD5,
depending on the security level of the V3 User.

usmUserAuthKeyChange <don't care>
Write-only

usmUserOwnAuthKeyChange <don't care>
Write-only

usmUserPrivProtocol None

When other rows are created, this is replaced with None or DES,
depending on the security level of the VV3 User.

usmUserPrivKeyChange <don't care>

Write-only
usmUserOwnPrivKeyChange <don't care>

Write-only
usmUserPublic <Zero-length OCTET STRING>
usmUserStorageType volatile (2)
usmUserStatus active (1)

8.1.4.1.9 vacmContextTable
The vacmContextTable is defined in the "Definitions"” section of [RFC 3415].

The CM MUST create one row in vacmContextTable with the zero length octet string for vacmContextName
object.

Table 8-15 - vacmContextTable

Column Name (* = Part of Index) Column Value

* vacmContextName <Zero-length OCTET STRING>

8.1.4.1.10 vacmSecurityToGroupTable
The vacmSecurityToGroupTable is defined in the "Definitions" section of [RFC 3415].

The CM MUST create three rows in vacmSecurityToGroupTable with fixed values if one or more SNMPv3
Notification Receiver TLVs are present in the config file.
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Table 8-16 depicts the three rows with fixed values which are used for the SNMPv3 Notification Receiver TLV
entries with <TrapType> set to 1, 2, or 3, or with a zero-length <SecurityName>. The SNMPv3 Notification

Receiver TLV entries with <TrapType> set to 4 or 5 and a non-zero length <SecurityName> will use the rows
created in the vacmSecurityToGroupTable by the DH Kickstart process.

Table 8-16 - vacmSecurityToGroupTable

Column Name

First Row Column

Second Row Column

Third Row Column

(* = Part of Index) Value Value Value
* vacmSecurityModel SNMPV1 (1) SNMPV2c (2) USM (3)
* vacmSecurityName "@config" "@config" "@config"
vacmGroupName "@configVv1" "@configVv2" "@configUSM"
vacmSecurityToGroupStor | volatile (2) volatile (2) volatile (2)
ageType
vacmSecurityToGroupStatu | active (1) active (1) active (1)

S

8.1.4.1.11 vacmAccessTable

The vacmAccessTable is defined in the "Definitions" section of [RFC 3415].

The CM MUST create three rows in vacmAccessTable with fixed values if one or more SNMPv3 Notification

Receiver TLVs are present in

the config file.

Table 8-17 depicts the three rows with fixed values which are used for the SNMPv3 Notification Receiver TLV
entries with <TrapType> set to 1, 2, or 3, or with a zero-length <SecurityName>. The SNMPv3 Notification
Receiver TLV entries with <TrapType> set to 4 or 5 and a non-zero length <SecurityName> will use the rows
created in the vacmAccessTable by the DH Kickstart process.

Table 8-17 - vacmAccessTable

Column Name
(* = Part of Index)

Column Value

Column Value

Column Value

* vacmGroupName "@configv1" "@configv2" "@configUSM"

* vacmAccessContextPrefix | <zero-length string> <zero-length string> <zero-length string>
* vacmAccessSecurityModel | SNMPV1 (1) SNMPV2c (2) USM (3)

* vacmAccessSecurityLevel [ noAuthNoPriv (1) noAuthNoPriv (1) noAuthNoPriv (1)
vacmAccessContextMatch exact (1) exact (1) exact (1)

vacmAccessReadViewName

<Zero-length OCTET
STRING>

<Zero-length OCTET
STRING>

<Zero-length OCTET
STRING>

vacmAccessWriteViewName

<Zero-length OCTET
STRING>

<Zero-length OCTET
STRING>

<Zero-length OCTET
STRING>

vacmAccessNotifyViewName | "@config" "@config" "@config"
vacmAccessStorageType volatile (2) volatile (2) volatile (2)
vacmAccessStatus active (1) active (1) active (1)
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8.1.4.1.12 vacmViewTreeFamilyTable

The vacmViewTreeFamilyTable is defined in the "Definitions" section of [RFC 3415].

The CM MUST create one row in vacmViewTreeFamilyTable with fixed values if one or more SNMPv3

Notification Receiver TLVs are present in the config file.

This row is used for the SNMPv3 Notification Receiver TLV entries with <TrapType> setto 1, 2, or 3 or with a
zero-length <SecurityName>. The SNMPv3 Notification Receiver TLV entries with <TrapType> setto 4 or 5 and
a non-zero length <SecurityName> will use the rows created in the vacmViewTreeFamilyTable by the DH

Kickstart process.

Table 8-18 - vacmViewTreeFamilyTable

Column Name (* = Part of Index)

Column Value

* vacmViewTreeFamilyViewName "@config"

* vacmViewTreeFamilySubtree 1.3
vacmViewTreeFamilyMask <default from MIB>
vacmViewTreeFamilyType included (1)
vacmViewTreeFamilyStorageType volatile (2)
vacmViewTreeFamilyStatus active (1)

8.1.5 Non-SNMP Fault Management Protocols

The OSS can use a variety of tools and techniques to examine faults at multiple layers. For the IP layer, useful non-
SNMP based tools include ping (ICMP Echo and Echo Reply), and trace route (UDP and various ICMP Destination
Unreachable flavors). The CM MUST respond to ICMP Echo Request (ping) messages received through its CMCI
[CMCI] interface(s) to enable local connectivity testing from a subscriber's PC to the modem. The CM MUST
support IP end-station generation of ICMP error messages and processing of all ICMP messages. The CMTS MUST
support IP end-station generation of ICMP error messages and processing of all ICMP messages.

Syslog requirements are defined in Section 8.1.2.

8.2 Configuration Management

Modifying the configuration information of a CM and/or CMTS can be categorized as non-operational or

operational.

Non-operational changes occur when a NMS issues a modify command to a CM/CMTS, and the change doesn't
affect the operating environment. For example, a NMS can change contact information, such as the name and

address of the person responsible for a CMTS.

Operational changes occur when a NMS issues a modify command to a CM/CMTS, and the change affects the
underlying resource or environment. For example, a NMS can change the CMTS stored value for the CMTS MIC
which in turn will cause a change in the CM authorization policy during registration.

The CM and CMTS are required to support the SNMP protocol interface as specified in Section 6. Section 7 defines
the SNMP MIB objects that are required to be supported by a CM and CMTS.
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In addition to the SNMP interface to modify the attribute values stored in the CM and CMTS, vendor specific

methods such as Command Line Interface (CLI) or an HTTP interface could be present. Irrespective of the method

used, it is necessary to assure the data integrity as a result of changes performed using different interfaces. For

example when the attribute value is modified using one management interface, this changed value is reported when

that attribute is accessed from any of the other interfaces. When a change in the value of the attribute does not
succeed, requesting the same change from another interface also results in failure (assuming the same level of
access control for all those interfaces for the specific operation). If an event is generated as a result of making the
change in one management interface, this is reported independent of how the change was initiated.

8.2.1 Version Control
The CM MUST support software revision and operational parameter configuration interrogation.

The CM includes the hardware version, boot ROM image version, vendor name, current software version, and
model number in the sysDescr object (from [RFC 3418]).

The CM MUST support docsDevSwCurrentVers MIB object (from [RFC 4639]) and report the current software
version of the CM.

The CM MUST report for the sysDescr object the Type and Value fields identified in Table 8-19:

Table 8-19 - sysDescr Format

Type Value
HW_REV <Hardware Version>
VENDOR <Vendor Name>

BOOTR <Boot ROM Version>
SW_REV <Software Version>
MODEL <Model Number>

The CM MUST report each Type and Value for the sysDescr object identified in Table 8-20; with each Type field
and corresponding Value field separated with a colon followed by a single blank space and each Type-Value pair is

separated by a semicolon followed by a single blank space. The correct format is illustrated below.

HW_REV: <value>; VENDOR: <value>; BOOTR: <value>; SW_REV: <value>; MODEL.: <value>

For instance, a sysDescr of a CM of vendor X, hardware version 5.2, boot ROM image version 1.4, software
version 2.2, and model number Z is formatted as follows:

any text<<HW_REV: 5.2; VENDOR: X; BOOTR: 1.4; SW_REV: 2.2; MODEL.: Z>>any text

The CM MUST report all of the information necessary in determining what software the CM is capable of being
upgraded to. If any fields in Table 8-19 are not applicable, the CM MUST report "NONE" as the value.

For instance, a sysDescr of a CM of vendor X, hardware version 5.2, no boot ROM image information, software
version 2.2, and model number Z is formatted as follows:

any text<<HW_REV: 5.2; VENDOR: X; BOOTR: NONE; SW_REV: 2.2; MODEL.: Z>>any text
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The intent of specifying the format of sysDescr is to define how to report information in a consistent manner so that
sysDescr field information can be programmatically parsed. This format specification does not intend to restrict the
vendor's hardware version numbering policy.

The CMTS MUST implement the sysDescr object (from [RFC 3418]). For the CMTS, the format and content of the
information in sysDescr is vendor-dependent.

8.2.2 System Configuration

The CM MUST support system configuration by configuration file, configuration-file-based SNMP encoded object,
and SNMP Set operation. The CM MUST support any valid configuration file created in accordance with
configuration file size limitations defined in the CM Configuration Interface Specification Annex in [MULPI].

The CMTS MUST support system configuration through SNMP Set operation.

8.2.3 Secure Software Download>®

The CM Secure Software Download (SSD) process is documented in detail in the Secure Software Download
section of [SEC].

The CM MUST use the Secure Software Download mechanism to perform software upgrade regardless of the
version (pre-3.0 DOCSIS or 3.0 DOCSIS) of the CMTS to which it is connected.

There are two available Secure Software Download schemes: the manufacturer control scheme and the operator
control scheme.

Config File Server NMS

CM Config File
-1.0 Style — 1.0 CMTS

- Mfg CVC
Note 1

3.0CM

A\AA

SW Download
Server

CM Code File
- Image for 3.0 CM

- Mfg Sign & CVC

Config File Server

CM Config File
-1.1,2.0 or 3.0 Style 11,200r3.0
- Mfg CVC CMTS

AAl

Note 1 3.0CM

SW Download

Server /

CM Code File
- Image for 3.0 CM NMS
- Mfg Sign & CVC

Figure 8-1 - Manufacturer control scheme

In reference to Figure 8-1 above:

Note 1: Use docsDevSoftware group ([RFC 2669], [RFC 4639]) in case that the software downloading is
triggered by the MIB.

%8 Section revised per 0SSIv3.0-N-07.0477-2 by ab on 7/12/07 and per OSSIv3.0-N-07.0581-2 on 1/29/08 by KN.
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Config File Server NMS

CM Config File

-1.0 Style | 1.0 CMTS
-MSO CVC

- Mfg CVC (optional) Note 1

3.0CM

vy

SW Download
Server

CM Code File

- Image for 3.0 CM

- MSO Sign & CVC

- Mfg Sign & CVC

Config File Server
CM Config File
-1.1,2.00r 3.0 Style | | 1.1,2.00r 3.0

- MSO CVC CMTS
- Mfg CVC (optional)
Note 1

SW Download
Server
CM Code File
- Image for 3.0 CM NMS
- MSO Sign & CVC
- Mfg Sign & CVC

3.0CM

AA

Figure 8-2 - Operator control scheme

In reference to Figure 8-2 above:

Note 1: Use docsDevSoftware group ([RFC 2669], [RFC 4639]) in case that the software downloading is
triggered by the MIB.

Prior to Secure Software Download initialization, CVVC information needs to be initialized at the CM for software
upgrade. Depending on the scheme (described above) that the operator chooses to implement, the CM requires
appropriate CVC information in the configuration file. It is recommended that CVC information always be present
in the configuration file so that a device will always have the CVC information initialized and read if the operator
decides to use a SNMP-initiated upgrade as a method to trigger a Secure Software Download operation. If the
operator decides to use a configuration-file-initiated upgrade as a method to trigger Secure Software Download,
CVC information needs to be present in the configuration file at the time the CM is rebooted to get the configuration
file that will trigger the upgrade only.

There are two methods to trigger Secure Software Download: SNMP-initiated and configuration-file-initiated. The
CM MUST support both SNMP-initiated and configuration-file-initiated methods to trigger Secure Software
Download. The CMTS MAY support either one or both methods to trigger Secure Software Download.

The following describes the SNMP-initiated mechanism. Prior to a SNMP-initiated upgrade, a CM MUST have
valid X.509-compliant code verification certificate information. From a network management station:
1. Set docsDevSwServerAddressType to ‘ipv4' or 'ipv6'

2. Set docsDevSwServerAddress to the IPv4 or IPv6 address of the Software Download server for software
upgrades

3. Set docsDevSwFilename to the file path name of the software upgrade image
4. Set docsDevSwAdminStatus to 'upgradeFromMgt'

If docsDevSwAdminStatus is set to 'ignoreProvisioningUpgrade’, the CM MUST ignore any software download
configuration file setting and not attempt a configuration file initiated upgrade.
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The CM MUST preserve the value of docsDevSwAdminStatus across reset/reboots until over-written from an
SNMP manager or by a TLV-11 [MULPI] setting in the CM configuration file. That is, the value of
docsDevSwAdminStatus is required to persist across CM reboots.

The CM MUST report 'allowProvisioningUpgrade' as the default value of docsDevSwAdminStatus until it is over-
written by ‘ignoreProvisioningUpgrade', following a successful SNMP-initiated software upgrade or otherwise
altered by the management station.

The CM MUST preserve the value of docsDevSwOperStatus across reset/reboots. That is, the value of the CM's
docsDevSwOperStatus object is required to persist across resets to report the outcome of the last software upgrade
attempt.

After the CM has completed a configuration-file-initiated secure software upgrade, the CM MUST reboot and
become operational with the correct software image as specified in [MULPI]. After the CM is registered following a
reboot after a configuration file initiated secure software upgrade, the CM MUST adhere to the following
requirements:

e The CM MUST report 'allowProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MAY report the filename of the software currently operating on the CM as the value for
docsDevSwFilename.

e The CM MAY report the IP address of the Software Download server containing the software that is currently
operating on the CM as the value for docsDevSwServerAddress.

e The CM MUST report '‘completeFromProvisioning' as the value for docsDevSwOperStatus.
e The CM MUST report the current version of the software that is operating on the CM as the value for
docsDevSwCurrentVers.

After the CM has completed an SNMP-initiated secure software upgrade, the CM MUST reboot and become
operational with the correct software image as specified in [MULPI]. After the CM is registered following a reboot
after an SNMP-initiated secure software upgrade, the CM MUST adhere to the following requirements:

e The CM MUST report 'ignoreProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MAY report the IP address of the Software Download server containing the software that is currently
operating on the CM as the value for docsDevSwServerAddress.

e The CM MUST report '‘completeFromMgt' as the value for docsDevOperStatus.
e The CM MUST report the current version of the software that is operating on the CM as the value for
docsDevSwCurrentVers.

If the value of docsDevSwAdminStatus is 'ignoreProvisioningUpgrade', the CM MUST ignore any software
upgrade value that is optionally included in the CM configuration file and become operational with the current
software image after the CM is registered. After the CM is registered following a reboot with a software upgrade
value in the CM configuration file, the CM MUST adhere to the following requirements:

e The CM MUST report ‘ignoreProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MAY report the filename of the software currently operating on the CM as the value for
docsDevSwFilename.

e The CM MAY report the IP address of the Software Download server containing the software that is currently
operating on the CM as the value for docsDevSwServerAddress.

e The CM MUST report '‘completeFromMgt' as the value for docsDevSwOperStatus.

e The CM MUST report the current version of the software that is operating on the CM as the value for
docsDevSwCurrentVers.

92 CableLabs® 5/22/08






CM-SP-0OSSIv3.0-107-080522 Data-Over-Cable Service Interface Specifications

Annex D Format and Content for Event, SYSLOG, and SNMP
Notification (Normative)'®

Table D-1 in this annex summarizes the format and content for event, syslog, and SNMP notifications required for
DOCSIS 3.0-compliant CMTS and CM.

Each row specifies a possible event that may appear in the CM or CMTS. These events are to be reported by a cable
device through local event logging, and may be accompanied by syslog or SNMP notification.

The "Process" and "Sub-Process" columns indicate in which stage the event happens. The "CM Priority" and
"CMTS Priority" columns indicate the priority the event is assigned in the CM or CMTS. These priorities are the
same as is reported in the docsDevEvLevel object in the cable device MIB [RFC 4639] and in the LEVEL field of
the syslog.

The "Event Message" column specifies the event text, which is reported in the docsDevEvText object of the cable
device MIB and the text field of the syslog. The "Message Notes And Details™ column provides additional
information about the event text in the "Event Message" column. Some of the text fields include variable
information. The variables are explained in the "Message Notes And Details" column. For some events the
"Message Notes And Details" column may include the keyword <Deprecated> to indicate this event is being
deprecated and its implementation is optional.

This specification defines the following keywords as part of the "Event Message" column:

"<TAGS>" (without the quotes) corresponds to:

For the CM (without the quotes): "";<CM-MAC>; <CMTS-MAC> ; <CM-Q0S>; <CM-VER>;""
For the CMTS (without the quotes): " ;<CM-MAC>; <CM-Q0S>;<CM-VER>;<CMTS-VER>;""
Where :

<CM-MAC>: CM MAC Address;

Format*: "CM-MAC=XX:IXXIXXIXXIXXIXX"

<CMTS-MAC>: CMTS MAC Address;

Format*: "CMTS-MAC=XXIXXIXXIXXIXXIXX"

<CM-QO0S>: CM DOCSIS QOS Version;

Format*: "CM-Q0S=1.0" or "CM-QO0S=1.1"

<CM-VER>: CM DOCSIS Version;

Format*: "CM-VER=1.0" or| "CM-VER=1.1" or "'CM-VER=2.0" or "CM-VER=3.0"
<CMTS-VER>: CMTS DOCSIS Version;

Format*: "CMTS-VER=1.0" or "CMTS-VER=1.1" or "CMTS-VER=2.0" or "CMTS-VER=3.0"
(*) without the quotes

The CM MAY append additional vendor-specific text to the end of the event text reported in the docsDevEvText
object and the syslog text field.

102 Section modified per OSSIV3.0-N-07.0532-4, OSSIv3.0-N-07.0548-3 on 1/29/08, OSSIv3.0-N-08.0614-1 on 1/30/08,
0OSSIv3.0-N-07.0602-1, OSSIv3.0-N-07.0603-2 on 1/31/08, and OSSIv3.0-N-08.0640-4 on 4/24/08 by KN.
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The CMTS MAY append additional vendor-specific text to the end of the event text reported in the docsDevEvText
object and the syslog text field.

The "Error Code Set" column specifies the error code. The "Event ID" column indicates a unique identification
number for the event, which is assigned to the docsDevEvId object in the cable device MIB and the <eventld> field
of the syslog. The "Notification Name" column specifies the SNMP notification, which notifies this event to an
SNMP notification receiver.

The syslog format, as well as the rules to uniquely generate an event ID from the error code, are described in
Section 8.1.2.1.3 of this specification.
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Table D-1 - Event Format and Content

103

Process Sub-Process CM CMTS Event Message Notes Error Event Notification
Priority Priority Message and Detail Code Set ID Name
Authentication and Encryption
<Reserved> 0
BPKM AUTH-FSM Warning Error Auth Reject — No B301.2 66030102 |CM:
Information<TAGS> docslIf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
BPKM AUTH-FSM Warning Error Auth Reject — B301.3 66030103 |CM:
Unauthorized CM<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
BPKM AUTH-FSM Warning Error Auth Reject — B301.4 66030104 |CM:
Unauthorized docsIf3CmEventNotif,
SAID<TAGS> CMTS:
docslf3CmtsEventNotif
BPKM AUTH-FSM Error Error Auth Reject — Permanent B301.8 66030108 |CM:
Authorization docslf3CmEventNotif,
Failure<TAGS> CMTS:
docslf3CmtsEventNotif
BPKM AUTH-FSM Warning Error Auth Reject — Time of Day B301.9 66030109 |CM:
not acquired<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
BPKM AUTH-FSM Alert Error CM Certificate B301.11 66030111 |CM:
Error<TAGS> docslf3CmEventNotif,
CMTS:
docslIf3CmtsEventNotif
BPKM AUTH-FSM Informational | Informational | Auth Reject — EAE B301.12 66030110 |CMTS:
disabled<TAGS> docsIf3CmtsEventNotif
BPKM AUTH-FSM Warning Error Auth Invalid — No B302.2 66030202 |CM:
Information<TAGS> docsIf3CmEventNotif,
CMTS:

docslf3CmtsEventNotif

103 Table replaced per OSSIv3.0-N-0500-4 by ab on 7/19/07 and updated per OSSIv3.0-N-07.0551-4 by ab on 11/12/07. Updated per OSSIv3.0-N-07.0532-4 and OSSIv3.0-N-
07.0548-3 on 1/29/08, OSSIv3.0-N-07.0532-4, and OSSIv3.0-N-07.0603-2 on 1/30/08 by KN. Table replaced per OSSIv3.0-N-08.0640-4 on 4/24/08 by KN.
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Process Sub-Process CM CMTS Event Message Notes Error Event Notification
Priority Priority Message and Detail Code Set ID Name
BPKM AUTH-FSM Warning Error Auth Invalid — B302.3 66030203 |CM:
Unauthorized CM<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
BPKM AUTH-FSM Warning Error Auth Invalid — B302.5 66030205 |CM:
Unsolicited<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
BPKM AUTH-FSM Warning Error Auth Invalid — Invalid Key B302.6 66030206 |CM:
Sequence docslf3CmEventNotif,
Number<TAGS> CMTS:
docslf3CmtsEventNotif
BPKM AUTH-FSM Warning Error Auth Invalid — Message B302.7 66030207 |CM:
(Key Request) docslf3CmEventNotif,
Authentication CMTS:
Failure<TAGS> docslf3CmtsEventNotif
BPKM AUTH-FSM Warning Error Unsupported Crypto B303.0 66030300 |CM:
Suite<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
BPKM AUTH-FSM Informational Authorized<TAGS> B401.0 66040100 |CM:
docslf3CmEventNotif
BPKM AUTH-FSM Informational Auth Pend<TAGS> B402.0 66040200 |CM:
docslf3CmEventNotif
BPKM AUTH-FSM Informational Auth Comp<TAGS> B403.0 66040300 |CM:
docslf3CmEventNotif
BPKM AUTH-FSM Informational Stop<TAGS> B404.0 66040400 |CM:
docslf3CmEventNotif
BPKM CERTIFICATE Warning Failed to retrieve CRL P1 =CRL Server IP | B304.0 66030400 |CMTS:
REVOCATION from <P1> docslf3CmtsEventNotif
BPKM CERTIFICATE Warning Failed to retrieve OCSP B304.1 66030401 |CMTS:
REVOCATION status docslf3CmtsEventNotif
BPKM TEK-FSM Warning Error Key Reject — No B501.2 66050102 |CM:
Information<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
®
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Process Sub-Process CM CMTS Event Message Notes Error Event Notification
Priority Priority Message and Detail Code Set ID Name
BPKM TEK-FSM Warning Error Key Reject — B501.3 66050103 |CM:
Unauthorized docslf3CmEventNotif,
SAID<TAGS> CMTS:
docslf3CmtsEventNotif
BPKM TEK-FSM Warning Error TEK Invalid — No B502.3 66050203 |CM:
Information<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
BPKM TEK-FSM Warning Error TEK Invalid — Invalid Key B502.6 66050206 |CM:
Sequence docslf3CmEventNotif,
Number<TAGS> CMTS:
docslf3CmtsEventNotif
Dynamic SA | SA MAP-FSM Informational SA Map State Machine B601.0 66060100 |CM:
Started<TAGS> docslf3CmEventNotif
Dynamic SA | SA MAP-FSM Warning Error Unsupported Crypto B602.0 66060200 |CM:
Suite<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
Dynamic SA | SA MAP-FSM Error Map Request Retry B603.0 66060300 |CM:
Timeout<TAGS> docslf3CmEventNotif
Dynamic SA | SA MAP-FSM Informational Unmap<TAGS> B604.0 66060400 |CM:
docslf3CmEventNotif
Dynamic SA | SA MAP-FSM Informational | Informational | Map Reject — Downstream B605.10 66060510 |CM:
Traffic Flow Not Mapped docslf3CmEventNotif,
to BPI+ SAID CMTS:
(EC=8)<TAGS> docslf3CmtsEventNotif
Dynamic SA | SA MAP-FSM Warning Error Map Reject — Not B605.9 66060509 |CM:
Authorized for Requested docslf3CmEventNotif,
Downstream Traffic Flow CMTS:
(EC=7)<TAGS> docslf3CmtsEventNotif
Dynamic SA | SA MAP-FSM Warning Error Mapped to Existing B606.0 66060600 |CM:
SAID<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
Dynamic SA | SA MAP-FSM Warning Error Mapped to New B607.0 66060700 |CM:
SAID<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
®
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Process Sub-Process CM CMTS Event Message Notes Error Event Notification
Priority Priority Message and Detail Code Set ID Name
Init (BPI+) DOCSIS 1.0 CONFIG FILE| Error Notice Missing BP Configuration | P1 = missing required | B101.0 66010100 |CM:
Setting TLV Type: TLV Type docslf3CmEventNotif,
<P1><TAGS> CMTS:
docslf3CmtsEventNotif
Init (BPI+) DOCSIS 1.0 CONFIG FILE | Alert Notice Invalid BP Configuration |P1=The TLV Value for| B102.0 66010200 |CM:
Setting Value: <P1> for P2. docslf3CmEventNotif,
Type: <P2><TAGS> P2 = The first CMTS:
Configuration TLV docslf3CmtsEventNotif
Type that contain
invalid value.
DBC, DCC and UCC
DBC DBC Request Warning CMTS Bad DBC — P1=<Confirmation C501.0 67050100
confirmation code <P1>: | Code>
<P2><TAGS> P2=<Confirmation>
See [MULPI] Annex
C.4 Confirmation
Code
DBC DBC Request Warning DBC-REQ denied — P1=<Confirmation C502.0 67050200
confirmation code <P1>: | Code>
<P2><TAGS> P2=<Confirmation>
See [MULPI] Annex
C.4 Confirmation
Code
DBC DBC Response Notice Unknown DBC C601.0 67060100
transaction<TAGS>
DBC DBC Response Warning DBC-REQ rejected — P1=<Confirmation C602.0 67060200
confirmation code <P1>: | Code>
<P2><TAGS> P2=<Confirmation>
See [MULPI] Annex
C.4 Confirmation
Code
DBC DBC Response Warning DBC-RSP not C603.0 67060300
received<TAGS>
DBC DBC Response Warning Bad CM DBC-RSP: P1="unspecified C604.0 67060400
<P1><TAGS> reason" |
"authentication failure"
| "msg syntax error"
DBC DBC Response Warning DBC-RSP Partial Service | P1=<reason> C605.0 67060500
<P1><TAGS>
®
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Process Sub-Process CM CMTS Event Message Notes Error Event Notification
Priority Priority Message and Detail Code Set ID Name
DBC DBC Acknowledgement Error DBC-ACK not C701.0 67070100
received<TAGS>
DBC DBC Acknowledgement Notice Bad CMTS DBC-ACK: P1="unspecified C702.0 67070200
<P1><TAGS> reason” | "unknown
transaction ID" |
"authentication failure"
| "msg syntax error"
DCC DCC Request Error Warning DCC rejected already C201.0 67020100 |CM:
there<TAGS> docslIf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Request Informational | Notice DCC depart old<TAGS> C202.0 67020200 |CM:
docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Request Informational | Notice DCC arrive new<TAGS> C203.0 67020300 |CM:
docslIf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Request Critical Warning DCC aborted unable to C204.0 67020400
acquire new downstream
channel<TAGS>
DCC DCC Request Critical Warning DCC aborted no UCD for C205.0 67020500
new upstream
channel<TAGS>
DCC DCC Request Critical Warning DCC aborted unable to C206.0 67020600
communicate on new
upstream channel<TAGS>
DCC DCC Request Error Warning DCC rejected unspecified C207.0 67020700 |CM:
reason<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Request Error Warning DCC rejected permanent C208.0 67020800 |CM:
— DCC not docslf3CmEventNotif,
supported<TAGS> CMTS:
docslf3CmtsEventNotif
DCC DCC Request Error Warning DCC rejected service flow C209.0 67020900 |CM:
not found<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
®
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Process Sub-Process CM CMTS Event Message Notes Error Event Notification
Priority Priority Message and Detail Code Set ID Name
DCC DCC Request Error Warning DCC rejected required C210.0 67021000 |CM:
parameter not docslf3CmEventNotif,
present<TAGS> CMTS:
docslf3CmtsEventNotif
DCC DCC Request Error Warning DCC rejected C211.0 67021100 |CM:
authentication docslf3CmEventNotif,
failure<TAGS> CMTS:
docslf3CmtsEventNotif
DCC DCC Request Error Warning DCC rejected multiple C212.0 67021200 |CM:
errors<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Request Error Warning DCC rejected, duplicate C215.0 67021500 |CM:
SF reference-ID or index docslf3CmEventNotif,
in message<TAGS> CMTS:
docslf3CmtsEventNotif
DCC DCC Request Error Warning DCC rejected parameter C216.0 67021600 |CM:
invalid for context<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Request Error Warning DCC rejected message C217.0 67021700 |CM:
syntax error<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Request Error Warning DCC rejected message C218.0 67021800 |CM:
too big<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Request Error Warning DCC rejected 2.0 mode C219.0 67021900 |CM:
disabled<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Response Warning DCC-RSP not received on C301.0 67030100 |CMTS:
old channel<TAGS> docslf3CmtsEventNotif
DCC DCC Response Warning DCC-RSP not received on C302.0 67030200 |CMTS:
new channel<TAGS> docslf3CmtsEventNotif
DCC DCC Response Warning DCC-RSP rejected C303.0 67030300 |CMTS:
unspecified docslf3CmtsEventNotif
reason<TAGS>
®
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Process Sub-Process CM CMTS Event Message Notes Error Event Notification
Priority Priority Message and Detail Code Set ID Name
DCC DCC Response Warning DCC-RSP rejected C304.0 67030400 |CMTS:
unknown transaction docslf3CmtsEventNotif
ID<TAGS>
DCC DCC Response Warning DCC-RSP rejected C305.0 67030500 |CMTS:
authentication docslf3CmtsEventNotif
failure<TAGS>
DCC DCC Response Warning DCC-RSP rejected C306.0 67030600 |CMTS:
message syntax docslf3CmtsEventNotif
error<TAGS>
DCC DCC Acknowledgement Error Warning DCC-ACK not C401.0 67040100 |CM:
received<TAGS> docslf3CmEventNotif,
CMTS:
docslf3CmtsEventNotif
DCC DCC Acknowledgement Error Warning DCC-ACK rejected C402.0 67040200 |CM:
unspecified docslf3CmEventNotif,
reason<TAGS> CMTS:
docslf3CmtsEventNotif
DCC DCC Acknowledgement Error Warning DCC-ACK rejected C403.0 67040300 |CM:
unknown transaction docslIf3CmEventNotif,
ID<TAGS> CMTS:
docslf3CmtsEventNotif
DCC DCC Acknowledgement Error Warning DCC-ACK rejected C404.0 67040400 |CM:
authentication docslf3CmEventNotif,
failure<TAGS> CMTS:
docslf3CmtsEventNotif
DCC DCC Acknowledgement Error Warning DCC-ACK rejected C405.0 67040500 |CM:
message syntax docslf3CmEventNotif,
error<TAGS> CMTS:
docslf3CmtsEventNotif
uccC UCC Request Error UCC-REQ received with C01.0 67000100
invalid or out of range US
channel ID<TAGS>
uccC UCC Request Error UCC-REQ received C02.0 67000200
unable to send UCC-
RSP<TAGS>
uccC UCC Response Warning UCC-RSP not received on C101.0 67010100
previous channel
ID<TAGS>
®
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Annex J Enhanced Signal Quality Monitoring Requirements
(Normative)

J.1 Overview

This annex addresses the Enhanced Signal Quality Monitoring requirements for plant conditions.

J.2  Object Definitions

This section defines the Enhanced Signal Quality Monitoring objects including the associated attributes.

+Signal QualityE =t 01
[0..7] i [if Type = Ds Ch | Us Ch}
ghkays if.Index
RzMER 1
RihderSamples
read-onl +if .
(From SMI-IF-MIE) | 1 {fType="Us Ch}
[]
ekeysr Index
0.1
1 Iﬁde:{
+Cmts SignalQualityE =t
[if Type = Us Ch 0.7
gheys if Index
0 1 CNIR
ExpectedRxSignalPower
if.Inde x reapd-write :
+CmtsSpectrumAnalys is Meas

[0.7]
gkays if Index
Amplitudel ata
Timelnteryal

read-create()

Figure J-1 - Signal Quality Monitoring Object Model Diagram®

3! This figure replaced per 0SSIv3.0-N-07.0445-3, #1 on 5/10/07 by KN
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K.2.4 Extended Data Types>®

There are two sources of Extended Data Types: Protocol specific data types, and OSSI data types.

The subset of IPDR derived DataTypes [IPDR/SSDG] and [IPDR/XDR] are included in the General Data Types
section as they are few. SNMP derived types are defined in SNMP MIB Modules. The most important are in

[RFC 2579] which is part of SNMP STD 58 and are considered in many aspects part of the SNMP protocol. Other
MIB modules TEXTUAL-CONVENTION definitions have been adopted and recommended (e.g., [RFC 4181]) for
re-usability and semantics considerations in order to unify management concepts; some relevant RFCs that include
common used textual conventions are [RFC 4001], [RFC 2863], [RFC 3411], and [RFC 3419] among others (see

[RFC 4181)).

Table K-2 includes the most relevant data types taken from SNMP to provide a direct mapping of the OSSI object
model to SNMP MIB modules. A few have taken a more general name as they are used across the object models
and may apply to IPDR high level modeling as well. For example, TagList comes from [RFC 3413] SnmpTaglist
and preserves its semantics, AdminString comes from [RFC 3411] SnmpAdminString.

In general when an OSSI object model needs to reference an existing SNMP textual convention for the purpose of
round trip design from UML to SNMP, these textual conventions can be added to this list. Other sources of textual
conventions not listed here are from MIB modules specific to DOCSIS either as RFCs or Annex documents in this

specification. Some of those are [RFC 4546], Annex H, and Annex I.

OSSI data types are also defined in this specification in the Data Type section of OSSI annexes; for example, Annex
A, Annex O, and Annex M.

Table K-2 - Extended Data Types®’

OM Data Type XML-Schema data Permitted Values SNMP Mapping IPDR Mapping
type

Physicallndex unsignedint 1..2147483647 Integer32 unsignedint
PhysicallndexOrZero | unsignedint 0..2147483647 Integer32 unsignedint
TagValue string SIZE (0..255) SnmpTagValue string
TagList string SIZE (0..255) SnmpTagList string
AdminString string SIZE (0..255) SnmpAdminString string
PhysAddress hexBinary PhysAddress hexBinary
TestAndIncr unsignedint 0..2147483647 TestAndIncr unsignedint
anyURI string AutonomousType string
AttributeReference anyURI VariablePointer string
ObjectReference anyURI RowPointer string
RowStatus int RowsStatus int
TimeStamp unsignedint TimeStamp unsignedint
duration unsignedint 0..2147483647 Timelnterval unsignedint
StorageType int StorageType int
TDomain anyURI TDomain anyURI
TAddress hexBinary SIZE (1..255) TAddress hexBinary
DisplayString string SIZE (0..255) DisplayString string
TransportAddress hexBinary SIZE (0..255) TransportAddress hexBinary
InﬁtAddressPrefixLen unsignedint 0..2040 Unsigned32 unsignedint
gt

% Revised per OSSIv3.0-N-07.0480-3 by ab on 7/12/07.
% Table revised per OSSIv3.0-N-07.0447-2, #8 on 5/10/07 by KN, and per OSSIv3.0-N-07.0550-2 by ab on 11/9/07.
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Annex M Multicast Requirements (Normative)

M.1 Overview

This Annex addresses the DOCSIS 3.0 management requirements for Multicast QoS and Multicast Authorization. It
covers the management object models for each feature as well as the SNMP Management object definitions required
for DOCSIS 3.0. Refer to [MULPI] for Multicast requirements details.

The aspects this Annex covers are:

e Multicast Authorization: The CMTS authorization module that allows operators to selectively authorize access
to multicast content for subscribers,

e Multicast Configuration: Includes per multicast session policies to configure QoS, DSID-indexed Packet
Header Suppression and BPI encryption of multicast sessions,

e  Multicast status reporting: CM and CMTS reporting of multicast session status and statistics.

M.2  Object Definitions
M.2.1 Multicast Authorization Object Model

This model provides the Multicast Conditional Access Model for the authorization of clients to join multicast
sessions. The components of the Multicast Authorization model are:

e Control, global configuration of Multicast authorization

e CmtsCmStatus, per-CM configuration of Multicast session rules for authorization

e  StaticSessRule, DOCSIS static authorization

e ProfileSessRule, DOCSIS Multicast profile-based authorization
The CMTS MAY support the StaticSessRule object.

These Multicast Authorization objects and other signaling mechanisms defined in [MULPI] replace the Multicast
Authorization feature defined in DOCS-IETF-BP12-MIB module [RFC 4131], therefore, the SNMP table
docsBpi2CmtsMulticastAuthTable is not required to be supported by the CMTS, and the CMTS does not require
support for docsBpi2CmtslipMulticastMapTable entry creation (see Annex A).

For the purpose of multicast authorization these terms are defined:

e A Multicast Authorization Static Session rule consists of a pair source prefix address and group prefix address,
an authorization action and a priority signaled by a CM in IP Multicast Authorization Static Session Rule
Subtype Encoding during registration.

e A Multicast Authorization Profile Session rule consist of a pair source and group prefix addresses, an
authorization action and a priority configured in the CMTS. This rule corresponds to the expansion of the IP
Multicast Authorization Profile Name Subtype encoding signaled by the CM during registration.
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M.2.2.2.9 Action
This attribute specifies the authorization action for a session join attempt that matches the session rule.

The value 'accept' indicates that the rule permits a matching multicast join request is allowed. The value 'deny’
indicates that a matching multicast join request is denied.

M.2.3 Multicast QoS Configuration Object Model*

This object model defines the configuration requirements for multicast session QoS and privacy over the HFC by
extending the DOCSIS QoS model [MULPI] and Baseline Privacy Interface (BPI) [SEC] requirements respectively.
The components of the Multicast Configuration model are:

e CmtsGrpCfg, the Multicast Group Configuration rules for Multicast that includes QoS, Encryption and DSID-
based Packet Header suppression,

e  CmtsGrpQosCfg, the QoS policies for Multicast Sessions,

e GrpSvcClass, default SCN template reference for unclassified Multicast sessions,
e  CmtsGrpPhsCfg, DSID-indexed PHS rules configuration for Multicast sessions,
e  CmtsGrpEncryptCfg, encryption rules configuration for Multicast sessions,

e  GrpServiceFlow (see Annex O), extends the Service Flows information to report parameters of multicast
service flows, known as Group Service Flows (GSFs),

e GrpPktClass (see Annex O), extends the Service Flows packet classification information to report multicast
specific parameters.

The management of QoS for Multicast requires that the CMTS supports the CmtsGrpCfg, CmtsGrpQosCfg,
GrpSvcClass, CmtsGrpEncryptCfg, GrpServiceFlow and GrpPktClass objects.

The representation of GSFs for management purposes is similar to unicast service flows. A GSF is a specialization
of unicast service flows; therefore, the DOCSIS QOS Model [MULPI] and the QoS management model from
Annex O applies to GSFs with some considerations:

e  GSFs have corresponding Service Flow IDs in the downstream direction. The CMTS represents GSFs in the
QoS model from Annex O, in particular, in ServiceFlow, PktClass, ParamSet, ServiceFlowStats, and
ServiceFlowLog. GSFs are never signalled to the CM.

e  GSFs have no corresponding mapping to CM MAC Addresses as unicast service flows; therefore,
CmtsMacToSrvFlow does not contain information related to GSFs. Instead the GrpServiceFlow indicates the
SFIDs of GSFs per-MAC domain.

e To complete the classification of the multicast traffic to a GSF, entries in the Group Configuration object are
used to build a Group Classifier Rule (GCR) when there is a nonzero value for QosConfigld [MULPI].*®

e PHS does not apply to GSF-GCR pairs, instead configurable DSID-Indexed PHS rules are defined in the
CmtsGrpPhsCfg object.*’

The CM does not report GSFs as part of its Service Flow information; the CM is only aware of the DSID context of
a GSF (see Annex O).

5 Revised per OSSIv3.0-N-07.0480-3 by ab on 7/12/07.
6 Revised per OSSIv3.0-N-07.0411-3 #5 on 5/7/07 by KN.
4" Revised per OSSIv3.0-N-07.0480-3 on 1/30/08 by KN.
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References: [MULPI] Media Access Control Specification section.
N.2.3.3 CMTS CM Control Object”

This section defines the CMTS CM Control Command object.
N.2.3.4 CmtsEventCtrl Object®

This object represents the control mechanism to enable the dispatching of events based on the event Id. The
following rules define the event control behavior:

e The CmtsEventCtrl object has no instances.

Events are sent to Local Log depending on the settings of the docsDevEVReporting object. Settings in the
docsDevEvReporting for other dispatch mechanisms are treated as disabled.

e The CmtsEventCtrl object contains configured instances.

Only events matching the Event Ids configured in the object are sent according to the settings of the
docsDevEvReporting object.

e The CmtsEventCtrl object contains an instance with Event Id 0.
All events matching the Local Log settings of docsDevEvReporting are sent to local log. Events matching the
Event Ids configured in the docsDevEvReporting and CmtsEventCtrl settings are delivered to dispatch
mechanisms other than Local Log.

The CMTS MUST persist all instances of CmtsEventCtrl across reinitializations.

Table N-10 - CmtsEventCtrl Object

Attribute Name Type Access Type Constraints Units Default

Eventld unsignedint key N/A

N.2.3.4.1 Eventld
This key represents the Event ID of the event being enabled for delivery to a dispatch mechanism (e.g., syslog).
References: Annex D.

N.2.3.5 CMTS Event Notification Object®

This object represents the abstract definition of an event object for the CMTS. The realization of the event object
depend of the management protocol that carries the event. For example, the object event realization as a SNMP
notification is defined in Annex Q.6.

N.2.3.6 CmtsCmCtrICmd Object

The CMTS CM Control Command object allows an operator to trigger the CMTS to send a CM-CTRL-REQ
message to the specified CM with specific parameters.

™ Section added per OSSIv3.0-N-07.0413-3, #1 on 5/11/07 by KN. Level of Heading lowered per OSSIv3.0-N-08.0640-4 on
4/24/08 by KN.

8 Section added per OSSIv3.0-N-08.0640-4 on 4/24/08 by KN.

8 Section added per OSSIv3.0-N-08.0640-4 on 4/24/08 by KN.
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The CMTS is not required to persist the values of the attributes of the CmtsCmCtrlICmd object across

reinitializations.

References: [MULPI] Media Access Control Specification section.

Table N-11 - CmtsCmCtrlCmd Object

Attribute Name Type Access Type Constraints Units Default
MacAddr MacAddress read-write N/A ‘000000000000'H
MuteUsChld Chid read-write N/A 0
Mutelnterval unsignedint read-write milliseconds | O
DisableForwarding boolean read-write N/A false
Commit Enum read-write mute(1) N/A ‘mute’

cmReinit(2)
disableFowarding(3)
N.2.3.6.1 MacAddr

This attribute represents the MAC Address of the CM which the CMTS is instructed to send the CM-CTRL-REQ

message.

N.2.3.6.2

MuteUsChld

This attribute represents the Upstream Channel ID (UCID) to mute or unmute. A value of zero indicates all
upstream channels. This attribute is only applicable when the Commit attribute is set to ‘mute’.

N.2.3.6.3

Mutelnterval

This attribute represents the length of time that the mute operation is in effect. This attribute is only applicable when
the Commit attribute is set to 'mute’. A value of 0 is an indication to unmute the channel referenced by the
MuteUsChld attribute while a value of OxFFFFFFFF is used to mute the channel referenced by the MuteUsChld

attribute indefinitely.

N.2.3.6.4 DisableForwarding

When set to 'true’, this attribute disables data forwarding to the CMCI ports when the Commit attribute is set to
'disableForwarding'. When set to 'false’, this attribute enables data forwarding to the CMCI ports when the Commit
attribute is set to 'disableForwarding'. This attribute is only applicable when the Commit attribute is set to

'disableForwarding'.

N.2.3.6.5 Commit

This attribute indicates the type of command for the CMTS to trigger in the CM-CTRL-REQ message. This
attribute will return the value of the last operation performed or the default if no operation has been performed.
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Annex O Media Access Control (MAC) Requirements (Normative)

0.1 Overview

This Annex defines management object extensions for Media Access Control (MAC) information, including
DOCSIS interface configuration, RF Topology, Channel Bonding, QOS, and related extensions.

0.1.1 Cable Modem Service Groups (CM-SGs)

The HFC RF combining and splitting topology between a CMTS and Cable Modems results in distinct sets of CMs
called Cable Modem Service Groups (CM-SGs) that are served by distinct combinations (i.e., non-overlapping
subsets) of Downstream Channels and Upstream Channels. Because a MAC Domain defines a separate number
space for many DOCSIS protocol elements (e.g., DSIDs, SAIDs, etc), an operator should define separate MAC
Domains that serve disjoint subsets of CM-SGs rather than a single MAC Domain for all CM-SGs.

0.1.2 Downstream Bonding Group (DBG)

A Downstream Bonding Group (DBG) is a set of Downstream Channels (DCs) on which the CMTS distributes
packets. The CMTS enforces that all Downstream Channels of a DBG are contained within the same MAC Domain
Downstream Service Group (MD-DS-SG). A CMTS permits configuration of a Downstream Channel as a member
of multiple DBGs. A CMTS can restrict the assignment of Downstream Channels to DBGs based on vendor product
implementation. For example, a CMTS product implementation may restrict the set of Downstream Channels that
could be bonded to a given Bonded Channel Set to a subset of the downstream channels in the MAC Domain.

0.1.3 Upstream Bonding Group (UBG)

An Upstream Bonding Group (UBG) is a set of Upstream Channels (UCs) on which upstream data forwarding
service may be provided to a single CM. All Upstream Channels in an Upstream Bonding Group must be contained
within the same MAC Domain Upstream Service Group (MD-US-SG). A CMTS permits configuration of an
Upstream Channel as a member of multiple UBGs. A CMTS can restricts the assignment of Upstream Channels to
UBGs based on vendor product implementation. For example, a CMTS product implementation could restrict the
set of Upstream Channels that could be bonded to a subset of the downstream channels in the MAC Domain.

0.2 Object Definitions
This section defines the MAC objects including the associated attributes.

The CMTS object model contains several read-create objects that contain references to other read-create objects.
For example, ChFnCfg object contains a NodeName attribute that references an instance of the FiberNodeCfg
object. The CMTS is not required to implement dangling references, i.e., allow an object to contain a reference to
another object instance that does not yet exist. This could require an operator to create and delete object instances in
an order to avoid dangling references. For example, a FiberNodeCfg object might need to be instantiated before a
ChFnCfg object is instantiated that references it. Likewise, a ChFnCfg object instance that references a NodeName
might need to be deleted before the FiberNodeCfg object instance for that NodeName is deleted.
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0.2.1 Type Definitions®

This section defines data types used in the object definitions for the Diagnostic Log object model.

Table O-1 - Data Type Definitions

Data Type Name Base Type Permitted Values

NodeName string SIZE(0..16)

Chid unsignedByte 0..255

ChSetld unsignedint 0..4294967295

ChannelList hexBinary SIZE (0..255)

AttributeMask EnumBits bonded(0)
lowLatency(1)
highAvailability(2)

AttrAggrRuleMask hexBinary SIZE (4)

Rcpld hexBinary SIZE (5)

Dsid unsignedint 0..1048575

ScdmaSelectionString hexBinary SIZE (16)

IfDirection Enum downstream (1)
upstream (2)

BitRate unsignedint 0..4294967295

SchedulingType Enum undefined (1)

bestEffort (2)
nonRealTimePollingService (3)
realTimePollingService (4)
unsolicitedGrantServiceWithAD (5)
unsolicitedGrantService (6)

0.21.1 NodeName

This data type is a human readable string that represents the name of a fiber node. Internationalization is supported

by conforming to the SNMP textual convention SnmpAdminString.

References: [RFC 3411].

0.2.12 Chid

This data type is an 8-bit number that represents a provisioned Downstream Channel ID (DCID) or a provisioned

Upstream Channel ID (UCID). A Channel Id is unique per direction within a MAC Domain. The value zero is

reserved for use when the channel ID is unknown.

References: [MULPI] Upstream Channel Descriptor (UCD) section.

8 revised per OSSIv3.0-N-07.0480-3 by ab on 7/12/07.
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0.2.1.3 ChSetld

This data type is a CMTS-derived unique number within a MAC Domain used to reference a Channel Set within the
CMTS. Values in the range of 1 to 255 define a single-channel Channel Set and correspond to either the
Downstream Channel ID (DCID) or an Upstream Channel ID (UCID) of that channel. Values greater than 255

indicate a Channel Set consisting of two or more channels in the same direction within the MAC Domain. The value
zero is reserved for use when the Channel Set is unknown.

References: [MULPI] Channel Bonding section.

0.2.14 ChannelList

This data type represents a unique set of channel IDs in either the upstream or the downstream direction. Each octet
represents a UCID or DCID depending on the direction of the channels within the list. The CMTS MUST ensure

that this combination of channels is unique per direction within the MAC Domain.

A query to retrieve the value of an attribute of this type, returns the set of channels in the channel list in ascending
order of Channel Ids.

0.215 AttributeMask

This data type consists of a sequence of 32-bit positions used to select the bonding group or the channel to which a
service flow is assigned. DOCSIS defines three types of Attribute Masks for which this type applies: The
Provisioned Attribute Mask that is configured to a Bonding Group or a single-channel, whereas the Required
Attribute and the Forbidden Attribute Mask are part of the Service Flow QOS Parameter Set to be matched with the
Provisioned Attribute Mask of CMTS-configured Bonding Groups or single-channels. DOCSIS reserves the
assignment of the meaning of the first 8 bit positions (left to right) as follows:

Bit 0: 'bonding’

Bit 1: 'lowLatency’'

Bit 2: 'highAvailability'

Bit positions 3-15 are reserved.

Bit positions 16-31 are freely assigned by operators to represent their own constraints on the channel(s) selection for
a particular service flow.

References: [MULPI] Service Flow Assignment section.

0.2.16 AttrAggrRuleMask

This data type represents a sequence of 32-bit positions that defines logical (e.g., AND, OR) operations to match
against the channel list Provisioned Mask and Service Flow Required Mask bit positions when the CMTS is
determining the service flow for assignment to a bonding group not configured by the management system.
References: [MULPI] Service Flow Assignment section.

0.2.1.7 Rcpld

This data type defines a 'Receive Channel Profile Identifier' (RCP-1D). An RCP-ID consists of 5-octet length string

where the first 3-bytes (from left to right corresponds to the Organizational Unique ID (OUI) followed by a two-
byte vendor-maintained identifier to represent multiple versions or models of RCP-1Ds.
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References: [MULPI] RCP-ID section in the Common Radio Frequency Interface Encodings Annex.
0218  Dsid®

This data type defines the 20-bit Downstream Service Identifier used by the CM for downstream resequencing,
filtering, and forwarding. The value zero is reserved for use when the DSID is unknown or does not apply.

References: [MULPI] DSID Definition section.

0.2.19 ScdmaSelectionString

This data type represents the S-CDMA selection string for active codes used with Selectable Active Codes Mode 2.

A 128-bit string indicating which codes are active. The first element in the string corresponds to code 0 (the all-ones
code), and the last element in the string corresponds to code 127. A '1' element in the string indicates an active code,
and a '0" indicates an unused code.

References: [PHY] Mini-slot Numbering Parameters in UCD section.

0.2.1.10 IfDirection

Indicates a direction on an RF MAC interface. The value downstream(1) is from Cable Modem Termination System
to Cable Modem. The value upstream(2) is from Cable Modem to Cable Modem Termination System.

Valid enumerations for the data type are:
e downstream(1)

e upstream(2)

Reference: [MULPI] Terms and Definitions section.

0.2111 BitRate

The rate of traffic in units of bits per second. Used to specify traffic rate for QoS.
0.2.1.12 SchedulingType

The scheduling service provided by a CMTS for an upstream Service Flow. This parameter must be reported as
‘undefined' for downstream QoS Parameter Sets.

Valid enumerations for the data type are:
e undefined(1)

e  bestEffort(2)

e nonRealTimePollingService(3)

e realTimePollingService(4)

o unsolicited GrantServiceWithAD(5)

e unsolicitedGrantService(6)

Reference: [MULPI] Service Flow Scheduling Type section.

8 revised per OSSIv3.0-N-07.0551-4 by ab on 11/12/07.
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0.2.2 Fiber Node Topology Objects

This section defines the Fiber Node topology related objects.

+FiberNodeCfy
0.7

akeys Nodeharme

NadeDesct

read-create

D"*
|FiberNudequ.NodeName|
+ChFnCfy
0.1
«kays FiberNodeCfy NodeMame
ekeys Chifindex

read-create( )

Figure O-1 - Fiber Node Topology Object Model Diagram

0.221 FiberNodeCfg Object
This object defines the cable HFC plant Fiber Nodes known at a CMTS.
This object supports the creation and deletion of multiple instances.

The CMTS MUST persist all instances of FiberNodeCfg across reinitializations.

Table O-2 - FiberNodeCfg Object

Attribute Name Type Access Type Constraints Units Default
NodeName NodeName key SIZE (1..16) N/A
NodeDescr AdminString read-create N/A

0.2.2.1.1 NodeName

This key represents a human-readable name for a fiber node.
References: [MULPI] RF Topology Configuration section.
0.2.2.1.2 NodeDescription

This attribute represents a human-readable description of the node.
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0.22.2 ChFnCfg Object

This object defines the RF topology by defining the connectivity of a CMTS's downstream and upstream channels
to the fiber nodes. Each instance of this object describes connectivity of one downstream or upstream channel with a
single fiber node.

This object supports the creation and deletion of multiple instances.

The CMTS MUST persist all instances of ChFnCfg across reinitializations.

Table O-3 - ChFnCfg Object

Attribute Name Type Access Type Constraints Units Default
NodeName NodeName key SIZE (1..16) N/A N/A
Chlflndex Interfacelndex key N/A N/A

0.2.2.2.1 NodeName

This key represents a human-readable assigned name for the fiber node. The NodeName should exist in the
FiberNodeCfg object prior to use in this object.

0.2.2.2.2 Chlfindex

This key represents the interface index of an upstream or downstream channel associated with this fiber node. In the
upstream direction, only ifIndices docsCableUpstream channels are reflected.

0.2.3 CMTS Topology Objects

This section defines the CMTS topology related objects.
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0.23.1

This object reports the MD-DS-SG-ID and MD-US-SG-ID associated with a MD-CM-SG-1D within a MAC

+FiberNodeCfyg
(From CLAB-TOPD)
0.7 1 iMdMadeStatus NodeMame = FiberMade Cfg. MaodeMame}
Ejie
+MdNodeStatus
[0..%]

ghkeys if.Index
gkeys Modellame
gkeys MdCmSgld
MdD sSgld
MdlsSgld

tead-onl

i
(Fram SM-IF-MIE)
[']

gkeys Index

{if Type = MAC Domain} [if Type = MAC Domain}

a.x a.x
mdeﬂ Iﬁdex
+Md Ds SgStatus +MdUsSgStatus
0.7 0.

sheys if. Index
sheys MdDsSgld
Chlist

read-only( )

skeys if.Index
skeys MdUszgld
Chlist

read-anly( )

Figure O-2 - CMTS Topology Object Model Diagram

MdNodeStatus Object

Domain and the Fiber Nodes reached by the MD-CM-SG.
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object across reinitializations.”
INDEX {
docsMcastAuthProfilesName,
docsMcastAuthProfileSessRuleld

3
::= { docsMcastAuthProfileSessRuleTable 1 }

DocsMcastAuthProfileSessRuleEntry ::= SEQUENCE {
docsMcastAuthProfileSessRuleld
Unsigned32,
docsMcastAuthProfileSessRulePriority
Unsigned32,
docsMcastAuthProfileSessRulePrefixAddrType
InetAddressType,
docsMcastAuthProfileSessRuleSrcPrefixAddr
InetAddress,
docsMcastAuthProfileSessRuleSrcPrefixLen
InetAddressPrefixLength,
docsMcastAuthProfileSessRuleGrpPrefixAddr
InetAddress,
docsMcastAuthProfileSessRuleGrpPrefixLen
InetAddressPrefixLength,
docsMcastAuthProfileSessRuleAction

INTEGER,
docsMcastAuthProfileSessRuleRowStatus
RowStatus
3
docsMcastAuthProfileSessRuleld OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"This attribute provides a unique identifier for each
CMTS configured Multicast Authorization Profile
Session rule within a Multicast Authorization Profile
Name."

::= { docsMcastAuthProfileSessRuleEntry 1 }

docsMcastAuthProfileSessRulePriority OBJECT-TYPE

SYNTAX Unsigned32 (0..255)
MAX-ACCESS read-create

STATUS current

DESCRIPTION

"This attribute configures the rule priority for the
static session rule. Permitted values for this attribute
range from 0..255. Higher values indicate a
higher priority. ITf more than one session rule matches
a joined session, the session rule with the highest
rule priority determines the authorization action."
REFERENCE
"DOCSIS 3.0 MAC and Upper Layer Protocols Interface
Specification CM-SP-MULPIv3.0-101-060804, Session Rules
section."”
::= { docsMcastAuthProfileSessRuleEntry 2 }

docsMcastAuthProfileSessRulePrefixAddrType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-create
STATUS current
DESCRIPTION

"This attribute identifies the address family for

the multicast session (S,G) which corresponds to the

SrcPrefixAddr and GrpPrefixAddr attributes respectively.™
REFERENCE

""DOCSIS 3.0 MAC and Upper Layer Protocols Interface

Specification CM-SP-MULPIv3.0-101-060804, Session Rules
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section."”
::= { docsMcastAuthProfileSessRuleEntry 3 }

docsMcastAuthProfileSessRuleSrcPrefixAddr OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-create
STATUS current
DESCRIPTION

"This attribute identifies a specific Multicast Source
Address defined for this rule. A Source Address
that i1s all zeros is defined as "all source addresses”

, G). Source prefix addresses are unicast addresses."
REFERENCE

"RFC 3569.
RFC 3306"

::= { docsMcastAuthProfileSessRuleEntry 4 }

docsMcastAuthProfileSessRuleSrcPrefixLen OBJECT-TYPE

SYNTAX InetAddressPrefixLength
MAX-ACCESS read-create

STATUS current

DESCRIPTION

"This attribute identifies the prefix of a range of

Source (S) IP multicast group addresses. For Group or

ASM based sessions this attribute is set to 0."
REFERENCE

"DOCSIS 3.0 MAC and Upper Layer Protocols Interface

Specification CM-SP-MULPIv3.0-101-060804, Session Rules
section."

::= { docsMcastAuthProfileSessRuleEntry 5 }

docsMcastAuthProfileSessRuleGrpPrefixAddr OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-create
STATUS current
DESCRIPTION

"This attribute identifies the prefix of a range of
destination IP multicast group addresses."
::= { docsMcastAuthProfileSessRuleEntry 6 }

docsMcastAuthProfileSessRuleGrpPrefixLen OBJECT-TYPE

SYNTAX InetAddressPrefixLength
MAX-ACCESS read-create

STATUS current

DESCRIPTION

"This attribute identifies the prefix of a range of
IP multicast group addresses.™
::= { docsMcastAuthProfileSessRuleEntry 7 }

docsMcastAuthProfileSessRuleAction OBJECT-TYPE

SYNTAX INTEGER {
accept(l),
deny(2)

b

MAX-ACCESS read-create

STATUS current

DESCRIPTION

"This attribute specifies the authorization action
for a session join attempt that matches the session

rule.
The value "accept” indicates that the rule permits a
matching multicast join request is allowed . The value
"deny” indicates that a matching multicast join request
is denied.”

REFERENCE

""DOCSIS 3.0 MAC and Upper Layer Protocols Interface
Specification CM-SP-MULPIv3.0-101-060804, Session Rules
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section.”
DEFVAL { deny }
::= { docsMcastAuthProfileSessRuleEntry 8 }

docsMcastAuthProfileSessRuleRowStatus OBJECT-TYPE

SYNTAX RowStatus
MAX-ACCESS read-create
STATUS current
DESCRIPTION

"The status of this instance."
::= { docsMcastAuthProfileSessRuleEntry 9 }

docsMcastAuthStaticSessRuleTable OBJECT-TYPE
SYNTAX SEQUENCE OF DocsMcastAuthStaticSessRuleEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This object defines the Session authorization Rules
based on the CM or group of CMs signaled in IP Multicast
Join Authorization Static Session Subtype encoding
This object reflects the Static Session rules
that were included in the CM registration request message."
::= { docsMcastAuthMibObjects 4}

docsMcastAuthStaticSessRuleEntry OBJECT-TYPE

SYNTAX DocsMcastAuthStaticSessRuleEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"The conceptual row of docsMcastAuthStaticSessRule.
The CMTS may persist all instances of the StaticSessRule
object across reinitializations.”
INDEX {
docsMcastAuthStaticSessRuleCfgListld,
docsMcastAuthStaticSessRuleld

}
::= { docsMcastAuthStaticSessRuleTable 1 }

DocsMcastAuthStaticSessRuleEntry ::= SEQUENCE {
docsMcastAuthStaticSessRuleCfgListld
Unsigned32,
docsMcastAuthStaticSessRuleld
Unsigned32,
docsMcastAuthStaticSessRulePriority
Unsigned32,
docsMcastAuthStaticSessRulePrefixAddrType
InetAddressType,
docsMcastAuthStaticSessRuleSrcPrefixAddr
InetAddress,

docsMcastAuthStaticSessRuleSrcPrefixLen
InetAddressPrefixLength,
docsMcastAuthStaticSessRuleGrpPrefixAddr
InetAddress,
docsMcastAuthStaticSessRuleGrpPrefixLen
InetAddressPrefixLength,
docsMcastAuthStaticSessRuleAction

INTEGER
¥
docsMcastAuthStaticSessRuleCfgListld OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"This attribute contains a CMTS-derived value for
a set of multicast static session rules associated to
one or more CMs."
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::= { docsMcastAuthStaticSessRuleEntry 1 }

docsMcastAuthStaticSessRuleld OBJECT-TYPE

SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This attribute provides an identifier for each Multicast

Authorization Static Session rule in the IP

Multicast Join Authorization Static Session SubType

communicated by a CM or group of CMs during registration."
::= { docsMcastAuthStaticSessRuleEntry 2 }

docsMcastAuthStaticSessRulePriority OBJECT-TYPE

SYNTAX Unsigned32 (0..255)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute defines the rule priority for the static
session rule. Higher values indicate a higher
priority. If more than one session rule matches a joined
session, the session rule with the highest rule priority
determines the authorization action."

REFERENCE
""DOCSIS 3.0 MAC and Upper Layer Protocols Interface
Specification CM-SP-MULPIV3.0-101-060804, RulePriority
section in the Common Radio Frequency Interface Encodings
Annex."

::= { docsMcastAuthStaticSessRuleEntry 3 }

docsMcastAuthStaticSessRulePrefixAddrType OBJECT-TYPE

SYNTAX InetAddressType
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This attribute identifies the address family for

the multicast session (S,G) which corresponds to the

SrcPrefixAddr and GrpPrefixAddr attributes respectively.”
::= { docsMcastAuthStaticSessRuleEntry 4 }

docsMcastAuthStaticSessRuleSrcPrefixAddr OBJECT-TYPE

SYNTAX InetAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This attribute identifies a specific Multicast Source
Address defined for this rule. A Source Address
that is all zeros is defined as "all source addresses

(*, G)". Source Prefix Addresses are unicast host addresses."

REFERENCE
"RFC 3569.
RFC 3306."
::= { docsMcastAuthStaticSessRuleEntry 5 }

docsMcastAuthStaticSessRuleSrcPrefixLen OBJECT-TYPE

SYNTAX InetAddressPrefixLength
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute identifies the prefix of a range of
Source (S) IP multicast group addresses. For ASM-based
sessions, this attribute is set to 0."

::= { docsMcastAuthStaticSessRuleEntry 6 }

docsMcastAuthStaticSessRuleGrpPrefixAddr OBJECT-TYPE
SYNTAX InetAddress
MAX-ACCESS read-only
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STATUS current

DESCRIPTION
"This attribute identifies the prefix of a range of
destination IP multicast group addresses.™

::= { docsMcastAuthStaticSessRuleEntry 7 }

docsMcastAuthStaticSessRuleGrpPrefixLen OBJECT-TYPE

SYNTAX InetAddressPrefixLength
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute identifies the prefix of a range of
IP multicast group addresses."

REFERENCE
""DOCSIS 3.0 MAC and Upper Layer Protocols Interface
Specification CM-SP-MULPIv3.0-101-060804,Group Prefix
Length Subtype section in the Common Radio Frequency
Interface Encodings Annex."

::= { docsMcastAuthStaticSessRuleEntry 8 }

docsMcastAuthStaticSessRuleAction OBJECT-TYPE

SYNTAX INTEGER {
permit(1),
deny(2)
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This attribute specifies the authorization action
for a session join attempt that matches the session
rule.
The value "accept® indicates that the rule permits a
matching multicast join request is allowed. The value
"deny” indicates that a matching multicast join request
is denied.”

REFERENCE
"DOCSIS 3.0 MAC and Upper Layer Protocols Interface
Specification CM-SP-MULPIv3.0-101-060804, Authorization
Action section in the Common Radio Frequency Interface

Encodings Annex.™
::= { docsMcastAuthStaticSessRuleEntry 9 }

docsMcastAuthProfilesTable OBJECT-TYPE

SYNTAX SEQUENCE OF DocsMcastAuthProfilesEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This object contains the description of the Multicast
Authorization profiles for administrative purposes.

This object supports the creation and deletion of multiple
instances.
Creation of a new instance of this object requires the
Description attribute to be set."

::= { docsMcastAuthMibObjects 5}

docsMcastAuthProfilesEntry OBJECT-TYPE

SYNTAX DocsMcastAuthProfilesEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"The conceptual row of docsMcastAuthProfiles.
The CMTS persists all instances of the Profiles
object across reinitializations”

INDEX {

}

docsMcastAuthProfilesName
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::= { docsMcastAuthProfilesTable 1 }

DocsMcastAuthProfilesEntry ::= SEQUENCE {

docsMcastAuthProfilesName
SnmpAdminString,

docsMcastAuthProfilesDescription
SnmpAdminString,

docsMcastAuthProfilesRowStatus
RowStatus

}

docsMcastAuthProfilesName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE (1..15))

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"This attribute is a unique name or identifier for a
Multicast Authorization Profile."

::= { docsMcastAuthProfilesEntry 1 }

docsMcastAuthProfilesDescription OBJECT-TYPE

SYNTAX SnmpAdminString

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"This attribute is a human readable description of
the Multicast Authorization Profile."

REFERENCE
"DOCSIS 3.0 MAC and Upper Layer Protocols Interface
Specification CM-SP-MULPIv3.0-101-060804, 1P Multicast
Profile Name Subtype section.™

::= { docsMcastAuthProfilesEntry 2 }

docsMcastAuthProfilesRowStatus OBJECT-TYPE
SYNTAX RowStatus
MAX-ACCESS read-create
STATUS current
DESCRIPTION
"The status of this instance."
::= { docsMcastAuthProfilesEntry 3 }

-- Conformance Definitions

docsMcastAuthMibConformance OBJECT IDENTIFIER ::= { docsMcastAuthMib 2 }

docsMcastAuthMibCompliances OBJECT IDENTIFIER

::= { docsMcastAuthMibConformance 1 }

docsMcastAuthMibGroups OBJECT IDENTIFIER

::= { docsMcastAuthMibConformance 2 }

docsMcastAuthCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION

"The compliance statement for devices that implement the DOCSIS

Multicast Authorization MIB."

MODULE -- this MODULE
MANDATORY-GROUPS {
docsMcastAuthGroup

ks
::= { docsMcastAuthMibCompliances 1 }
docsMcastAuthGroup OBJECT-GROUP
OBJECTS {
docsMcastAuthCtrlEnable,
docsMcastAuthCtriDefProfileNameList,
docsMcastAuthCtriDefAction,
docsMcastAuthCtriIDefMaxNumSess,
docsMcastAuthCmtsCmStatusCfgProfileNamelList,
docsMcastAuthCmtsCmStatusCfgListlid,
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docsMcastAuthCmtsCmStatusMaxNumSess,
docsMcastAuthCmtsCmStatusCfgParamFlag,
docsMcastAuthProfileSessRulePriority,
docsMcastAuthProfileSessRulePrefixAddrType,
docsMcastAuthProfileSessRuleSrcPrefixAddr,
docsMcastAuthProfileSessRuleSrcPrefixLen,
docsMcastAuthProfileSessRuleGrpPrefixAddr,
docsMcastAuthProfileSessRuleGrpPrefixLen,
docsMcastAuthProfileSessRuleAction,
docsMcastAuthProfileSessRuleRowStatus,
docsMcastAuthStaticSessRulePriority,
docsMcastAuthStaticSessRulePrefixAddrType,
docsMcastAuthStaticSessRuleSrcPrefixAddr,
docsMcastAuthStaticSessRuleSrcPrefixlLen,
docsMcastAuthStaticSessRuleGrpPrefixAddr,
docsMcastAuthStaticSessRuleGrpPrefixLen,
docsMcastAuthStaticSessRuleAction,
docsMcastAuthProfilesDescription,
docsMcastAuthProfilesRowStatus

3+
STATUS current
DESCRIPTION
"Group of objects implemented in the CMTS.™
::= { docsMcastAuthMibGroups 1 }
END

Q.6 DOCS-IF3-MIB*?

DOCS-1F3-MIB DEFINITIONS ::= BEGIN
IMPORTS
NOTIFICATION-TYPE,
MODULE-IDENTITY,
OBJECT-TYPE,
Integer32,
Unsigned32,
Counter32
FROM SNMPv2-SMI -- RFC 2578
sysName
FROM SNMPv2-MIB -- RFC 3418
TEXTUAL-CONVENTION,
RowStatus,
TruthValue,
MacAddress,
DateAndTime
FROM SNMPv2-TC -- RFC 2579
OBJECT-GROUP,
NOTIFICATION-GROUP,
MODULE-COMPL IANCE

FROM SNMPv2-CONF -- RFC 2580
SnmpAdminString

FROM SNMP-FRAMEWORK-MIB -- RFC 3411
SnmpTagList

FROM SNMP-TARGET-MIB -- RFC 3413
InetAddressiIPv6,
InetAddressiPv4

FROM INET-ADDRESS-MIB -- RFC 4001

iflndex,

142 MIB changed by KN per 0SSIv3.0-N-06.0357-1 on 2/7/07, per OSSIv3.0-N-07.0384-1 and OSSIv3.0-N-07.0392-1 by ab on
5/3/07, per OSSIv3.0-N-07.0410-4 on 5/8/07 and OSSIv3.0-N-07.0441-4 on 5/9/07, per OSSIv3.0-N-07.0446-4, per OSSIv3.0-
N-07.0445-3, per OSSIv3.0-N-07.0447-2 on 5/10/07, per OSSIv3.0-N-07.0422-3 on 5/11/07 and per OSSIv3.0-N-07.0413-3 on
5/11/07 by KN, per OSSIv3.0-N-07.0480-3 by ab on 7/16/07 and OSSIv3.0-N-07.0481-2 by ab on 7/17/07. Again per OSSIv3.0-
N-07.0531-1 by ab on 10/19/07, per OSSIv3.0-N-07.0539-1 by ab on 11/6/07, per OSSIv3.0-N-07.0550-2 by ab on 11/9/07, and
per OSSIv3.0-N-07.0551-4 by ab on 11/12/07. Replaced entirely per OSSIv3.0-N-07.0554-4 by ab on 11/13/07. Modified per
OSSIv3.0-N-07.0532-4 on 1/29/08, OSSIv3.0-N-07.0589-3, OSSIv3.0-N-07.0605-1 on 1/30/08, OSSIv3.0-N-08.0616-2 on
4/10/08 and OSSIv3.0-N-08.0645-4 on 5/1/08 by KN.
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Interfacelndex,
InterfacelndexOrZero

FROM IF-MIB
TenthdB,
TenthdBmvV,
DocsisUpstreamType,
DocsEqualizerData,
DocsisQosVersion

FROM DOCS-IF-MIB
NodeName

FROM CLAB-TOPO-MIB

docsDevEvlLevel,
docsDevEvid,
docsDevEvText,
docsDevEvLastTime

- RFC 2863

-- RFC 4546

FROM DOCS-CABLE-DEVICE-MIB -- RFC 4639

clabProjDocsis
FROM CLAB-DEF-MIB;

docs1f3Mib MODULE-IDENTITY

LAST-UPDATED
ORGANIZATION
CONTACT-INFO

''200805220000Z2" -- May 22, 2008
""Cable Television Laboratories, Inc.

Postal: Cable Television Laboratories, Inc.

858 Coal Creek Circle

Louisville, Colorado 80027-9750

U.S.A.
Phone: +1 303-661-9100
Fax: +1 303-661-9199

E-mail: mibs@cablelabs.com"

DESCRIPTION

"This MIB module contains the management objects for the
management of DOCSIS 3.0 features, primarly channel bonding,
interface topology and enhanced signal quality montoring.
Copyright 1999-2008 Cable Television Laboratories, Inc.

All rights reserved."
REVISION ''200805220000Z2'" -- May 22, 2008
DESCRIPTION
"Revised Version includes ECN 0SSIv3.0-N-08.0645-4
and published as 107"
REVISION "200802150000Z'"
DESCRIPTION

"Revised Version includes ECN 0SSIv3.0-N-07.0605-1

and published as 106"
REVISION '200712060000Z'" -- December 6, 2007
DESCRIPTION
"Revised Version includes ECNs
0SSI1v3.0-N-07.0522-6
0SS1v3.0-N-07.0554-4
and published as 105"
REVISION "200708030000Z" -- August 3, 2007
DESCRIPTION
"Revised Version includes ECNs
0SS1v3.0-N-07.0481-2
0SS1v3.0-N-07.0480-3
and published as 104"
REVISION '200705180000Z" -- May 18, 2007
DESCRIPTION
"Revised Version includes ECNs
0SSI1v3.0-N-07.0447-2
0SS1v3.0-N-07.0446-4
0SS1v3.0-N-07.0445-3
0SS1v3.0-N-07.0441-4
0SSI1v3.0-N-07.0422-5
0SS1v3.0-N-07.0413-3
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0SS1v3.0-N-07.0410-4
0SS1v3.0-N-07.0392-1
0SS1v3.0-N-07.0384-1
0SS1v3.0-N-06.0357-1
and published as 103"
REVISION *200702230000Z" -- February 23, 2007
DESCRIPTION
"Revised Version includes ECN 0SSIv3.0-N-06.0357-1
and published as 102"
REVISION *200612071700Z'" -- December 7, 2006
DESCRIPTION
“"Initial version, published as part of the CablelLabs
0SSIv3.0 specification CM-SP-0SSIv3.0-107-080523""
::= { clabProjbDocsis 20 }

-- Textual Conventions

CmRegState ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"This data type defines the CM connectivity state as reported
by the CM.
The enumerated values associated with the CmRegState are:
“other"®
indicates any state not described below.
"notReady”
indicates that the CM has not started the registration process
yet.
"notSynchronized”
indicates that the CM has not initiated or completed the
synchronization of the downstream physical layer
“phySynchronized*
indicates that the CM has completed the synchronization of
the downstream physical layer
"dsTopologyResolutionInProgress*
indicates that the CM is attempting to determine its MD-DS-SG
"usParametersAcquired*”
indicates that the CM has completed the upstream parameters
acquisition or have completed the downstream and upstream
service groups resolution, wheater the CM is registering in
a pre-3.0 or a 3.0 CMTS.
"ranginglInProgress”
indicates that the CM has initiated the ranging process.
“rangingComplete*
indicates that the CM has completed initial ranging and
received a Ranging Status of success from the CMTS in the
RNG-RSP message.
“"eaelnProgress”
indicates that the CM has sent an Auth Info message for EAE.
"dhcpv4lnProgress*®
indicates that the CM has sent a DHCPv4 DISCOVER to gain
IP connectivity.
"dhcpv6InProgress*
indicates that the CM has sent an DHCPv6 Solicit message.
"dhcpv4Complete*
indicates that the CM has received a DHCPv4 ACK message from
the CMTS.
"dhcpv6Complete*
indicates that the CM has received a DHCPv6 Reply message from
the CMTS.
"todEstablished”
indicates that the CM has successfully acquired time of day.
IT the ToD is acquired after the CM is operational, this
value should not be reported.
"securityEstablished"”
indicates that the CM has successfully completed the BPI
initialization process.
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"configFileDownloadComplete*

indicates that
process.

the CM has completed the config file download

"registrationlnProgress”

indicates that

the CM has sent a Registration Request

(REG-REQ or REG-REQ-MP)
"registrationComplete*

indicates that

the CM has successfully completed the

Registration process with the CMTS.

"accessDenied”
indicates that

the CM has received a registration aborted

notification from the CMTS

"operational”
indicates that
initialization

“bpilnit*®
indicates that

the CM has completed all necessary
steps and is operational.

the CM has started the BPI initialization

process as indicated in the CM config file. If the CM already

performed EAE,

this state is skipped by the CM.

“forwardingDisabled”

indicates that

the registration process was completed, but

the network access option in the received configuration file
prohibits forwarding.

"rfMuteAll”
indicates that

in the CM-CTRL-

REFERENCE
"DOCSIS 3.0 MAC

the CM s instructed to mute all channels
REQ message from CMTS."

and Upper Layer Protocols Interface

Specification CM-SP-MULPIv3.0-108-080523, Cable Modem -
CMTS Interaction section."

SYNTAX INTEGER

{other(1),
notReady(2),
notSynchronized(3),
phySynchronized(4),
dsTopologyResolutionInProgress(21),
usParametersAcquired(5),
ranginglnProgress(22),
rangingComplete(6),
eaelnProgress(14),
dhcpv4InProgress(15),
dhcpv6InProgress(16),
dhcpv4Complete(7),
dhcpv6Complete(17),
todEstablished(8),
securityEstablished(9),
configFileDownloadComplete(10),
registrationlnProgress(18),
registrationComplete(1l),
accessDenied(13),
operational (12),
bpilnit (19),
forwardingDisabled(20),
rfMuteAl 1 (23)

}

CmtsCmRegState ::= TEXTUAL-CONVENTION

STATUS current
DESCRIPTION

"This data type defines the CM connectivity states as reported

by the CMTS.

The enumerated values associated with the CmtsCmRegState are:

"other"

indicates any state not described below.

"initialRanging”

indicates that the CMTS has received an Initial Ranging

Request message

from the CM, and the ranging process is not yet
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Appendix V Signal Quality Use Cases (Informative)

This appendix describes several use cases where the Signal Quality Monitoring features introduced in DOCSIS 3.0
can be utilized to manage the HFC plant.

To maintain the HFC network in optimal conditions constant monitoring of the physical characteristics is desired.
This practice helps in the early detection of plant problems. These problems, if not properly corrected could cause
degradation of services that are offered over the DOCSIS network. The RF impairments may often be the root cause
of the problem affecting the quality of services offered over DOCSIS. These impairments result in excessive
logging, and poor statistics indicating a lower quality of experience for customer of the services.

Ideally, rather than inferring the presence of RF impairments in the HFC from DOCSIS MAC statistics (for
example), the use of Signaling Quality measurement equipment dedicated to monitor the HFC spectrum is desired.
However, the cost of such equipment and its associated management and operation may not be justifiable. Instead,
active network elements such as CMTSs have evolved their capabilities to report RF measurements using an SNMP
management interface. The main advantage of this approach is the constant availability of information across the
network. Such information can be correlated to determine e.g., a group of CMs with a common tap in the HFC path
reporting the same measurements problem. The signal monitoring approach is similar to how specialized equipment
is used to further isolate the problems based on the coarse measurements from a CMTS.

This appendix describes use cases for two main categories of the Enhanced Signaling Quality Monitoring features
of DOCSIS 3.0:

e Normalization of RF Impairments Measurements

e  Spectrum Amplitude Measurements for Upstream Interfaces

V.1 Normalization of RF Impairments Measurements
V.11 Problem Description

DOCSIS [RFC 4546] provides SNR (Signal-to-Noise) measurement. SNR among other measurements are available
on a per CM basis and per interface.

SNR values reported may not be uniform amongst different CMTS vendors. Therefore it might not be possible to
compare and analyze information from different devices to determine the HFC plant conditions.

V.1.2 Use Cases

Major contributors to impairments in the DOCSIS channels are linear distortion, non-linear distortion, impulse noise
and ingress noise.

DOCSIS pre-equalization provides a mechanism to correct the linear distortion of each individual CM transmission.
Ingress noise robustness has no specification requirements beyond the assumed RF plant conditions in [PHY].
However, vendors have provided mechanisms to mitigate noise and ingress interference in plants that have more
severe noise conditions than the ones assumed in the [PHY] specification.

The available RF measurements in DOCSIS 3.0 are listed in Table V-1 where the DOCSIS 3.0 added features are
indicated in bold text and are the basis for the use cases of this section. In general, downstream RF measurements
are performed by individual CMs while the upstream measurements are performed by the CMTS either at an
interface or at a CM level. Based on CMTS and CM interactions, the CM provides an indirect measure of the
distortion in the upstream channel through its pre-equalization coefficients.

5/22/08 CableLabs® 769



CM-SP-0OSSIv3.0-107-080522

Data-Over-Cable Service Interface Specifications

Table V-1 - RF Management Statistics available in DOCSIS 3.0

CM (Downstream Measurements)

CMTS (Upstream Measurements)

Measurements Categories

SNR

SNR

RxXMER

RxMER

CNIR

Noise conditions

Expected Received Power

Power level

Correctable/uncorrectable errors

Correctable/uncorrectable errors per CM

Correctable/uncorrectable errors per US
interface

FEC performance statistics

Downstream micro-reflections

Upstream micro-reflections per CM

CM post-equalization data

CM pre-equalization®

Linear distortion

Note:

'CM may provide more accurate pre-equalization coefficient than what the CMTS is able to calculate.

The following use cases refer to the noise measurement enhancements for DOCSIS 3.0.

V.1.21

Use Case 1: Figure of Merit Estimation for Logical Upstream Channel

This Use Case defines a Figure of Merit for Logical Upstream Channel measurement that an operator can use to
periodically collect information to characterize the performance of the HFC part of the Cable distribution network.

To overcome non-uniform SNR measurements, DOCSIS 3.0 defines two measurements: RXMER (Receive
Modulation Error Rate) and CNIR (Carrier to Noise plus Interference Ratio). These provide better indication of the
HFC plant impairments and the corrections achieved by the CMTS through compensation techniques. Combining
RXMER and CNIR, a Figure of Merit of impairment compensation efficiency can be defined when noise or

interference is present.

RXMER measures the average quantization error just prior to FEC, and CNIR measures the carrier to noise plus
interference ratio prior to demodulation. A Figure of Merit of how efficiently interference and distortion is
compensated in a logical channel can be defined as:

Figure of Merit (logical channel) = RXMER - CNIR

The variables from Annex J to retrieve are:
¢ RxMER: docslf3SignalQualityExtRXMER
e CNIR: docslf3CmtsSignalQualityExtCNIR

The Figure of Merit is relevant when the device is capable of suppressing ingressors, thus increasing the RXMER
value with respect to the channel CNIR.

To minimize the uncertainties in measuring the Figure of Merit due to distortion that is unique to individual
upstream paths between a CM and CMTS, it is advisable to operate with pre-equalization on (see
docslfUpChannelPreEgEnable of [RFC 4546]).

V.1.2.2

Use Case 2 Figure of Merit Estimation per CM*®?

This Use Case defines a Figure of Merit per CM transmission. Similar to Use Case 1, the operator can periodically
collect information to characterize the performance of CMs in terms of figure of Merit for the given CMTS the CM

is attached to.

162 section revised per OSSIV3.0-N-07.0550-2 by ab on 11/9/07.
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Appendix VII  Receive Channel Object Model (Informative)

This appendix provides an object model of the Receive Channel Profiles and Receive Channel Configuration
(RCP/RCC) from the Common Radio Frequency Interface Encodings Annex of [MULPI] that NMS integrators may
use for the purpose of auditing and verification of configuration management with RCP/RCCs in consideration. The
appendix also provides a XML schema for the object model and an XML instance document for the RCPs defined
in the Standard Receive Channel Profile Encodings Annex of [MULPI].

VII.1 RCP/RCC Object Model

+ReceiveChannelAssigned

+ReceiveChannelCapahility I’D\1 1
0.1 <keys Rendsx(1]

«keys Relndex|1] CenterFrequencyAssignment[1]

Oﬁ_’sel[D 1] PrimaryDsChannelindicator[D..1]

PrimaryDsChannellndicator]0..1]

1. &
1

1

+ReceiveChannelProfile rEr—— T
# +ReceiveChannel I

+RCPEncodin, . - * +RCCEncodin

R 0.1 Jekeys Ropld[1] po— m[wgu . -

Narme[1] ckeys Rep - -

CenterF reguencySpacing(0..1] WendorParameters.7]

“endorParameters[d. "

o

0.1

0.1
Qi or 1 0.1
o +ReceiveModuleAssignment
+ReceiveModuleCapability +Connectivity 0

skeys Rmindex[1]

Rmindex(1] FirstChannelC enterFrequency[0..1

=}
=}
4

<keys Rmindex{1]
MumAdjacentChannels[0..1]

“endorParameters[d. .1

+Commo nPhysicall ayerParameter

QamModulationOrder[1]
Interleave[1]

+Ch IBlockRange
+Res equencingChannelSubset 0.7
[0.7] MinimumC enterF requency[1]
Capability MaximumCenterFrequency|[1]

Figure VII-1 - RCP/RCC Object Model Diagram

VII1.2 RCP/RCC XML Schema

<?xml version="1.0" encoding="UTF-8"7?>
<I-- 2006 (c)CableLabs. All rights reserved -->
<xs:schema xmIns:xs="http://www.w3.0rg/2001/XMLSchema" elementFormDefault=""qualified' >
<I-- Class: <<XSDcomplexType>> RCPMessage -->
<xs:element name=""RCPMessage' type=""RCPMessage"' />
<xs:complexType name="RCPMessage''>
<xs:sequence>
<xs:element ref="ReceiveChannelProfile"™ minOccurs="1" maxOccurs=""unbounded"/>
</Xs:sequence>
</xs:complexType>
<I-- Class: <<XSDcomplexType>> RCCMessage -->
<xs:element name=""RCCMessage' type=""RCCMessage' />
<xs:complexType name="RCCMessage''>
<xs:sequence>
<xs:element ref=""ReceiveChannelConfiguration'/>
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</Xs:sequence>
</xs:complexType>
<I-- Class: <<XSDcomplexType>> ReceiveChannelProfile -->
<xs:element name=""ReceiveChannelProfile" type=""ReceiveChannelProfile"/>
<xs:complexType name="ReceiveChannelProfile'>
<xs:sequence minOccurs="1" maxOccurs="unbounded">
<xs:element name="Rcpld" type="'xs:hexBinary"/>
<xs:element name="‘Name' type='Xxs:string"/>
<xs:element name=""CenterFrequencySpacing' type='"Xs:unsignedByte" minOccurs="0"
maxOccurs="1"/>
<xs:element ref="ReceiveModuleCapability'” minOccurs="0" maxOccurs="unbounded'/>
<xs:element ref="ReceiveChannelCapability” minOccurs="1" maxOccurs="unbounded'/>
</Xs:sequence>
</xs:complexType>
<I-- Class: <<XSDcomplexType>> ReceiveChannelConfiguration -->
<xs:element name=""ReceiveChannelConfiguration”™ type="ReceiveChannelConfiguration'/>
<xs:complexType name="ReceiveChannelConfiguration'>
<xs:sequence minOccurs="0" maxOccurs="unbounded">
<xs:element name="Rcpld" type="'xs:hexBinary"/>
<xs:element ref="ReceiveChannelAssigned” minOccurs="1" maxOccurs="unbounded"/>
<xs:element ref=""ReceiveModuleAssignment” minOccurs="0" maxOccurs="1"/>
</Xs:sequence>
</xs:complexType>
<I-- Class: ReceiveChannelCapability -->
<xs:element name=""ReceiveChannelCapability" type="ReceiveChannelCapability'/>
<xs:complexType name="ReceiveChannelCapability'>
<xs:seguence>
<xs:element name=""Rclndex" type='Xs:unsignedByte"/>
<xs:element name=""0ffset" type=""xs:unsignedByte" minOccurs="0" maxOccurs="1"/>
<xs:element name="PrimaryDsChannelIndicator" type="xs:boolean" minOccurs="0"
maxOccurs="1" default="false"/>
<xs:element name=""VendorParameters" type="'xs:string"” minOccurs="0"
maxOccurs=""unbounded"/>
<xs:element ref=""Connectivity" minOccurs="0" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>
<I-- Class: ReceiveChannelAssigned -->
<xs:element name=""ReceiveChannelAssigned" type="ReceiveChannelAssigned"/>
<xs:complexType name="ReceiveChannelAssigned'>
<xs:sequence>
<xs:element name=""RclIndex" type="Xs:unsignedByte"/>
<xs:element name="'CenterFrequencyAssignment" type=''xs:unsignhedInt"/>
<xs:element name="PrimaryDownstreamChannelIndicator" type='xs:boolean"
minOccurs="0" maxOccurs=""1" default="false"/>
<xs:element name=""VendorParameters" type="'xs:string"” minOccurs="0"
maxOccurs="unbounded"/>
<xs:element ref="Connectivity"/>
</Xs:sequence>
</xs:complexType>
<I-- Class: <<XSDattributeGroup>> Connectivity -->
<xs:element name=""Connectivity" type="Connectivity'/>
<xs:complexType name="‘Connectivity'>
<xs:sequence>
<xs:element name="RmIndex" type="'Xxs:unsignedByte"/>
</Xs:sequence>
</xs:complexType>
<I-- Class: <<XSDcomplexType>> ReceiveModuleCapability -->
<xs:element name=""ReceiveModuleCapability" type="'ReceiveModuleCapability'/>
<xs:complexType name=""ReceiveModuleCapability'>
<xs:sequence>
<xs:element name="RmIndex" type="Xs:unsignedByte"/>
<xs:element name="NumAdjacentChannels'" type=''xs:unsignedByte' minOccurs="0"
maxOccurs=""1"/>
<xs:element name=""VendorParameters" type="'xs:string"” minOccurs="0"
maxOccurs="1"/>
<xs:element ref="ResequencingChannelSubset' minOccurs="0"
maxOccurs=""unbounded"/>
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<xs:element ref=""Connectivity"” minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref=""CommonPhysicallLayerParameter'™ minOccurs="0" maxOccurs="1"/>
<xs:element ref=""ChannelBlockRange"™ minOccurs="0" maxOccurs="1"/>
</Xs:sequence>
</xs:complexType>
<I-- Class: <<XSDcomplexType>> ReceiveModuleAssignment -->
<xs:element name=""ReceiveModuleAssignment™ type=""ReceiveModuleAssignment'/>
<xs:complexType name="‘ReceiveModuleAssignment'>
<xs:sequence>
<xs:element name="RmIndex" type=''Xs:unsignedByte"/>
<xs:element name="FirstChannelCenterFrequency" type="'xs:unsignedInt"
minOccurs=""0" maxOccurs="1"/>
<xs:element name=""VendorParameters" type="'xs:string"” minOccurs="0"
maxOccurs="unbounded"/>
<xs:element ref="Connectivity"/>
</Xs:sequence>
</xs:complexType>
<I-- Class: <<XSDgroup>> ChannelBlockRange -->
<xs:element name=""ChannelBlockRange' type=''ChannelBlockRange"/>
<xs:complexType name="‘ChannelBlockRange'>
<xs:sequence>
<xs:element name="MinimumCenterFrequency" type="Xxs:unsignedIint'/>
<xs:element name="MaximumCenterFrequency' type="Xxs:unsignedInt'/>
</Xs:sequence>
</xs:complexType>
<I-- Class: <<XSDgroup>> ResequencingChannelSubset -->
<xs:element name=""ResequencingChannelSubset” type="ResequencingChannelSubset'/>
<xs:complexType name=""ResequencingChannelSubset'>
<xs:sequence>
<xs:element name=""Capability" type="'Xxs:unsignedByte'" minOccurs="0"
maxOccurs=""1"/>
</Xs:sequence>
</xs:complexType>
<I-- Class: <<XSDattributeGroup>> CommonPhysicallLayerParameter -->
<xs:element name="'CommonPhysicallLayerParameter""
type=""CommonPhysicallLayerParameter'/>
<xs:complexType name="CommonPhysicallLayerParameter'>
<xs:sequence>
<xs:element name=""QamModulationOrder" type='"xs:boolean'/>
<xs:element name=""Interleave" type="'xs:boolean'/>
</Xs:sequence>
</xs:complexType>
</Xs:schema>

VIL3 XML Instance Document for DOCSIS Standard RCP profiles

<RCPMessage xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance""
xsi:noNamespaceSchemalLocation=""file://c:\Documents%20and%20Settings\bhedstrom\My%20D
ocuments\Specifications\DOCSIS\3.0\MULP1%20Spec\Receive%20Channel%20Class%20Diagram.xs
d'>
<I-- J.83 Annex B profiles-->
<I-- 2 Channel Standard Receive Channel Profile for 6 MHz DOCSIS
See Table E-1 of DOCSIS 3.0 MAC And Upper Layer Protocol Interface
Specification CM-SP-MULPIv3.0-101-060804 -->
<ReceiveChannelProfile>
<Rcp1d>0010000002</Rcpld>
<Name>CLAB-6M-002</Name>
<CenterFrequencySpacing>6</CenterFrequencySpacing>
<ReceiveModuleCapability>
<RmIndex>1</RmIndex>
<NumAdjacentChannels>10</NumAdjacentChannels>
</ReceiveModuleCapability>
<ReceiveChannelCapability>
<RclIndex>1</RclIndex>
<PrimaryDsChannel Indicator>true</PrimaryDsChannel Indicator>
<Connectivity>
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<RmIndex>1</RmIndex> <!--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RclIndex>2</RclIndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</Rmlndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
</ReceiveChannelProfile>

<I-- 3 Channel Standard Receive Channel Profile for 6 MHz DOCSIS
See Table E-2 of DOCSIS 3.0 MAC And Upper Layer Protocol Interface
Specification CM-SP-MULPIv3.0-101-060804 -->
<ReceiveChannelProfile>
<Rcp1d>0010000003</Rcpld>
<Name>CLAB-6M-003</Name>
<CenterFrequencySpacing>6</CenterFrequencySpacing>
<ReceiveModuleCapability>
<RmIndex>1</RmIndex>
<NumAdjacentChannels>10</NumAdjacentChannels>
</ReceiveModuleCapability>
<ReceiveChannelCapability>
<RclIndex>1</RcIndex>
<PrimaryDsChannel Indicator>true</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</Rmlndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RcIndex>2</Rclndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<Rmlndex>1</Rmlndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RcIndex>3</Rclndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</RmIndex> <!--0x40-->
</Connectivity>
</ReceiveChannelCapability>
</ReceiveChannelProfile>

<I-- 4 Channel Standard Receive Channel Profile for 6 MHz DOCSIS
See Table E-3 of DOCSIS 3.0 MAC And Upper Layer Protocol Interface
Specification CM-SP-MULPIv3.0-101-060804 -->
<ReceiveChannelProfile>
<Rcp1d>0010000004</Rcpld>
<Name>CLAB-6M-004</Name>
<CenterFrequencySpacing>6</CenterFrequencySpacing>
<ReceiveModuleCapability>
<RmIndex>1</Rmlndex>
<NumAdjacentChannels>10</NumAdjacentChannels>
</ReceiveModuleCapability>
<ReceiveChannelCapability>
<RcIndex>1</Rclndex>
<PrimaryDsChannel Indicator>true</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</RmIndex> <!--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<Rclndex>2</RcIndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
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<Connectivity>
<RmIndex>1</RmIndex> <!--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RclIndex>3</RcIndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</RmIndex> <!--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RcIndex>4</RclIndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</RmIndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
</ReceiveChannelProfile>

<I-- J.83 Annex A profiles-->
<I-- 2 Channel Standard Receive Channel Profile for 8 MHz DOCSIS
See Table E-4 of DOCSIS 3.0 MAC And Upper Layer Protocol Interface
Specification CM-SP-MULPIv3.0-101-060804 -->
<ReceiveChannelProfile>
<Rcp1d>0010001002</Rcpld>
<Name>CLAB-8M-002</Name>
<CenterFrequencySpacing>8</CenterFrequencySpacing>
<ReceiveModuleCapability>
<RmIndex>1</RmIndex>
<NumAdjacentChannels>7</NumAdjacentChannels>
</ReceiveModuleCapability>
<ReceiveChannelCapability>
<RclIndex>1</RcIndex>
<PrimaryDsChannel Indicator>true</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</RmIndex> <!--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RclIndex>2</RclIndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</Rmlndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
</ReceiveChannelProfile>

<!-- 3 Channel Standard Receive Channel Profile for 8 MHz DOCSIS
See Table E-5 of DOCSIS 3.0 MAC And Upper Layer Protocol Interface
Specification CM-SP-MULPIv3.0-101-060804 -->
<ReceiveChannelProfile>
<Rcp1d>0010001003</Rcpld>
<Name>CLAB-8M-003</Name>
<CenterFrequencySpacing>8</CenterFrequencySpacing>
<ReceiveModuleCapability>
<RmIndex>1</RmIndex>
<NumAdjacentChannels>7</NumAdjacentChannels>
</ReceiveModuleCapability>
<ReceiveChannelCapability>
<RclIndex>1</RclIndex>
<PrimaryDsChannel Indicator>true</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</RmIndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
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<RcIndex>2</RcIndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</Rmlndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RclIndex>3</RclIndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<Rmlndex>1</Rmlndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
</ReceiveChannelProfile>

<I-- 4 Channel Standard Receive Channel Profile for 8 MHz DOCSIS
See Table E-6 of DOCSIS 3.0 MAC And Upper Layer Protocol Interface
Specification CM-SP-MULPIv3.0-101-060804 -->
<ReceiveChannelProfile>
<Rcp1d>0010001004</Rcpld>
<Name>CLAB-8M-004</Name>
<CenterFrequencySpacing>8</CenterFrequencySpacing>
<ReceiveModuleCapability>
<RmIndex>1</RmIndex>
<NumAdjacentChannels>7</NumAdjacentChannels>
</ReceiveModuleCapability>
<ReceiveChannelCapability>
<RclIndex>1</RclIndex>
<PrimaryDsChannel Indicator>true</PrimaryDsChannel Indicator>
<Connectivity>
<Rmlndex>1</Rmlndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RclIndex>2</Rclndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</RmIndex> <!--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RclIndex>3</RcIndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</RmIndex> <!--0x40-->
</Connectivity>
</ReceiveChannelCapability>
<ReceiveChannelCapability>
<RclIndex>4</RclIndex>
<PrimaryDsChannel Indicator>false</PrimaryDsChannel Indicator>
<Connectivity>
<RmIndex>1</RmIndex> <I--0x40-->
</Connectivity>
</ReceiveChannelCapability>
</ReceiveChannelProfile>
</RCPMessage>
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Appendix IX

IX.1

Revision History (Informative)

Engineering Change for CM-SP-OSSIv3.0-102-070223

The following Engineering Change is incorporated into CM-SP-OSSIv3.0-102-070223:

ECN

ECN Date

Summary

0OSSI1v3.0-N-06.0357-1

1/17/2007

0OSSIv3.0 MIB Corrections for
docslf3CmtsSpectrumAnalysisMeasRowStatus and docsSecMib

1X.2

Engineering Changes for CM-SP-OSSIv3.0-103-070518

The following Engineering Changes are incorporated into CM-SP-OSSIv3.0-103-070518:

EC Identifier ECN Date Summary

0SSIv3.0-N-07.0376-1 1/31/2007 | Replace reference [ID CD MIB] with new RFC 4639

0OSSIv3.0-N-07.0384-1 2/28/2007 | Annex O attributes clarifications

0SSIv3.0-N-07.0385-1 2/28/2007 | CM filtering Requirements and Clarifications

0SSI1v3.0-N-07.0386-1 2/28/2007 Removal of SNMP ColdStart notification after Diffie-Hellman
kickstart process is completed

0OSSlv3.0-N-07.0392-1 3/7/2007 Clarifications to CMTS MIB requirements

0SSIv3.0-N-07.0395-3 3/14/2007 | Clarifications to Section 7.1.3.1 and corresponding rows in Annex A
Table A-3

0SSIv3.0-N-07.0397-2 3/21/2007 | ifLinkUpDownTrapEnable requirement clarifications

0OSSIv3.0-N-07.0400-1 3/21/2007 | SNMP Access from CPE and control

0SSI1v3.0-N-07.0402-1 3/28/2007 [USB Management requirements simplifications

0SSIv3.0-N-07.0403-1 3/28/2007  [CMCI Interface Types requirements simplifications

0SSIv3.0-N-07.0404-1 3/28/2007 | Alignment of Section 7.1.3.7 with Annex A requirements

0SSIv3.0-N-07.0410-4 4/18/2007 | Updates for CM and CMTS registration states object, CmUsStatus
object and CmtsCmUsStatus object.

0OSSIv3.0-N-07.0411-3 4/11/2007 [ Multicast Annex Clarifications

0OSSIv3.0-N-07.0412-2 4/11/2007 [ Annex O clarifications for RCP-1D and Hold-Off Timer for Sequence
Out-of-Range Events Units

0SSIv3.0-N-07.0413-3 4/11/2007 | Addition of CMTS debug object for triggering CM-CTRL-REQ

0OSSIv3.0-N-07.0422-5 4/18/2007 | Clarification to the index RccStatusld on the CM

0SSIv3.0-N-07.0424-3 4/18/2007 | Updates to clarify references to docslfCmtsCmStatusTable and
docsIfCmStatusTable

0SSI1v3.0-N-07.0435-2 4/18/2007 | Updates for TLV 38 to support simultaneous IPv4 and IPv6 target
Addresses

0OSSIv3.0-N-07.0436-1 4/18/2007 | Continuation of OSSIv2.0-N-05.0225-2 'OSSI changes in support of

SID expansion' for docsQosUpstreamStatsEntry
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EC Identifier ECN Date Summary

0SSIv3.0-N-07.0437-4 4/18/2007 | Object model for SfSidCluster (Annex O) has correct indexes,
however the corresponding MIB docsQos3SfSidClusterTable is
missing the ServiceFlowld index

0OSSIv3.0-N-07.0441-4 4/18/2007 |UDC updates for Subscriber Management Annex P

0OSSIv3.0-N-07.0442-3 4/18/2007 | Miscellaneous editorial corrections

0SSIv3.0-N-07.0443-2 4/18/2007 [ Compliance requirements for RFC 4546

0OSSIv3.0-N-07.0444-3 4/18/2007 | Max CPE IPv4 and Max IPv6 Prefix Support in OSSI

0OSSIv3.0-N-07.0445-3 4/18/2007 | Object Model Diagrams Updates for multiple ECNs

0OSSIv3.0-N-07.0446-4 4/18/2007 | Clarifications for the configuration of the Annex of Downstrean
Channels in a Mac Domain

0OSSIv3.0-N-07.0447-2 4/18/2007 | Clarification of modem capabilities reported by CMTS

0SSIv3.0-N-07.0448-1 4/18/2007 | Editorial change for Table O-28

IX.3 Engineering Changes for CM-SP-OSSIv3.0-104-070803

The following Engineering Changes are incorporated into CM-SP-OSSIv3.0-104-070803:

EC Identifier ECN Date Summary
0SSI1v3.0-N-07.0469-2 6/20/2007 | Updates for MIB object access for CM access before registration
0OSSIv3.0-N-07.0473-3 7/5/2007 | Clarifications for the Application ID in OSSIv3.0
0SSIv3.0-N-07.0475-3 7/5/2007 New Format OSSI Annex A Table A.3 and updated requirements
0OSSIv3.0-N-07.0477-2 6/27/2007 | Correction of malformed requirements for ReqPro tagging
0SSIv3.0-N-07.0478-2 6/27/2007 | Updates to SAMIS IPDR Service definitions
0SSI1v3.0-N-07.0480-3 7/5/2007 Restructure of QOS Management requirements
0SSIv3.0-N-07.0481-2 7/5/2007 Changes for the MdCfg Object and Load Balancing Changes
0SSI1v3.0-N-07.0497-2 7/5/2007 Upstream Drop Classifier Corrections
0SSIv3.0-N-07.0498-1 7/5/2007 Clarifications for MGMD MIB support for CMTS
0SSI1v3.0-N-07.0499-1 7/5/2007 Clarification to QosCfgld in the CMTS Group Config object
0SSIv3.0-N-07.0500-4 7/5/2007 | Annex D Event Definitions for MULPI
0SSI1v3.0-N-07.0501-1 7/5/2007 Remove Section 11 (introduced into 103 in error by CableLabs' editor)

I1X.4 Engineering Changes for CM-SP-OSSIv3.0-105-071206

The following Engineering Changes are incorporated into CM-SP-OSSIv3.0-105-071206:

EC Identifier ECN Date Summary
0SSIv3.0-N-07.0473-3 6/20/2007 | Corrected an editorial error in the implementation of change #3.
0SSIv3.0-N-07.0506-3 7/25/2007 | Clarification on IPDR requirements.
0SSIv3.0-N-07.0510-1 8/1/2007 Requirement clarification for UDC provisioning and

docsDevFilterlpTable access
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EC Identifier ECN Date Summary

0OSSIv3.0-N-07.0511-2 8/1/2007 Expand CM requirement for standard SNMP Notification list for
ReqgPro tagging

0SSIv3.0-N-07.0512-1 8/1/2007 Annex A Clarification of ENTITY-SENSOR-MIB requirements for
the CM

0SSIv3.0-N-07.0514-2 9/19/2007 | Clarification of CM and CMTS support of ifPhysAddress from
ifTable in RFC 2863

0SSI1v3.0-N-07.0516-2 9/5/2007 Bridge MIB requirement clarifications for STP

0SSIv3.0-N-07.0522-7 10/31/2007 |DOCSIS 3.0 Load Balancing Requirements

0SSI1v3.0-N-07.0528-2 10/17/2007 |Removal of docsIf3CmStatusDocsisOperMode from Annex A table

0SSIv3.0-N-07.0531-1 10/17/2007 |cmRegState Textual Convention

0OSSIv3.0-N-07.0539-1 10/24/2007 | DOCSIS 3.0 Enhanced Signal Quality Monitoring Clarification

0OSSIv3.0-N-07.0540-4 10/31/2007 | Clarifications for RFC 2863 interface counters

0OSSIv3.0-N-07.0550-2 10/24/2007 |Editorial Corrections for OSSIv3.0 104

0OSSIv3.0-N-07.0551-4 10/24/2007 | Annex D Event Definition for Multicast & MaxNumSess MIB
correction

0OSSIv3.0-N-07.0552-4 10/31/2007 |CMTS Management requirements for PHSI

0OSSlv3.0-N-07.0553-4 10/24/2007 | OSSI3.0 updates for DRFI and PHY3.0 Cm Power Requirements and
Entity MIB requirements

0SSIv3.0-N-07.0554-4 10/31/2007 |DOCSIS Path Verify Management requirements for CM

0OSSIv3.0-N-07.0564-4 10/24/2007 |Removal of Grant Mode and CCF mode from Annex A

0SSIv3.0-N-07.0565-2 10/24/2007 |Reintroduce changes #2+3 in ECN-07.0424-3 which were never

incorporated into published spec

IX.5 Engineering Changes for CM-SP-OSSIv3.0-106-080215

The following Engineering Changes are incorporated into CM-SP-OSSIv3.0-106-080215:

EC Identifier ECN Date Summary

0SSI1v3.0-N-07.0480-3 7/5/2007 Incorporated changes # 6, 8, 20, and 21, which were not done in 104

0SSIv3.0-N-07.0532-4 1/16/2008 | Removal of RFC 4547 Requirements and Definition of new
Notifications

0OSSIv3.0-N-07.0548-3 1/16/2008 | Additional MULPI Event definitions

0OSSIv3.0-N-07.0573-3 12/5/2007 | Table A-3 Corrections

0SSIv3.0-N-07.0581-2 1/2/2008 | Software Download (OSS)

0OSSIv3.0-N-07.0583-1 1/2/2008 Correction of MIB name for docsIfCmStatusCode

0SSlv3.0-N-07.0588-3 1/16/2008 | IPDR clarifications for Sections 6 and 7

0SSIv3.0-N-07.0589-3 1/9/2008 Clarifications for DsidReseqTime and DsidReseqWarnThrshld default
values

0OSSIv3.0-N-07.0602-1 1/16/2008 | Editorial Corrections for 105
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EC Identifier ECN Date Summary
0OSSlv3.0-N-07.0603-2 1/16/2008 | Removal of DHCP event 68000300
0SSlv3.0-N-07.0604-2 1/16/2008 | Fix OSSI CMCI IPv6 link-local address
0OSSIv3.0-N-07.0605-1 1/16/2008 | Clarification for RCC Numbering spaces in OSSIv3.0
0OSSIv3.0-N-08.0614-1 2/6/2008 Editorial corrections to OSSIv3.0 ECNs 532-4 and 603-2

1X.6

Engineering Changes for CM-SP-OSSI1v3.0-107-080522

The following Engineering Changes are incorporated into CM-SP-OSSIv3.0-107-080522:

EC Identifier ECN Date Summary

0OSSIv3.0-N-08.0608-1 2/13/2008 | Move regs from Annex A to Sec 7.1 for NA MIB objects

0OSSIv3.0-N-08.0609-2 2/20/2008 |remove ocspStatusUnknown(9)

0OSSIv3.0-N-08.0612-4 3/5/2008 Application of ifindex 1Filters to Other Interfaces

0OSSIv3.0-N-08.0613-1 2/27/2008 | Fix Persistence Requirements in CMTS Debug DSID objects
plus other REQ clarifications

0OSSIv3.0-N-08.0616-2 3/19/2008 |Eliminate overloaded use of the term Service Type in MIB and
IPDR Schema objects

0OSSIv3.0-N-08.0618-3 4/9/2008 ifTestTable Requirements changed to "D" since RFC 2863 has
deprecated them

OSSIv3.0-N-08.0632-3 4/16/2008 | Changes to make the dot3 counters optional and clarify ifTable
counters for LAN-LAN traffic

OSSIv3.0-N-08.0633-2 4/16/2008 | LED Clarifications

OSSIv3.0-N-08.0640-3 4/23/2008 | DOCSIS Event management requirements

0OSSIv3.0-N-08.0641-2 4/23/2008 | TLV 38 snmpTargetAddrExtTable corrections

0OSSIv3.0-N-08.0642-3 4/23/2008 |Introduction of IPDR Schema for CMTS Utilization Statistics

OSSIv3.0-N-08.0643-1 4/23/2008 | Editorial corrections for OSSIv3.0

OSSIv3.0-N-08.0644-1 4/23/2008 | Packet Counters Definition Clarification

OSSIv3.0-N-08.0645-3 4/23/2008 | OSSIv3.0 Load Balancing
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