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1 SCOPE

This specification defines the normative characteristics for the interface between a security module owned and
distributed by cable operators and commercially available consumer receivers and set-top terminals, “Host
Devices”, that are used to access multi-channel television programming delivered on North American cable systems.
Some examples of the Host devices could be a set-top box, a television, a VCR, etc. In some cases the local cable
operator may optionally choose to supply this Host device in addition to the security module. In order to receive
scrambled cable services, the Host would require this security module, called a CableCARD™ device, to be inserted
and authorized to receive services. This CableCARD device, previously identified as a Point of Deployment (POD)
module, provides the conditional access operation and the network connectivity for the Host.

This CableCARD device-Host Interface (CHI) specification defines the interface between the Host device (Host)
and the CableCARD device (Card).

There are currently two modes of operation in which the Host and the Card can operate. The Single-Stream
CableCARD device (S-CARD) is the first generation security module that can only operate in the Single-Stream
Mode (S-Mode), and the Multi-Stream CableCARD device (M-CARD), a second-generation variant, is capable of
operation in Multi-Stream Mode (M-Mode), or in Single-Stream Mode (S-Mode), based on the Host and its
available functionality.

This document defines the interface for both the S-CARD and the M-CARD and the different operating modes. The
M-CARD, when operating in S-Mode, is backward compatible with the Single-Stream CableCARD Host Interface
as previously defined via ANSI/SCTE 28, the Host-POD Interface Standard, and ANSI/SCTE 41, the POD Copy
Protection System. When the M-CARD is running in M-Mode, functionality to support multiple program decryption
from multiple transport streams is added. One application for the M-CARD could be a Host device with multiple
tuners and QAM demodulators.

While analog television channels may be tuned, only digital television channels will be passed through the Card for
descrambling of authorized conditional access channels, and passed back to the Host. The Card will not only
provide the conditional access decryption of the digital television channel, but MAY also provide the network
interface between the Host and the cable system.

This document is a compilation of the specifications, standards, and related text from the OpenCable Specification
CableCARD Interface documents, single stream and multi-stream, OC-SP-CC-IF and OC-SP-MC-IF, as well as the
SCTE 28, 2004 documents. For the text that was extracted from the SCTE 28 2004 document, in all cases, the terms
“POD” and “POD module” were replaced with the terms “Card” and “CableCARD device”.

1.1 Introduction and Overview

This specification defines the characteristics and normative specifications for the interface between the Card device
and the Host device. This specification describes the interface for both the Single Stream Card and the Multi-Stream
Card.

e Single Stream Card (S-CARD) for use with or between Cards and Hosts capable only of processing a single
program on the interface is said to be operating in Single Stream Mode (S-Mode).

e  Multi-Stream Card (M-CARD) for use between a Card and Host both capable of processing multiple
simultaneous programs on the interface is said to be operating in Multi-Stream Mode (M-Mode). The M-
CARD, when instructed to do so by the Host, can operate in S-Mode. The M-CARD can only operate in either
M-Mode or S-Mode, not both.

This specification supports a variety of conditional access scrambling systems. Entitlement management messages
(EMMs) and Entitlement Control Messages (ECMs) across the interface for such scrambling systems are carried in
the cable out-of-band channel as defined by [SCTE55-2], [SCTE55-1], and the DOCSIS® Set-top Gateway
Specification [DSG].

The interface will support Emergency Alert messages transmitted over the out-of-band channel to the Card which
will deliver the message to the Host using the format defined in [J042].

1/05/07 CableLabs® 1



OC-SP-CCIF2.0-109-070105 OpenCable™ Specifications

This specification defines, sometimes by reference, the physical interface, signal timing, link interface, and
application interface for the Card-Host interface (CHI).

1.2 Historical Perspective (Informative)

Portions of this specification have origins in EIA-679, the National Renewable Security Standard, which was
initially adopted in September 1998. Part B of that standard uses the same physical size, shape and connector of the
computer industry PCMCIA card defined elsewhere, and defines the interface protocols and stack. Part B of that
standard was adopted by SCTE DVS.

Further extensions and modifications of EIA-679 led to the adoption of EIA-679-B in 2000. The EIA-679 standard
was developed substantially by the EIA/NCTA Joint Engineering Committee (JEC) National Renewable Security
Standard (NRSS) Subcommittee, and was a joint work of NCTA and CEMA Technology & Standards.

The M-Mode specification has its origin in ANSI/SCTE 28, where the original version of the Card provided only
enough bandwidth for a S-Mode. As DVRs, picture-in-picture, and other M-Mode features were developed, it was
realized that the original S-Mode had inadequate bandwidth for some of these features, and could not grow to
support multi-tuner gateway scenarios.

A M-Mode provides the higher transport data throughput rates that would be required to support future features,
such as multiple-tuner Hosts, Hosts with DVRs, Hosts with picture-in-picture capability, and future extensions of
existing conditional access functions to include Digital Rights Management.

This specification document is based on and conforms to much of the technical content as found in ANSI/SCTE 28,
2004.

1.3 Requirements (Conformance Notation)

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

“SHALL/MUST”  These words or the adjective “REQUIRED” means that the item is an absolute
requirement of this specification.

“SHALL NOT/ This phrase means that the item is an absolute prohibition of this specification.
MUST NOT”
“SHOULD” This word or the adjective “SHOULD” means that there may exist valid reasons in

particular circumstances to ignore this item, but the full implications should be
understood and the case carefully weighed before choosing a different course.

“SHOULD NOT”  This phrase means that there may exist valid reasons in particular circumstances
when the listed behavior is acceptable or even useful, but the full implications
should be understood and the case carefully weighed before implementing any
behavior described with this label.

“MAY” This word or the adjective “MAY” means that this item is truly optional. One
vendor may choose to include the item because a particular marketplace requires it
or because it enhances the product, for example; another vendor may omit the
same item.
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1.4 Numerical

In most cases all numbers without a prefix are base 10 (decimal). The following prefixes are to be used to designate

different bases.

Table 1.4-1 - Numerical Representation

Prefix/Suffix Base Name
2 Binary
0 10 Decimal
0x 16 Hexadecimal
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2 REFERENCES

The following specifications and standards contain provisions that, through reference in this text, constitute
normative provisions of this specification. At the time of publication, the editions indicated are current. All
standards are subject to revision, and parties to agreements based on this specification are encouraged to investigate
the possibility of applying for the most recent editions of the standards listed in this section.

In order to claim compliance with this specification, it is necessary to conform to the following standards and other
works as indicated, in addition to the other requirements of this specification. Notwithstanding, intellectual property
rights may be required to use or implement such normative references.

2.1 Normative References

[CCCP2] OpenCable™ CableCARD™ Copy Protection 2.0 Specification, OC-SP-CCCP2.0-105-070105,
January 5, 2007, Cable Television Laboratories, Inc.
[CDL2] OpenCable Common Download 2.0 Specification, OC-SP-CDL2.0-102-070105, January 5,

[DOCSIS2.0]

[DSG]

[1SO10646-1]

[1SO13818-1]
[1SO13818-6]
[1SO13818-9]

2007, Cable Television Laboratories, Inc.

Data-Over-Cable Service Interface Specification DOCSIS 2.0, CM-SP-RFIv2.0-111-060602,
June 2, 2006, Cable Television Laboratories, Inc.

DOCSIS® Set-top Gateway (DSG) Interface Specification, CM-SP-DSG-109-061222,
December 22, 2006, Cable Television Laboratories, Inc.

ISO/IEC 10646-1: 1993 Information technology - Universal Multiple-Octet Coded Character
Set (UCS) - Part 1: Architecture and Basic Multilingual Plane.

ISO/IEC 13818-1 Generic Coding of Moving Pictures and Associated Audio: Systems.
ISO/IEC 13818-6 Op Cit, Extensions for DSM-CC.
ISO/IEC 13818-9 Extension for real time interface for systems decoders.

[ISO639-1] ISO 639-1: 2002 Codes for the representation of names of Languages - Part 1: Alpha-2 code.
[ISO639-2] ISO 639-2: 2002 Codes for the representation of names of Languages - Part 1: Alpha-3 code.
[ISO8825] ISO 8825: 1987 Open Systems Interconnection- Specification of basic encoding rules for

[1SO8859-1]

Abstract Syntax Notation One (ASN.1)

ISO 8859-1: 1998 Information technology, 8-bit single-byte coded graphic character sets, Part
1: Latin alphabet No. 1.

[J042] American National Standard, J-STD-042-2002, Emergency Alert Message for Cable (SCTE 18
and EIA/CEA 814).

[OCAP] OpenCable™ Application Platform Specification, OCAP 1.0 Profile, OC-SP-OCAP1.0-116-
050803, August 3, 2005, Cable Television Laboratories, Inc.

[OCHD2] OpenCable Host Device 2.0 Core Functional Requirements, OC-SP-HOST2.0-CFR-112-
070105, January 5, 2007, Cable Television Laboratories, Inc.

[OCSEC] OpenCable™ System Security Specification, OC-SP-SEC-107-061031, October 31, 2006,
Cable Television Laboratories, Inc.

[PCMCIA2] PCMCIA PC Card Standard Volume 2 Release 8.0, April 2001 Electrical Specification.

[PCMCIA3] PCMCIA PC Card Standard Volume 3 Release 8.0, April 2001 Physical Specification.

[PCMCIA4] PCMCIA PC Card Standard Volume 4 Release 8.0, April 2001 Metaformat Specification.

[RFC2131] IETF RFC 2131, R. Droms, "Dynamic Host Configuration Protocol", March 1997.
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2.2

[RFC2132]
[RFC2396]

[SCTE23-2]
[SCTE28]
[SCTE41]
[SCTES5-1]

[SCTES5-2]

[SCTE65]
[SCTES0]

[CHILA]
[NRSSB]

IETF RFC 2132DHCP Options and BOOTP Vendor Extensions, March 1997.

IETF RFC 2396, T. Berners-Lee, R. Fielding, and L. Masinter, "Uniform Resource Identifier
(URI): Generic Syntax", August 1998.

ANSI/SCTE 23-2 2002, DOCSIS 1.1 Part 2 Baseline Privacy Interface Plus.
ANSI/SCTE 28 2004, Host POD Interface Standard.
ANSI/SCTE 41 2004, POD Copy Protection System.

ANSI/SCTE 55-1 2002, Digital Broadband Delivery System: Out Of Band Transport Part 1:
Mode A.

ANSI/SCTE 55-2 2002, Digital Broadband Delivery System: Out Of Band Transport Part 2:
Mode B.

ANSI/SCTE 65 2002, Service Information Delivered Out Of Band.

ANSI/SCTE 80 2002, In-Band Data Broadcast Standard including Out-of-Band
Announcements.

Informative References

CableLabs CableCARD-Host Interface License Agreement.

CEA-679-C Part B, National Renewable Security Standard (July 2005). A joint work of NCTA
and CEMA Technology and Standards.

2.3 Reference Acquisition

CableLabs Specifications and License Agreements

Cable Television Laboratories, Inc. 858 Coal Creek Circle, Louisville, CO 80027;
Telephone: +1-303-661-9100; Internet: http://www.cablelabs.com/

ISO/IEC Specifications

ISO Central Secretariat: International Organization for Standardization (ISO), 1, rue de Varembé, Case postale
56, CH-1211 Geneva 20, Switzerland; Internet: http://www.iso.ch/

SCTE/DVS Specifications

SCTE - Society of Cable Telecommunications Engineers Inc., 140 Philips Road, Exton, PA 19341,
Telephone: 610-363-6888 / 800-542-5040; Fax: 610-363-5898; Internet: http://www.scte.org/

ANSI/EIA Standards

American National Standards Institute, Customer Service, 11 West 42 Street, New York, NY 10036;
Telephone 212-642-4900; Facsimile 212-302-1286; E-mail sales@ansi.org; URL http://www.ansi.org

EIA Standards: United States of America

Global Engineering Documents, World Headquarters, 15 Inverness Way East, Englewood, CO USA 80112-
5776; Telephone: 800-854-7179; Facsimile: 303-397-2740; E-mail: global@ihs.com; URL:
<http://global.ihs.com>

ITU Standards

ITU Sales and Marketing Service, International Telecommunication Union, Place des Nations CH-1211,
Geneva 20, Switzerland; Telephone: +41 22 730 6141; Facsimile: +41 22 730 5194; E-mail: sales@itu.int ;
URL: <http://www.itu.org>
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e Internet Specifications

The Internet Engineering Task Force, IETF Secretariat, c/o Corporation for National Research Initiatives, 1895
Preston White Drive, Suite 100, Reston, VA 20101-5434; Telephone: 703-620-8990; Facsimile: 703-620-9071;

E-mail: ietf-secretariat@ietf.org; URL: http://www.ietf.org/rfc

6 CableLabs® 1/05/07



CableCARD™ Interface 2.0 Specification

OC-SP-CCIF2.0-109-070105

3 TERMS AND DEFINITIONS

This specification uses the following terms:

American Standard Code for

Information Interchange

Application Protocol Data
Unit

Application Program Interface

CableCARD™ device

Card
Card Information Structure

Command Channel

Conditional Access and
encryption

Conditional Access System
CPU Interface

Data Channel
DOCSIS Set-top Gateway

Downstream
DSG Advanced Mode

DSG Basic Mode

DSG Tunnel

Dynamic Host Configuration
Protocol

eCM

Encryption Mode Indicator

Entitlement Management
Message

Extended Application
Information Table

Extended Text Table

Internationally recognized method for the binary representation of text.
A common structure to send application data between the Card and Host.

The software interface to system services or software libraries. An API can
consist of classes, function calls, subroutine calls, descriptive tags, etc.

A PCMCIA card distributed by cable providers and inserted into a Host
device to enable premium services in compliance with the OpenCable
specifications, also called “Card” and “Point of Deployment” (POD) module.

CableCARD device

Low-level configuration information contained in the Card’s Attribute
Memory.
Also identified as Data Channel.

A system that provides selective access to programming to individual
customers.

Secures delivery of cable services to the Card.

The logical interface between the Card and the Host comprised of the Data
and Extended communications channels.

Also identified as Command Channel.

A method of using DOCSIS protocols to support a one-way out-of-band
communication path.

Transmission from headend to Host.

Also known as Advanced DSG (ADSG). Operation with the DCD message.
Address assignment is dynamic. The DSG Tunnel Address is determined by
the DSG Agent and learned by the DSG Client through the DSG Address
Table in the DCD message.

Also known as Basic DSG (BDSG). Operation without the DCD message.
Address assignment is static. The DSG Tunnel Address is determined by the
DSG Client and learned by the DSG Agent through configuration. This mode
provides backwards compatibility with earlier versions of the DSG
specification.

A single instance of a DSG Rule within a DCD message.

An Internet standard for assigning IP addresses dynamically to IP hosts.

A DOCSIS Cable Modem that has been embedded into a Set-top/Host device
and includes DSG functionality.

Defines the copy protection mode for digital outputs.

A conditional access control message to a Card.

Used for launching and managing the lifecycle of unbound applications for
OCAP.

An MPEQG 2 table contained in the Program and System Information Protocol
(“PSIP”), which provides detailed descriptions of virtual channels and events.

1/05/07

CableLabs®



OC-SP-CCIF2.0-109-070105

OpenCable™ Specifications

Forward Application
Transport

Forward Data Channel
Gapped Clock

Headend

High-Z
Host

HTTP

Hypertext Markup Language

Inband
Internet Protocol

IP datagram

IP packet

IP Unicast

IP Multicast

Local Transport Stream ID
LSB

M-CARD

M-Host

M-Mode

Model ID

MPEG

MPEG-2 Video
MPEG-2 Transport

MSB

A data channel carried from the headend to the set-top or Host device in a
modulated channel at a rate of 27 or 36 Mbps. MPEG-2 transport is used to
multiplex video, audio, and data into the FAT channel.

An out-of-band (“OOB”) data channel from the headend to the Host.
A periodic signal in which some transitions are omitted creating gaps in a
clock pattern.

The control center of a cable television system, where incoming signals are
amplified, converted, processed and combined into a common cable along
with any original cable casting, for transmission to subscribers. The System
usually includes antennas, preamplifiers, frequency converters, demodulators,
modulators, processors and other related equipment.

Greater than 100K Ohm resistance to power or to ground.

The consumer device used to access and navigate cable content. Typically a
digital TV or set-top DTV receiver, further defined in [OCHD2].

The transport layer for HTML documents over the Internet Protocol (“IP”).

A presentation language for the display of multiple media contents, typically
used on the Internet.
Within the main Forward Applications Transport channel.

The internet protocol provides for transmitting blocks of data called
datagrams from sources to destinations, where sources and destinations are
hosts identified by fixed length addresses.

An Internet Protocol datagram, which is either sent in a single MAC frame or
may be fragmented and transmitted across multiple MAC frames.

The portion of an Internet Protocol datagram inserted into or extracted from a
MAC frame. If an IP datagram has been fragmented, then each of the
fragments is an IP packet. If an IP datagram has not been fragmented, then
the entire datagram is in a single IP packet.

Point-to-Point Internet Protocol datagram service.

Point to multi-point Internet Protocol datagram service.

Assigned by the Host operating in M-Mode.

Least Significant Bit or Byte of a specified binary value.

Multi-Stream Card, capable of operating in either S-Mode or M-Mode.

Multi-Stream/Multi-Tuner Host device.

A Multi-Stream Card (M-CARD), capable of processing multiple
simultaneous programs on the interface, is said to be operating in Multi-
Stream Mode (M-Mode).

The model as it is marketed and appears on the label of the Certified Device,
and as reported in the Digital Certificate Usage Report (see OpenCable Host
2.0 Digital Certificate authorization Agreement).

Moving Picture Experts Group. Colloquial name for ISO-IEC SC29/WG11,
which develops standards for compressed full-motion video, still image,
audio, and other associated information.

ISO-IEC 13818-2, international standard for the compression of video.

ISO-IEC 13818-1, international standard for the transport of compressed
digital media.

Most Significant Byte or Bit, of a specified binary value.
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National Television Systems
Committee

OC Signaling
Out-of-Band

PC Card

Point of Deployment

Protocol Data Unit

Quadrature Amplitude
Modulation

Quadrature Phase Shift
Keying
Remote Procedure Call

Resource

Return Data Channel
S-CARD

S-Host
S-Mode

Subtuple
Tuple

Uniform Resource Locator
Upstream
User Datagram Protocol

Virtual Channel Table

An entity that developed the analog television system used in North America
and elsewhere.

A DSG Broadcast Tunnel containing CVTs and XAITs as defined in [DSG].

The combination of the Forward and Reverse Data Channels. The OOB
channel provides a data communication channel between the cable system
and the Host.

A device that complies with the PC Card Standard, as referenced in this
document.

Synonymous with “POD”, “point of deployment module”, CableCARD
device and Card. A detachable device distributed by cable providers and
inserted into a Host connector to enable reception of encrypted services.
A packet of data passed across a network or interface.

A digital modulation method in which the value of a symbol consisting of
multiple bits is represented by amplitude and phase states of a carrier. Typical
types of QAM include 16-QAM (four bits per symbol), 32-QAM (five bits),
64QAM (six bits), and 256QAM (eight bits).

A digital modulation method in which the state of a two-bit symbol is
represented by one of four possible phase states.

The ability for client software to invoke a function or procedure call on a
remote server machine.

A unit of functionality provided by the host for use by a Card. A resource
defines a set of objects exchanged between Card and host by which the Card
uses the resource.

A data communication channel running upstream from home to the headend,
i.e., an out-of-band (“OOB”) data channel from the host to the headend.

Single-Stream Card compliant to ANSI/SCTE 28, capable of only operating
in S-Mode.

Single-Stream Host device.

A Single Stream Card (S-CARD), capable only of processing a single
program on the interface, is said to be operating in Single Stream Mode (S-
Mode).

Subset of a Tuple.

Data stored within a PC Card that can be used to determine the capabilities of
the card.

A standard method of specifying the location of an object or file.
Transmission from host to headend.

A protocol on top of IP that is used for end-to-end transmission of user
messages. Unlike TCP, UDP is an unreliable protocol, which means that it
does not contain any retransmission mechanisms.

An MPEG-2 table which contains a list of all the channels that are or will be
on plus their attributes.
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4 ABBREVIATIONS AND ACRONYMS

This specification uses the following abbreviations and acronyms:

ADSG Advanced DSG mode
AES Advanced Encryption Standard
ANSI American National Standards Institute
APDU Application Protocol Data Unit
API Application Program Interface
ASCII American Standard Code for Information Interchange
ASD Authorized Service Domain
ATSC Advanced Television System Committee
BDSG Basic DSG Mode
bslbf Bit String (serial) — Left Most Bit First
CA Conditional Access
CAS Conditional Access System
CEA Consumer Electronic Association
CHI Card - Host Interface
CIS Card Information Structure
CMOS Complementary Metal Oxide Silicon
CMP CableCARD MPEG Packet
CMTS Cable Modem Termination System
CPU Central Processing Unit.
CRC Cyclic Redundancy Check
CvDT Code Version Download Table
cvT Code Version Table
DCD Downstream Channel Descriptor
DHCP Dynamic Host Configuration Protocol
Dl Download Info Indicator
DOCSIS® Data-Over-Cable Service Interface Specifications
DRAM Dynamic Random Access Memory
DSG DOCSIS Set-top Gateway
DSM-CC Digital Storage Medium — Command and Control
DVR Digital Video Recorder
DVS Digital Vi